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Dear Colleagues,

First of all, let me express my best 
wishes for the new year to all colleagues 
around the world. If we had to measure 

the success of the year 
behind us, just think of all 
the occasions critical 
information infrastructure 
protection will be on the 
international agenda. This 
very well justifies the 
intention of the Meridian 
process, and hopefully, 
this year we can go further 
and institutionalize CIIP 
globally.

The Meridian Newsletter has stepped 
into its third year of existence, as the 
Meridian process is maturing and 
starting to gain more and more 
recognition. Last October was the first 
instance that Meridian has stepped out 
of Europe, having a fruitful 3-day 
conference in Singapore, and according 
to the roadmap, the next stop this year is 
the USA. The programme committee has 
already started working on the themes 
for this year, and we'll keep you up-to-
date with each edition of the newsletter.

What we have for this edition is 3 articles 
in the spirit of continuity. What is 
common in the articles from Japan, the 
Netherlands, and the USA is that they 
are no newcomers to the process, and 
an update on the various government 
projects, initiatives, events is timely.

The Japanese article brings a new 
element to the government's CIIP 
approach by promoting PPP in the 
critical sectors. By laying down the 
foundations with the First Action Plan on 
CIIP, this Second Action Plan presents 
the measures to be taken by the 
Japanese government to divide the 
responsibilities between the government 
and the sector.

The Dutch article provides an account on 
the dedication of the Netherlands in the 
field of Process Control Security (PCS). 
The recount of the second PCS event 
briefs up how government, academia 
and the corporate players discuss and 
act together to achieve a higher level of 
security in the critical industrial sectors. 
Some interesting views are from the 
presentations and workshops are shared 
by  courtesy of NICC, as one of the 
organizers.

The article from the USA comes in 
continuation from the George Mason 
University’s International Cyber Center 
(GMU ICC) initiative from last year. The 
article brings a technical aspect of cyber 
security – the need for CSIRTs. GMU 
ICC is dedicated to enhance CERT 
capacities worldwide, in collaboration 
with international partners. The article 
sums up the some of the key factors 
needed to have an efficient global CERT 
capacity building campaign, such as 
funding, training, and information 
sharing. 

mailto: newsletter@meridianconference.org
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The cutting edge digital technology supports our daily lives and helps us 
significantly to enhance their convenience. With increasing complexity and 
dependency on the IT infrastructure, our society is exposed to the risk of 
losing both business opportunity and continuity in case of system failures. 
Although cyber terrorism and large-scale cyber attacks have gained global 
recognition as emerging threats since the Estonian case, we also have to 
prepare for all hazards including cyber attacks, unintentional incidents such 
as inadequate operations by human errors, and natural disasters. For 
example, in May 2007, there was a software failure in a passenger 
management system of a Japanese airline company, which resulted in 
suspending the reservation, check-in and luggage management services for 
almost half a day, ultimately causing to cancel 130 flights. This affected more 
than 70 thousand passengers. Another example shows the weakness of the 
financial infrastructure; in July 2008, a failure in the information system of the 
Tokyo Stock Exchange (TSE) led to suspend all TSE stock trades for two 
hours. These incidents/accidents are no longer only domestic issues, but will 
also affect people globally more than they did in the past.

Although we are all aware of the risks in IT systems, it has become 
increasingly difficult for the Government of Japan (GOJ) to directly instruct 
the owners of the critical infrastructure (CI) to deal with information security 
issues, due to the fact that most CI are privatized. The GOJ has been 
promoting deregulation in order to enhance market competition, and most of 
the regulations have shifted from ex-ante regulation toward ex-post regulation. In order to improve the 
level of information security management through cost-effective measures, the GOJ and industry need to 
focus primarily on preparedness, however the GOJ is required to achieve this through public-private 
collaboration schemes, without relying excessively on regulatory power.

The National Information Security Center (NISC), Cabinet Secretariat of the GOJ, has been working with CI 
owners to tackle CIIP issues under the framework of “Action Plan on Information Security measures on Critical 
Infrastructure Protections.” From FY2006 to FY2008, NISC focused on four measure pillars;

Deputy Counselor
National Information Security 

Center
masa@nisc.go.jp

Further promoting PPP

The initiative summarized in the last 
article of this newsletter will hopefully 
follow the tradition of continuity in the 
future. In the last edition, we have 
already given a small teaser of an 
upcoming event on a European financial 
information sharing mechanism. Since 
then, the event has taken place, and a 
small report is provided on the 
anticipated outcomes and future aims of 
the group of experts.

Hope these articles will be of interest, 
and I'd also take the opportunity to ask 
you to use our newsletter to spread the 
word on CIIP issues. Until the next 
edition, enjoy the articles!

Sincerely yours,

Ferenc Suba
Editor-in-Chief, Meridian Newsletter
CERT-Hungary
Vice-Chair, ENISA MB

mailto: masa@nisc.go.jp
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1) developed and reviewed the Safety Standards in each of the 10 CI sectors1,
2) strengthened the information sharing framework,
3) analyzed the interdependency among CI sectors annually, and
4) conducted annual exercise involving all 10 sectors.

These measures produced positive outcomes, therefore the Expert Committee on critical infrastructure protection 
decided to further promote information security in the "Second Action Plan.” The Committee consists of CI owners 
and experts from academia. NISC consulted with the Committee and drafted the revised “Action Plan” which was 
publicly reviewed for one month from December 10, 2008 to invite public comments. (The draft is available at 
http://www.nisc.go.jp/active/infra/keikaku2.html Japanese version only)

In the draft, NISC decided to set the ultimate goal aiming to achieve a society where IT malfunction does not have a 
critical influence on citizens’ lives and social economic activities. The four pillars require continuous commitment 

between the GOJ and industry in the Second Action Plan. Furthermore, a new pillar, which asks all parties to 
respond flexibly to environmental changes such as technological innovations, dramatic changes on social 
systems, and global regulatory transformations, was added. (See diagram 1) For this newly added pillar, NISC 
will conduct its working group to deliver analysis on various components for CIIP with broader coverage.

New ideas have been introduced to the Second 
Action Plan. The expert committee agreed to 
define “service level” as an indicator in which CI 
owners keep their supply level above this 
threshold at all times. This service level should set 
by the CI owners respectively, in order to satisfy 
their corporate social responsibilities. Once the 
service is degraded due to IT malfunctions, and 
the supply level falls below the pre-defined 
“service level,” the CI owners are expected to 
analyze the case and identify the cause. Expertise 
of this analysis will be shared voluntarily among CI 
owners, so that other CI owners can also learn 
lessons from the experience. The Committee also 
decided to define the “verifying level.” Once the 

service is degraded and the supply level falls below 
this level due to IT malfunctions, NISC and CI owners will be required to verify and evaluate the preparedness and 
measures of post incidents/accidents on the “Second Action Plan.” The verifying level is defined for each CI sector, 
some are defined according to regulations, and others are defined originally by industries in the specific CI sector. 
This analysis sharing mechanism can help CI owners and operators significantly, and the government can also 
study further on preparedness and post-incident/accident practices. It might be clear that, in the case of Japan, 
private sectors have primary responsibilities to handle any IT malfunction, and government intervention will 
follow subsequently once their supply level falls below the predefined “service level.” (See diagram 2)

These measures capture the unique intention that 
information security level among CI should be 
enhanced primarily by private efforts and the 
government will only play a supporting role. I believe 
that the ideas behind this program developed by the 
GOJ may not be fit in some countries where most CI 
are owned by the government, however can be one 
of the best practices among countries where most CI 
are privatized.

1 Information communications, Finance, Aviation, Railway, Electricity, Gas, Health, Water, Logistics, Government/ Admin 
services

http://www.nisc.go.jp/active/infra/keikaku2.html
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On December 4, the second Dutch Process Control Security Event with the 
title 'Are you in Control' attracted many process control people to the 
Technical University of Delft. The event was organised by the National 
Infrastructure against Cybercrime (NICC). Over one hundred people 
responsible for the security of process control systems (PCS) and related 
networks in many of the Dutch critical infrastructures and key industries took 
part in the two plenary sessions and four parallel workshops. The event was 
co-located with the Production Process Automation (PPA) event for 
PCS/SCADA vendors and system integrators which was organised by the 
Dutch Federation for Technology Branches (FHI). They discussed a set of 
PCS issues including security. At the end of the day, both events joined for a 
closing debate session on security and responsibilities.

Annemarie Zielstra, programme 
manager of the NICC opened the 
event. Besides the FHI, the WIB 
(Dutch PCS user association), and 
the Technical University of Delft 
participated in organising the 
event. In May 2008, the first 
process control security event 
identified a set of actions which set 
the agenda for this event: increase 
risk awareness by top 
management, sharing incident 
information, and establishing a 
common user - manufacturer view 
on PCS security requirements as 
part of the procurement process.
She continued: “The PCS security 
issues in the Netherlands are not 
addressed in isolation. The Dutch 
PCS community is both involved in 
the European SCADA Security 
Information Exchange 
(EuroSCSIE) and the newcomer 
MPCSIE. MPCSIE – the Meridian 
Process Control Security 
Information Exchange – which has 
recently been established by the 
international governmental ICT-
policy discussion group Meridian.”
“The question ‘Are you in control?’ 
needs to be answered by all critical 
infrastructures and key industries 
in the Netherlands. Some weeks 
before this security event, a 
meeting of the Chief Information 
Officers (CIO) Platform and the 
Director-General for Energy and 
Telecom of the Dutch Ministry for 
Economic Affairs took place 
discussing today’s theme. That 

meeting showed that not all CIOs 
know who in their organisation is 
responsible for the information 
security of control systems. When 
something goes wrong, the CIOs 
will be probably looked at. One 
CIO became aware of control 
systems in his organisation when 
he was planning a move of the 
computer room. Obviously, not all 
organisations are in control of the 
information security aspects of 
control systems.” “As a result, the 
CIO Platform plans to take a 
coordinated action in The 
Netherlands to increase risk 
awareness amongst the Dutch 
critical infrastructures and key 
industries. It should become crisp 
and clear who is responsible for 
PCS security within each 
organisation.”

The next agenda item was a 
plenary debate between Aad 
Dekker (Information security officer 
at NUON, a Dutch power 
distribution company), and Ted 
Angevaare, the Shell global DACA 
(=’process control’) security 
manager. Their views on PCS 
security differed in details like their 
answers to the question “Is 
security the safeguarding against 
undesirable control of the process 
or is it the safeguarding against the 
disruption of the production?” Next 
was debated whether office ICT-
security should include physical 
security and whether the same 

approach holds for the 
PCS environment as 
well. Screening of 
personnel, legal hacking 
as part of security audits, 
and formal reporting of incidents 
followed as topics. Regarding the 
latter, it was concluded that most 
organisations that use PCS do not 
have a rigid incident reporting 
scheme. Probably many incidents 
are not reported because the 
responsibility for the ICT-security 
side of PCS is not clearly 
organised in organisations. One of 
the workshop attendees remarked 
that he was dealing for over a 
week with a virus in his PCS. It is 
felt that motivating people about 
their work and security awareness 
is more important that taking 
sanctions against those who create 
a security breach. One of the 
debaters had to admit that he does 
not know how ICT-assets are 
decommissioned and whether 
computer media such as hard 
disks are properly wiped or 
destroyed.

Programme manager
NICC

annemarie.zielstra@ictu.nl

mailto: annemarie.zielstra@ictu.nl
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Is top management able to take the right decisions about ICT security? “Probably not”, was the answer as incident 
reports are not complete, and responsibilities for PCS security are not totally clear. The risk is that top management 
will overreact in case of an incident which hits the press. How to avoid that? “Steering and preparing them by 
executing proper risk assessments and risk management. Above all, avoid scaring talks to them by vendors who 
want to push sales.” One also should avoid being to dependent of PCS hardware and software vendors. 
Understand one’s own needs and fix your vulnerabilities based upon your risk assessment. And put far less trust 
in third party maintenance people than in your own people.

What is the role for government? The answers ranged from setting de facto security standards, assistance when 
fighting a cyber attack to a better information position by 
information exchange with, and easy access to, law 
enforcement and intelligence services. Paramount should be 
“what is in it for both of us?”.

The four workshops

The workshops were held in parallel and repeated 
after a break allowing participants to participate in two 
workshops of their choice. The four themes were set 
during the May event: good practices in the energy 
sector (by Randi Roisli, Norwegian StatoilHydro), the 
vulnerable human and social engineering (Jan de 
Boer, TIAS Business School), gaming and simulation 

(Mark de Bruijne, Technical University Delft), and 
the development of the Dutch PCS security 
incident database (Martin Visser, Waternet and 
Eric Luiijf, TNO and NICC).

Randi Roisli showed the highly complex, 
dependent PCS environment where a large set of 
operators and suppliers together control the oil 
production on a number of Norwegian off-shore and 
on-shore facilities. The joint Oil Industry Association 
(OLF) guideline 104 has been developed to address 
the PCS security weaknesses, both organisationally 
and technically. A self-assessment tool assists the 
organisations in measuring their security posture.

Jan de Boer is an ethical hacker who performs social 
engineering upon request. He showed the approach 
and the results of several cases. He pleads for using 
the “human (female) intuition” much more to avoid 
becoming tricked by a social engineering attack. Mark 
de Bruijne showed where different technologies meet 
each other in gaming-simulation.

This new combined research field allows different 
actors, e.g. process control and ICT-departments, to 
learn from interactions between both departments in a 
simulated (risk free) environment. An example of a 
game to train dike patrol people was shown. Martin 
Visser presented the NICC context for sharing 
information about PCS/SCADA incidents. Eric Luiijf 
continued by explaining the vision and long-term aims 
of a security incident database. Consultations with 
representatives of various NICC petals leads to a 
pragmatic approach: start as soon as possible, use a 
standard reporting form in English, anonymisation of 
incident reports by a trusted central body, and 
distribute the information to organisations which have 
agreed to keep the shared information secure. 
Details, especially the legal ones and the trusted 
party, still have to be worked out. Very worthwhile 
comments were received from the participants. 
Keep it simple, stupid and be pragmatic are 
considered the key to success.
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Final debate

The final debate, organised by both NICC, WIB and FHI, brought together the PCS users, manufacturers, vendors, 
system integrators, and government. A main part of the debate circled around the responsibility for security. Users 
require more secure systems, manufacturers and vendors have security knowledge, manufacturers point to system 
integrators as they do the configuration and integration of parts of multiple manufacturers, system integrators point 
to both the end users and the manufacturers. “Security is dropped first when it comes to price while forgetting that 
cost reduction by using COTS software and hardware already has been cashed in”. “Investments in security reduce 
downtime and increases production time.” “Do not overlook the insider threat!” “Risk assessment shall be the driver, 
not regulations or laws. An independent regulator, however, may set the boundaries of a proper security posture for 
a critical sector.” “Learn from the safety and security checklist for constructors (VCA) approach. Security can make 
organisations more efficient and effective!”

Obviously, this was not the last debate on this challenge, although some progress was made in understanding the 
background of the different positions. For that reason, the responsibility issue was selected as the main 
topic for the next NICC Process Control Security Event on April 23, 2009.

The networked computer has become the workhorse of the economy, 
essential for national security and ubiquitous for social interaction. 
Cybersecurity is key to maintaining and advancing these economic, national 
security and social benefits. Yet what cybersecurity is, what levels of security 
are required and how to achieve such security often seem as distant now as 
when the first cyber attacks threatened to crash the Internet for bragging 
rights.

Along the way we have identified 
those responsible for cybersecurity: 
“Government, business, other 
organizations, and individual users 
who develop, own, provide, 
manage, service and use 
information systems and networks.” 
(“UNGA Resolution 57/239 Creation 
of a global culture of cybersecurity” 
and OECD “Guidelines for the 
security of information systems and 
networks: towards a culture of 
Cybersecurity.”) But even with the 
caveat that each of these actors is 
responsible “according to their role” 
there is little clarity on even where 
to begin a process for achieving 
cybersecurity.

Cybersecurity requires action in the 
real world, action that would include 
the protection of the critical 
information infrastructure (CII) of 
wires and waves, computers and 
equipment that transmit, retain, 
process and deliver cyber products 
and actions. But it is difficult to 

distinguish this CII from the more 
traditional critical infrastructures 
such as those of communication 
(which may encompass the CII), 
transportation, finance and others 
that use the communication 
infrastructure. Cybersecurity also 
requires more than protecting the 
infrastructure; it also involves the 
software, product and uses which 
support and flow over the CII.

The real world tradition of security 
through guns, guards and gates 
has provided a prism through which 
cybersecurity is often viewed. 
Through this prism cybersecurity is 
a technical issue and a law 
enforcement issue. As a technical 
issue, cybersecurity requires the 
development of a computer security 
incident response team (CSIRT) 
that can provide watch, warning 
and incident response capability 
and provide coordination that 
extends throughout related efforts 
such as improving the security built 

into products and services 
and improving education 
and awareness raising 
about cybersecurity for 
users. As a law 
enforcement issue cybersecurity 
requires adapting national laws to 
the new cyber environment, the 
development of technical expertise 
related to enforcement and 
prosecution of bad actors.

George Mason University
International Cyber Center

http://cs.gmu.edu/~lics/

http://cs.gmu.edu/~lics/
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However, the growing sophistication of the technology, the attackers and their objectives has meant that virtual 
attacks constantly become more esoteric and more difficult to defend against. Rather than bring down the global 
Internet, the new attackers use the networks and chose their targets with economic gain in mind. The inability to 
quantify the economic loss and a desire to maintain confidence in the system keep virtual attacks out of public view. 
Attacks for political objectives, e.g., Estonia 2008, appear to be one of a kind. Malware, which permeates the 
system and is the source of much of the cyber-insecurity, is addresses as a cost of doing business.

The nature of the cybersecurity 
challenge, the breadth of actors 
with responsibility for cybersecurity, 
the complexity of the technology 
and the myriad of associated 
issues, not the least of which is that 
of democracy, call out for some 
organizing principles. Propounding 
a national strategy for cybersecurity 
has been the vehicle through which 
many nations have sought to 
highlight the need, divide 
responsibility and institute the 
necessary coordination efforts.

While details of these strategies 
vary, four components are 
consistently identified as key 
elements for addressing 
cybersecurity. These are the 
establishment of a technical 
response effort through a CSIRT, a 
review and update of national law 
and law enforcement capacities, the 
development of coordination and 
information sharing mechanisms 
among and between government 
and private non-government 
sectors, and calls for cross-border 
cooperation. These strategies are 
often rounded out by the inclusion 
of various other measures related 
to the situation and directions of the 
country in what is sometimes 
referred to as the development of a 
culture of cybersecurity. The work in 
each of these areas is important. 
Progress in each area is necessary 
but not sufficient to achieve 
cybersecurity. Rather, each of the 
areas is linked and progress in 
each is mutually supportive of 
progress in all others.

The international community has 
also been active in highlighting the 
issues of cybersecurity and the 
need for international cooperation. 
The OECD, the G8, NATO, the UN, 
the World Summit on the 
Information Society (WSIS), ITU, 
the OAS, APEC, the COE, the 
World Bank, the Forum on Incident 
Response and Security Teams 
(FIRST), - not to mention Meridian, 
the Editor - among others have 
been active in raising awareness 
and in seeking to further progress in 
areas specific to their mandates. 
Bilateral donors have also been 
active in providing assistance to 
developing countries to address 
specific problems of mutual interest.

From this work within the 
international community, it is clear 
that the awareness raising effort 
has succeeded. There is a broad, 
widely expressed need for and 
desire to proceed with efforts on 
cybersecurity. Significant progress 
has been made on the technical 
and law enforcement fronts. 
Training for CSIRTs and “CSIRTs in 
a box” for those just getting started 
are available, but CSIRTs are an 
expensive proposition and less 
progress has been made in regard 
to what is a minimum, effective and 
affordable requirement for watch 
and warning for developing 
countries - e.g. WARPs, the Editor. 
The Council of Europe (COE) 
Convention on Cybercrime has 
provided an effective baseline for 
the review of national law and there 
has been extensive training and 
support efforts for the review and 
update of national law, as well as 
on issues of computer forensics 
and other enforcement issues. The 
24/7 points of contact network by 
the G8 and others also addresses 
law enforcement requirements. 
Less progress has been made in 
regard to cross border cooperation, 

especially in the area of watch and 
warning.

A precondition for effective 
international cross border 
information sharing and cooperation 
is the availability of counterpart 
organizations and capabilities. 
While no comprehensive review is 
available, FIRST list 195 member 
teams from 43 countries, there are 
far more countries without CSIRT 
capabilities than with. A similar 
situation appears to prevail in the 
legal/law enforcement area. Thus, 
until considerable progress is made 
at the national level, there is little 
opportunity for a global solution.

From those nations with the 
requisite capabilities there come 
antidotal stories of successful cross 
border cooperation in both CSIRTs 
and law enforcement. But most 
observers appear to agree that we 
are a long way from a generally 
applicable international cooperation 
mechanism. Even at 43 nations, it 
is not feasible for every CSIRT to 
have bilateral cooperation with 
every other CSIRT. Mechanisms for 
effective information sharing are 
needed now and must be scalable 
to accommodate the hoped for 
growth in national capacities.

As we seek to make progress on 
cybersecurity, perhaps some 
reflections based on the idea of 
who is responsible for security are 
pertinent. Each of the actors with a 
responsible role in cybersecurity 
operates within a stovepipe. To 
ensure coordination there must be 
interaction and information sharing 
between and among these pipes. 
The national strategy is one 
mechanism that can develop the 
goals and cooperation mechanisms 
at the national level to turn 
stovepipes into a chimney.
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International efforts to assist developing countries often operate through counterpart agencies in donor-recipient 
countries and the mandates of international organizations. These support activities are funded for specific activities 
around the relevant areas of expertise. This is an effective way to assist counterpart elements of a developing 
country. However, this stove piped approach does not provide the developing country with a coordinated national 
effort nor a national context for its efforts in cybersecurity. If developing countries are to progress in their efforts 
to improve cybersecurity they too will likely need to benefit from the development of their own national 
strategy on cybersecurity. International support for such national efforts would require donors to think 
outside their current narrow, stove piped support efforts.

Organized by the Hungarian Theodore Puskas Foundation and the Dutch 
Financial ISAC, a workshop on structured cyber crime-related information 
exchange in the financial sector was held in Budapest Hungary on 26-27 
November, 2008. The event was supported by ENISA, The Dutch and the 
Hungarian banking associations.

Banks, as part of a nation's critical 
infrastructure play a vital role in 
providing services to their clients – 
be it the citizens, businesses, or 
the government. In the ever 
growing world of online services, 
banks have to keep up-to-date with 
not only what they provide, but how 
they ensure security behind their 
services. Convenience and user 
friendliness are just as important as 
reliable operation. As large banks 
work in global services, exchange 
of information on threats is vital. 
The aims of the 2-day workshop 
according to the organizers was to 
identify existing European 
exchange models, share best 
practices, promote national 
cooperations and possibly raise the 
topic to EU level. Participants came 
from 14 European countries, 
representing the banking industry, 
national incident handling 
capacities, law enforcement and 
the financial regulators. The EC 
and ENISA also represented 
themselves.

A chain of presentations covering 
national best practices (Hungary, 
the Netherlands, UK, Switzerland) 
provided an introduction to the 
themes to be discussed during the 
course of the two days. The 
themes touched upon current 
threats, national ways to tackle 
them, and how international 
cooperation could enhance 
protection against online scams – 
such as phishing, money mules, 
etc.

The participants discussed the 
possible framework of information 
exchange from the perspectives of 
1) banks, 2) CERTs, 3) law 
enforcement, and 4) financial 
regulators. Under general 
agreement, there is a need of 
sharing information among the 
different stakeholders, but as each 
national structure is different, the 
next steps have to work out a 

common platform on what 
and how to share, what 
roles and benefits the 
participating stakeholders 
can have from the 
cooperation.

The workshop brought the following achievements:
- a distribution list for the participants
- determining the eligibility criteria for the next meeting:

- closed seminar with TLP in use
- appropriate representation from missing Member States,
- build contact with European/international organizations: Europol, European Payments Council/ISSG

International liaison
Theodore Puskás Foundation
bence.birkas@cert-hungary.hu

Budapest, Hungary, 26-27 November, 2008.

mailto: bence.birkas@cert-hungary.hu
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The following tasks have been defined for the next term:
- stock taking of the workshop >> ad hoc working groups with result orientation needed,

- thematic programme for next workshop:
- money laundering strategies: how value extraction methods work, how to cooperate in case of 

cross-border cases,
- the nature of malware attacks: what are existing capabilities for analysis,
- website vulnerabilities
- profile of criminal groups: possible help from Europol

- involve ENISA as a facilitator in the process >> the working group should be enlarged to involve all/most 
Member States,

- involvement of EC >> a list of related activities will be shared with the participants.

The next workshop will be organized by the NICC in the Netherlands, scheduled for late April, 2009. 
Switzerland also showed interest in hosting a subsequent meeting for the group. Updates on the achievements 
of the working group will be summarized in reports (TLP White), and forwarded to the CIIP communities.

New funding opportunities in the 
Justice, Freedom and Security policy 
areas in the European Union

The framework programmes have been established to provide coherent support to an area of 
freedom, security and justice under the financial perspectives 2007 – 2013. The three key 
objectives of freedom, security and justice are to be developed in parallel and to the same 
degree of intensity, thus allowing for a balanced approach, based on the principles of 
democracy, respect for fundamental rights and freedoms and the rule of law. Each of the three 
key objectives is supported by a Framework programme underpinning and linking each policy 
area. This structure represents a major simplification and rationalisation of existing financial 
support.

The three framework programmes are:
- Security and safeguarding Liberties (amount for the period 2007-2013: 745 M€);
- Fundamental rights and Justice (amount for the period 2007-2013: 542.90 M€)
- Solidarity and Management of Migration Flows (amount for the period 2007-2013: 4020.37 

M€)

The objectives of the three framework programmes are in line with the political priorities 
identified in the respective policy areas in The Hague Programme.

Expected outcome of the program related to the Specific Programme "Prevention, Preparedness 
and Consequence Management of Terrorism and other Security related Risks:

The projects and other actions are expected to contribute to the achievement of the general as 
well of the specific objectives of the programme. The projects are intended to contribute:

- To the development of instruments (at EU level), strategies and activities/measures in the 
field of the effective protection of critical infrastructure (at both EU and MS levels) and/or;

- To the development of a common framework for the effective protection of critical 
infrastructure at EU level.

Source:
European Comission DG Justice, Freedom and Security

More information on the calls:
Annual Work Programme 2009

http://ec.europa.eu/justice_home/funding/intro/funding_intro_en.htm
http://ec.europa.eu/justice_home/funding/cips/doc/awp_cips_2009_en.pdf
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CIIP Matters is the quarterly newsletter 
compiled by the Theodore Puskas Foundation 
of Hungary, supervised by an editorial 
committee on behalf of the Meridian presidency.

The editors wish to thank all contributions, and would like 
to provide the opportunity for submitting materials of CIIP 
interest to be published in future editions.

Contact information:
Editor-in-Chief: Ferenc Suba

To subscribe please send an e-mail to:
newsletter@meridianconference.org

TF-CSIRT/FIRST Seminar
TF-CSIRT provides a forum where members 
of the CSIRT community can exchange 
experiences and knowledge in a trusted environment. 
Participants in TF-CSIRT are actively involved in 
establishing and operating CSIRT services in Europe and 
neighbouring countries.

19-21 January 2009
Riga, Latvia
http://www.terena.org/activities/tf-csirt/

ISS World Dubai
ISS World MEA is the world's largest gathering of 
Middle East and African Telecom Operators, Law 
Enforcement, Intelligence and Defense Analysts 
responsible for lawful interception, electronic 
investigations and network intelligence gathering.

24-26 February 2009
Dubai, UAE
http://www.issworldtraining.com/ISS%5FMEA/

ICT 
Proposers' Day
Visit ICT Proposers' Day Budapest on the 22nd 
of January 2009 and build quality partnerships for 
participating in the new Information and 
Communication Technologies Work Programme 
for 2009-2010.

22 January 2009
Budapest, Hungary
http://ec.europa.eu/information_society/
events/budapest_2009/index_en.htm

mailto: newsletter@meridianconference.org
http://www.terena.org/activities/tf-csirt/
http://ec.europa.eu/information_society/events/budapest_2009/index_en.htm
http://www.issworldtraining.com/ISS%5FMEA/



