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ABSTRACT

Scalablegrouprekeying is oneof theimportantproblemsthat
needgo be addresseth orderto supportsecurecommunica-
tions for large and dynamicgroups. One of the challenging
issuesthat arisesin scalablegroup rekeying is the problem
of delivering the updatedkeys to the membersof the group
in a reliableandtimely manner In this paper we presenta
new scalableandreliablekey distribution protocolfor group
key managemerschemeshatuselogical key hierarchiedor
scalablegroup rekeying. Our protocol, called WKA-BKR,
is basedupontwo key ideas,weightedkey assignmenaind
batchedkey retransmissionhoth of which exploit the special
propertiesof logical key hierarchiesto reducethe overhead
andincreasehe reliability of the key delivery protocol. We
have evaluatedheperformancef ourapproachusingdetailed
simulations.Our resultsshav thatfor mostnetwork losssce-
narios,the bandwidthusedby our protocolis lower thanthat
of previously proposedkey delivery protocols.

1. INTRODUCTION

Marny emenging Internetapplicationge.g.,real-timeinfor-
mationservices pay per view, distributedinteractive simula-
tions, multi-partygamesprebasedn a securggroupcommu-
nicationsmodel.In thismodel,authorizednember®f agroup
sharea symmetricgroup key that is usedto encryptgroup
communicationsTo provide forward andbackward confiden-
tiality [33], thesharedyroupkey is changedn eachmember
shipchangeandsecurelyredistritutedto theexistingmembers
of thegroup.This s referredto asgrouprekeying.

For large groupswith frequentmembershipchangesthe
costsof rekeying the groupcanbe quite substantial The stra-
ightforward approachunderwhich a nev groupkey is genef
atedon eachmembershighange gncryptedndividually and
transmittedo eachexistinggroupmembeiis notscalablesince
the costsof this approactincreasdinearly with thesizeof the
group. Scalablerekeying is thereforean importantandchal-
lengingproblemthatneedso beaddresseth orderto support
securecommunicationsor largeanddynamicgroups.

In recentyears severalapproachefor scalablegrouprekey-
ing have beenproposed22, 33,34,32,12,1, 25]. Onepromi-
nentapproacti34, 33, 15] usedogical key hierarchiesor key
treesto reducethe compleity of thegrouprekeying operation
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to O(logN), whereN is thesizeof thegroup. Further it has
beenproposedhat groupsbe rekeyed periodicallyinsteadof
on every membershighangg6, 27, 37]. Periodicor batched
grouprekeying hasbeenshavn [37] to reduceboth the pro-
cessingandcommunicatioroverheacdat the key sener, andto
improve the scalabilityand performanceof key management
protocolsbasedn logical key trees.

In groupkey managemergcheme$asednlogicalkey hi-
erarchieor key trees(henceforttreferredto asLKH), group
re-keying involvestwo operations key encodingandkey dis-
tribution. Key encodinginvolves determiningwhich keys in
the logical key tree needto be changedand encryptingthe
changedkeys usingthe LKH algorithm. Key distribution in-
volvespackingthe encryptedkeys into pacletsandexecuting
aprotocolthatensureshatall the pacletsaredeliveredto the
membersf thegroupin atimely fashion.

For scalablegrouprekeying, clearly boththe key encoding
andkey distribution operationsieedto be scalable Most pre-
viousworksonscalablegroupre-keying have focussedn im-
proving the efficiengy andreducingthe compleity of the key
encodingoperation;reliablekey distribution hasnot receved
the samedegreeof attention. Most group rekeying schemes
malke oneof thefollowing two assumptionsegardingreliable
key distribution:

e Scalabilityis not a concernbecausevery few paclets
will needto be sentwhenthe groupis rekeyed. Key
updatepacletsthataremulticastto thegroupcansimply
bereplicatedo provide additionalreliability.

e Oneof thescalableeliablemulticastprotocolshathave
beenproposede.g. SRM[9], RMTP [20] canbe used
for key delivery.

Thefirst assumptiordoesnot hold whenthe groupis very
largeor if grouprekeying is doneperiodicallyresultingin sev-
eralgroupjoins andleavesbeingprocessedh a singlebatch.
In thesecasesthenumberof keysthatneeddo bechangedan
belarge enoughthatseveral pacletsneedto be multicastreli-
ably to the whole group,makingit a challengingproposition.
Althoughreliable multicastschemesuchas SRM or RMTP
canbe usedfor reliable delivery of keys, theseschemesare
complex and(in somecasesyequireadditionalsupportfrom
thenetwork infrastructure Further at presenttheseprotocols
do not incorporateary securitymechanismsand opportuni-
tiesexist for denial-of-serviceindothersecurityattackg13].



Consequentlywe believe thatreliablekey delivery is anim-
portantproblemin its own right thatneedgo be addresseth
groupkey managemergchemes.

In arecentstudy Yangetal [37, 38] investigatedhereliable
key delivery problem,andproposeda protocolfor key deliv-
ery. They obsenre thatthe reliablekey delivery problemhas
two featureghatdistinguishit from the corventionalreliable
multicastproblem. First, thereis a soft real-timerequirement
for key delivery; groupmemberdave to buffer ary encrypted
dataor keys they receve until the encryptingkeys have ar-
rived. To limit the size of thesebuffers, it is necessaryo de-
liver the keys eachmemberneedsas soonaspossible. Sec-
ondly, therekey payloadhasa sparsenessroperty i.e., while
the paclets containingthe nev keys are multicastto the en-
tire group,eachrecever only needshe subsebf pacletsthat
containthekeys of interestto it. Basedontheseobserations,
they proposeareliablekey delivery protocolbasedntheuse
of proactve FEC[26]. This protocolis incorporatednto their
groupkey managemergystemKeystone[35].

In this paper we presenta nenv scalableandreliable key
distribution protocolfor groupkey managemerntchemeshat
are basedon hierarchicalkey trees. Our approachs based
upontwo key ideas: proactive redundancyand batched key
retransmission Lik e the Keystonekey delivery protocol,our
approachusesproactve redundang for achieing reliability
and ensuringtimely delivery of keys. Unlike the Keystone
protocol,we do notuseFEC for redundang; insteadour pro-
tocolusesa WeightedKey Assignmen{WKA) algorithmthat
exploits thespecialpropertieof alogical key hierarchywhile
assigningkeys to pacletsthataremulticastto the group. Our
algorithmis basedon the obseration thatduringa rekey op-
eration,certainkeys (typically the keys at higherlevels of the
logical key tree)aremorevaluablethanotherkeys sincethey
areneededy a larger fraction of the groups members.Our
protocol exploits this propertyby segregatingkeys into mul-
tiple setsdependinguponthe numberof membersvho need
the keys. Paclkets containingmore valuablekeys are proac-
tively replicatedto increasethe probability that they will be
deliveredto membersn thefirst roundof the protocol.

Theideaof batchedkey retransmissiofBKR) is alsobased
on the specialpropertief alogical key hierarchy In a con-
ventionalrecever-initiated reliable multicastprotocol, when
a senderecevesNACKSs for pacletsfrom specificrecevers,
it responddy retransmittinghe correspondingacletsto the
group.In thecaseof areliablekey delivery protocol,a paclet
will typically containseveralkeysmostof whicharenotneeded
by a specificrecever. Insteadof re-sendinghe whole paclet
to thegroup,our protocoldetermineshekeys thatareneeded
by the recevers who respondedvith NACKs to the initial
multicast,packsthesekeys into new paclets(againusingthe
WKA algorithm)andmulticastshemto thegroup.

We have evaluatedthe performancef our approachwhich
we referto asWKA-BKR, using extensive simulations. We
find thatfor mostnetwork lossscenariosWKA-BKR reduces
the bandwidthrequiredat the key manageiin comparisorto
previously proposedrotocols.Thebandwidthreductionsach-
ieved are significant— up to 22% improvementover FEC-
basedprotocolsandup to 45% over simplerreplicationbased
protocols.WKA-BKR is alsolesssensitve to changesn net-
work lossconditionsthanproactive FEC-basegrotocols,and
outperformgheseprotocolsover a wide rangeof groupsizes

andmembershiglynamics. Finally, WKA-BKR is computa-
tionally inexpensie for boththekey manageandgroupmem-
bers.

The organizationof the restof the paperis asfollows. In
Section2, we describeour approachin moredetail. Next, in
Section3, we evaluatethe performanceof our approachand
comparet to thatof key delivery protocolsbasedn proactie
FEC.In Sectiond, we discusgelatedwork onkey distribution
protocolsfor securemulticast.Finally, Section5 containsour
conclusions.

2. THE WKA-BKR KEY DELIVER'Y PRO-
TOCOL

In thissectionwe first presenanoverview of ourapproach.
We thendiscusgshe WKA andBKR algorithmswith the help
of anexample.

2.1 Protocol Overview

As discussedn the introduction,group rekeying involves
two operations- key encodingandkey distribution. Key dis-
tribution is concernedwith packingthe encryptedkeys into
pacletsanddeliveringthepacletsto thememberof thegroup
in ascalablereliable,andtimely manner

Our key delivery protocolis basedon multicastand uses
an application-leel receverinitiated, i.e., NACK-based ap-
proach[30] for reliability. The operationof the protocolcan
bedividedinto two phases:

1. Thekey transmissiophasén which pacletscontaining
encrypteckeys aregeneratedisingthe WKA algorithm
andmulticastto the group. This phaseancludesthefirst
roundof the multicast.

2. Theretransmissiophasein which the key sener gen-
eratesnen pacletsusingbatchedkey retransmissiotin
responseo NACKSs receized from usersandmulticasts
themto the group. This phasecontinuesuntil all group
membershave receved their keys. Notethattheremay
be multiple roundsof multicastin this phase.

Oneof thefeatureof thereliablekey delivery problemthat
distinguishest from a corventionalreliable multicastis that
amembemwill typically needonly a smallsubsef the keys
thataremulticastto the group. Thus,in eachmulticastround,
areceversendsaNACK to thekey manageonly if it hasnot
recevedthespecificpacletscontaininghekeysit needsThis
“sparsity” propertyis alsoexploited by the Keystonereliable
key delivery protocol[37]. We notethatareceverwill detect
thefactthatit is missingkey updatepacletsif it recevesdata
or key pacletsthatit cannotdecrypt. If a periodicbatchre-
keying policy [37, 27] is in use,thenreceverscanalsodetect
lost key pacletsif thetime that haselapsedsincethe receipt
of akey updatepacletis greatetthantherekey period.

2.2 WeightedKey Assignment

To understandhe motivation behindweightedkey assign-
ment,we needto considerthe propertiesof alogical key tree.
Thediscussiorbelonv assumes familiarity with the LKH ap-
proach[33, 34].

Consideragroupwith N = 1024membersAssumethatthe
logical key treefor this groupis balancedand hasdegree4.



As shavn in Figurel, thereare 1024 u-nodesin the keytree
correspondingo the individual keys of the membersof the
group and 341 k-nodescorrespondingo the groupkey and
auxiliary keys.

Assumethatthe groupis rekeyed periodically andthatin
the last period, therewere 64 leaves and 64 joins that have
to be processedsa batch. In this scenariothe 64 departed
memberswill bereplacedby the 64 new membersn the key
tree.All thekeys correspondingo k-nodesonthepathfrom a
changedu-nodeto the root of tree have to be changeddur
ing the rekey operation. During the encodingphaseof the
grouprekeying, the keys in the logical key treethat needto
be changedareidentifiedandupdatedandthe key sener en-
cryptsthesekeys usingLKH. Theseencryptedkeysthenhave
to be deliveredto the memberof thegroupusingakey deliv-
ery protocol.
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Figurel: The Best-caseScenariofor Group Rekeyingfor a
Logical Key Treewith degree4, Group Size= 1024,Num-
ber of Leaves= 64. Note that the new u-nodesare under-
lined and the updatedk-nodesare denotedby black circles.

Thebandwidthrequirementsf grouprekeying dependipon
thenumberof encryptedkeysthathave to betransmittedo the
membersf thegroup. This numberin turn dependsiponthe
locationof thedepartecandnewly joinedmemberslf thede-
partedmembersare clusteredtogetheras shavn in Figure 1
the numberof changedkeys is minimized,whereaghe worst
casescenariooccurswhenthe departedmembersare evenly
distributed amongthe leaf nodesof the key tree. We now
describeour approachusingthe bestcasescenarioshovn in
Figurel asanexample.

Considerthe logical key treein Figurel. We obsenre that
thehigherakey in thekey tree,the morethe numberof mem-
berswho needthe key. Ky (the groupkey) is neededy all
1024 members,K; is neededby the 256 memberswho are
its descendanti® the key tree, K5 is neededy 64 members,
andsoon. Notethatanupdatedkey hasto beencryptedising
eachof the keys correspondingo its child nodesin the key
tree. Thus,to be moreaccurate gachencryptionof the root
key usingoneof its children,e.g.,{ Ko } k, , is neededy 256
memberseachencryptionof K1, e.9.,{ K1} x5, is neededy
64 membersandsoon. Notethatall the keys in the subtree
with K5 asits rootareneedednly by the 64 membersorre-
spondingto u-nodesn thatsubtree.

Fromtheseobsenrations,it follows thatthe level at which
akey residedn the key treeis anindicationof its importance
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from the viewpoint of reliabledelivery (Perrigetal [25] have
previously madethe sameobseration while motivating the
designof ELK, their multicastkey distribution protocol.) The
basicideabehindWeightedKey Assignment(WKA) is that
the paclets that contain more valuable keys are proactiely
replicatedduring the multicastphase. Thus paclets contain-
ing keys residingat higherlevels of the keytreeare multicast
severaltimes,while pacletscontainingkeys atlowerlevelsare
multicastjustonce.
Thekey transmissiomphasanvolvesthreesteps:

1. In thefirst step,the encrypteckeys aredividedinto two
setsbasedon the level of the key in the key tree. All
keys thatresideat or above a certainlevel (say k) are
placedin the first set,S1. All keys belav level k are
placedin the secondset, S2. Finally, someof the keys
in S2thatareat higherlevels of the key treerelative to
theotherkeysin S2(e.g.,keysatlevelsk +1 andk +2)
may be placedin athird set,S3. Eachsetis associated
with adifferentweightthatdeterminefiow mary times
pacletsthatcontainthekeysin thatsetwill betransmit-
tedduringthe multicast;hencethenameWeightedKey
Assignmen{WKA).

2. Inthesecondstep thekeysin thesetsS1,S2,andS3are
separatelyassignedo paclets. The algorithmusedfor
packinga setof keys into pacletscanhave a significant
impacton the performancef the protocol[37]. For ex-
ample,if the keys areassignedo pacletsin a breadth
first fashionthekeys neededy a specificrecever may
bedistributedamongsereral paclets,implying thatthat
receverwill needto receve all thosepacletsin orderto
obtainits keys. Our key assignmenalgorithm (which
is discussedn moredetailin Section2.2.1)assignghe
keys to pacletsin sucha way thateachuserwill need
to receve atmosttwo paclets— onepacletfrom Sland
onepaclet from S2or S3—to obtainall its keys.

3. In thethird step,the pacletsaremulticastto the group.
Pacletscontaininghekeysin S1andS3(if ary) aretyp-
ically multicastseveraltimes,while pacletscontaining
the keys in S2 are multicastjust once. Note that dur-
ing this phasethereplicatecpacletscanbetransmitted
in aninterleared mannerin orderto increasethe prob-
ability thatthey will bereceved evenif the network is
experiencingcorrelatecpaclet losses.

Therearethreedecisionghathave to bemadewhile execut-
ing the stepdlisted above: (i) At whatlevel, k, of thekeytree,
shouldthekeys besplitinto S1andS2?(ii)What keys (if ary)
from S2 shouldbe includedin S3? (iii) What shouldbe the
proactie replicationfactorfor pacletsin S1andS3? These
decisionsaremadebasedn a cost-benefianalysighatis out-
linedin Section2.2.2below.

In our example,in the first stepof the algorithm, the en-
cryptedkeys correspondingo K, andK; (which areatlevel
0 and1 of the keytree) areplacedin setS1, whereaghere-
mainingkeys areplacedin setS2. In this example thereis no
needfor placingary keysin S3. In the secondstep,keysin
eachsetareseparatelyassignedo paclets. Assumingthatup

!SeeAppendixA for an examplein which somekeys in S2
arealsoincludedin S3.



to 40 keys canfit into onepaclet, the 8 encrypteckeys corre-
spondingto Ky and K fit into onepaclet (sayPO0), whereas
threepaclets (sayP1,P2,andP3) will be neededor the 84
encryptedkeys correspondingo theremaining21 keys. In the
next step,thesepaclets are multicastto the group using dif-
ferentlevels of redundang Packet PO is multicastmultiple
times,whereas?1,P2,andP3aremulticastjustonce.

2.2.1 Key Assignmenflgorithm

Thekeysin setsS1,S2,andS3areassignedo pacletsin the
secondstepof the transmissiorphaseof our protocol. There
are several possiblealgorithmsthat can be usedfor assign-
ing keys to paclets, e.g.,breadthfirst assignmentdepthfirst
assignmentetc. As mentionedearlier thesealgorithmscan
have a significantimpacton the performancef thekey deliv-
ery protocolsincethey determineghe numberof pacletseach
recever needsduringtherekey operation.

Previously, Yangetal [37] have comparedhe performance
impactof variouskey assignmenalgorithmsfor their key de-
livery protocol. Oneof thealgorithmsthey have proposedand
investigateds UserorientedKey Assignmen{UKA). Thisal-
gorithm assignsall the keys neededby a user (i.e., all the
keys on the pathfrom the u-nodecorrespondingdo that user
to theroot of the key tree)into a single paclet; thus, this al-
gorithmensureghatary groupmembemeedgo receve only
one paclet during the rekeying operation. The disadwantage
of this method,however, is that someencryptedkeys (corre-
spondingo thekeys atthehigherlevelsof thekeytree)tendto
be duplicatedinto several paclets,andtheseduplicationscan
dominatebandwidthoverheadn somesituations.

In our approachwe usea variantof UKA to assignkeys
to paclets. The goal of our key assignmenschemes to en-
surethatauserwill needto receve at mosttwo paclets— one
containingthekeys it needsrom the upperpartof thekeytree
(i.e., from S1) and, if necessaryone containingthe keys it
needsrom thelower partof the keytree(i.e., from S2or S3).
Thus, our key assignmenschemefirst dividesthe keys into
setsS1, S2, and S3 andthenappliesUKA separatelyto the
keysin S1,S2,andS3.

Applying UKA to a setof keys is straightforvard. It in-
volvestraversinga rekey subtree(producedby the LKH al-
gorithm)in a depthfirst order andsequentiallyassigninghe
encryptedkeysto paclets.Whenanew pacletis started how-
ever, this new paclet will first includeall the keys alongthe
pathfrom the root nodeto the next key nodeto be visited in
the depthfirst traversal. Hence,the duplicationoverheadof
this schemencreasesvith the heightof thekeytree. Sinceour
approachappliesUKA separatelyto setsS1,S2,andS3,the
duplicationoverheads nagligible.

For example,considerthe subtreerootedat K5 in Figurel.
As discussedibove, the keys in this subtreeare includedin
thesetS2. Thereare84 encryptedkeys (correspondingo the
21 updatedk-nodes)that have to be assignedo paclets. As
discussea@bore, wewill needthreepacletsP1,P2,andP3for
thesekeys. Giventhatthereare64 u-nodesn the subtreewe
canapply UKA suchthatthe keys neededoy member9-20,
21-42,and43-63arein pacletsP1,P2,andP3respectiely. In
this example,{ K’ } ., will beduplicatedin P1andP2,and
{K5} i, Will beduplicatedn P2andP3.

2.2.2 \WeightAssignment

The weight (i.e., the degreeof replication)for eachgroup
of paclets hasto be selectedbasedon the keys it contains
aswell asthe obsered paclet losspropertiesof the network.
Replicatinga paclet severaltimesin thefirst roundof thepro-
tocol hasthe following effects:(i)it increasesthe bandwidth
consumedn the first round of the protocol, (ii)it increases
the probability that that every memberwill receve the keys
it needsin the first round of the protocol, andthereforede-
creasesthe bandwidthconsumeddue to NACKSs in the first
round,anddueto retransmissioof keysin subsequerbunds.
Thusthereis atradeof betweerthebenefitsaandcostsof repli-
catinga paclet, andit is crucial that the weightsassignedo
eachgroupof pacletsbeselectedudiciously

To illustrate this point, let us continueour examplecorre-
spondingto Figure1. Considera network in which eachre-
ceiver experiencesndependenpaclet losseswith probability
p, andthatthelosseof differentpacletsareindependent,e.,
a homogeneoupaclet lossscenariousedin analysef reli-
ablemulticastprotocols[30, 23]. Let usassumehatp = 0.1.
To determinehow mary times a paclet PO shouldbe repli-
catedwe needto take into consideratiorbothp andthe num-
berof memberavhoneedPO0. SincePOcontaingheencrypted
groupkey it isneededy all 1024memberslIf POis notproac-
tively replicated,the expectednumberof membersvho will
not receve POin thefirst roundis 1024 x 0.1 = 102. In a
corventionalreceverinitiatedreliablemulticastprotocol,this
will leadto 102NACKSs, followedby a secondoundof trans-
missionof PO, followedby NACKs,andsoonuntil eachmem-
berhasreceved the paclet. On the otherhand,if in the first
round, we multicastPO0 threetimes, the expectednumberof
membersvho will notreceve P0Oin thefirst roundgoesdown
t01024 x 0.1% = 1. Thetotal bandwidthused(whichis equal
to the sumof the bandwidthusedin eachround of the mul-
ticastaswell asthe bandwidthconsumedy NACKSs) if PO
is replicatedthreetimesin the first roundis clearly lessthan
the bandwidthusedif it is not replicated;thus,in this case a
degreeof replicationof 3 is appropriatdor PO.

Letusnow considetheremainingpaclets—P1,P2,andP3.
Thesepaclets are neededby the 64 membersn the subtree
rootedat K. More specifically eachmemberneedsone of
thesethreepaclets sinceour algorithmfor packingkeys into
pacletsensureshatall thekeysthataparticulaimmembemneeds
from the setS2 will bein onepaclet. If the keys for the 64
receversaredivided evenly amongthe threepaclets, eachof
P1,P2,andP3will be neededdy approximately64/3 = 21
recevers.

As pointedout earlier our reliable key transportprotocol
differsfrom a conventionalreliablemulticastprotocolin that
areceverrespond$o a multicastwith a NACK only if it does
not receve the pacletsthat containkeys thatit needs.A re-
ceiver whosekeys arein paclet P1doesnot careif it doesnot
receve P2 andP3. Thusit will respondwith a NACK after
thefirst round of transmissioronly if it hasnot receved P1.
If the pacletsP1,P2,andP3aresentwithout replication,the
expectednumberof receverswho will respondwvith NACKs
is64 x 0.1 ~ 6, whichis asmallfractionof the1024members
of the group. Thusthereis no dangerof NACK implosionat
thekey senerif thesepacletsarenotreplicatedjustifying the
decisionto sendthemjustonce.

In AppendixB, we presenainapproximatenalyticaimodel
that computesthe expectedbandwidthrequirementsof our



protocol,given a setof keys thatareto be updated.Notethat
the keys that needto be updatedareknown at the endof the
key encodingphaseof the LKH algorithm. Usingthis analyt-
ical model,we canselectthe level k£ at which the keytreeis
splitinto S1andS2,andthe duplicationfactorsfor the setsS1
andS3,suchthatthebandwidthconsumedtthekey seneris
minimized.

2.3 BatchedKeyRetransmission

Theideaof batchedkey retransmissiois importantfor re-
ducingthe bandwidthconsumptiorduring the retransmission
phase®f our protocol.In a conventionalrecever-initiatedre-
liable multicastprotocol,a senderetransmitsa paclet to the
groupif it recevesa NACK from ary recever for theinitial
transmission.In our example,if the sendereceved NACKs
afterhaving sentthe pacletsP1,P2,andP3in thefirst round
of theprotocol,it would multicastthepacletsagainin thesec-
ondround. Our protocolavoids the overheadof multicasting
all the pacletsagainby usingbatchedkey retransmission.

BKR is basedon the obsenationthateachpaclet contains
several keys, mostof which arenot neededby a specificre-
ceiver. Onreceving a NACK from a recever, it is not nec-
essanyto retransmitthe correspondingpadket to the recever;
instead,we only needto re-sendthe keys that that particular
recever needs. Further in orderto minimize the bandwidth
used,the keys neededby all the recevers who have missed
a pacletin the first round canbe pacled togetherand multi-
castto them. Note that therewill typically be someoverlap
betweenthe setsof keys neededby differentrecevers; thus
processinghe NACKs sentby thereceversasabatchis more
efficient than processinghemone by one. Finally, we note
thatthe WKA algorithmis alsoappliedto the retransmission
paclets. However, proactive replicationis typically not neces-
saryat this stagesincethe numberof membersvho arewait-
ing for keys atthisstagds usuallyasmallfractionof thegroup
size.

Continuingour examplefrom Section2.2.2, we expecta
single NACK for POIif it is replicatedthreetimesin thefirst
round,andwe expectaroundsé NACKscollectively for paclets
P1,P2,andP3. We obsenre thatthe membermwho responded
with a NACK for POis only interestedn two encrypteckeys
(correspondingo K, and K; of thekey tree). Secondlythe
six memberavho respondedavith NACKSs for pacletsP1,P2,
and P3, eachneedat mostthreekeys (one eachfrom levels
2, 3, and4 of thekey tree). Thus,in the worstcase the total
numberof encryptedkeys neededy the sesenmembersvho
respondedvith NACKs in thefirst roundis 6 x 3 + 2 = 20.
These20 keys canbe pacled into a single paclet and multi-
castto the groupin the secondround. By usingbatchedkey
retransmissionye areableto reducehenumberof encrypted
keys that needto be retransmittecby more than a factor of
4 (from 92 to 20) In this manney batchedkey retransmission
canbe very effective in reducingthe bandwidthrequirements
of thereliablekey delivery protocol.

2.4 Implementation Issues

Figure 2 summarizeghe basicprotocolsusedby the key
sener and group membersin our approach. Additional de-
tailsof ourprotocolincludingtheformatof thevariouspaclets
usedarespecifiedn AppendixC.

As discussedn Section2.2.2,our protocolusesan analyt-

Protocolfor key sewver:

1. Divide keysinto setsS1,S2,andS3. Assignweightsto each
setasdiscussedh Section2.2.2.

2. Packkeys in setsS1,S2,and S3into paclets usingthe key
assignmenalgorithmdiscussedn Section2.2.1

3. Multicastpacletsusingweightsassignedn stepl to decide
proactve replicationfactor Replicatedpacletsfrom S1are
interleaved with pacletsfrom S2andS3in this step.

4. Repeauntil all membersave recevedtheir paclets

(a) CollectNACKsfromrecevers

(b) Generataetransmissiompaclets using BKR (Section
2.3)

(c) Multicastpaclets

Protocolfor a user:

Repeauntil all desiredpacletsarereceved:
1. Scanpacletsreceved from key sener.

2. If thedesiredpacletsfrom theupperpart(setS1)andlower
part(setsS2or S3) of the keytreearenot receved thensend
aNACK to thesenerindicatingwhich setsof keys (upperor
lower) is needed

Figure 2: The basic protocolsusedby the key sewer and
group membersin the WKA-BKR approach.

ical modelfor selectingthe parametershat minimize the ex-
pectedbandwidthusedduring a rekey operation. The input
parameterfor thisanalyticalmodel(seeAppendixB) include
an estimateof the network paclet lossrate for the members
of thegroup. Clearly obtaininganestimateof the pacletloss
rate for eachmemberof the group posesa scalability prob-
lemfor thekey sener, andary estimateof thenetwork paclet
lossratewill probablynotbevery accurategiventhe dynamic
andfluctuatingnatureof network traffic conditions. We pro-
posea simpleheuristictechniquewherebyeachmembercan
independentlyestimateits rekey paclet lossrate by keeping
track of how mary rekey pacletsit receved in a multicast
roundoutof thetotalnumberof rekey pacletsmulticastby the
key sener. Eachmembercanperiodicallyreportits network
paclet lossrateto the key sener, piggybackingthis informa-
tion on a NACK. The key sener canusethis feedbackto es-
timatethe network lossrateanddivide thereceversinto high
lossandlow losscateyories. The analyticalmodeldescribed
in AppendixB could be thenbe usedfor obtaininga reason-
ableinitial setof parametergor the WKA algorithm. These
proactie replicationfactorscanthenbe dynamicallyadjusted
in eachroundbasedon the numberof NACKSs receved using
additive-increase-multiplicate-decreaser stochasticontrol
with hysteresis.

3. PERFORMANCE EVALUATION

In this section we usea detailedsimulationto comparethe
performanceof the WKA-BKR key delivery protocolto two
otherapproaches.



3.1 KeyDistribution Protocols
Thethreekey distribution protocolsevaluatedare:

Multi-send Approach This is our baselineprotocol. Under
this protocol, key updatepaclets are multicastto the
groupin severalroundsuntil all recevershave obtained
their keys. In the first roundof the multicast,eachkey
updatepacletis replicatecafixednumberof timestoin-
creasehe probabilityof its delivery to eachmemberIn
subsequenbunds,correspondingo retransmissionsf
pacletsin responseo NACKs accumulatedn the pre-
vious round, replicationis not used. We note that the
useof multi-sendprotocolsfor reliablerekey transport
hasbeendiscussedn the IETF Multicast Securityfo-
rum[16] .

Proactive FEC-basedApproach Thisapproactwasproposed
by Yanget al [37, 38] for reliable key delivery. The
protocol evaluatedutilizes a userorientedkey assign-
ment(UKA) methodto form rekeying paclets. We use
FEC(p), wherep is the proactvity factor to denotethis
protocol. AppendixD containsa brief descriptionof
this protocol.

WKA-BKR We useWKA(k, r, m) to denoteour key deliv-
ery protocol. Herek denoteghelevel atwhichthelog-
ical keytreeis divided into S1 and S2, andr denotes
the level of replicationfor the paclets containingthe
keys in S1. Finally, m denotesthe numberof levels
immediatelybelon s from which keys in S2 aredupli-
catedin S3.In otherwords,keysin S2thatareatlevels
k+1,...,k+ m arealsoincludedin the setS3. In
all our simulations,keys in S2 and S3 aretransmitted
once. We alsoconsideran adaptve versionof our pro-
tocol (referredto as WKA(adaptive)) in which the pa-
rametersk, r, andm for arekey operationareselected
usingthe procedurelescribedn Section2.2.2.

3.2 Metrics

The following metricsare usedfor comparingthe perfor
manceof the protocols:

Key Server Communication Bandwidth Thisincludesheban-

dwidthfor key transmissiomndNACKSs for eachround
of the multicast. Note that communicatiorbandwidth
is consideredhe bottleneckresourcefor the scalable
grouprekeying [37, 25].

Number of key delivery rounds Thenumberof roundstaken
to deliver the updatedkeys to the all the receversre-
flectsthelateny of grouprekeying.

Key Sewver Computational Costs For the WKA-BKR pro-
tocol, we report the costof running the optimization
proceduraliscussedn Section2.2.2andAppendixB.

We notethatanothemmetricof interestis therecever commu-
nicationbandwidthj.e.,thebandwidthconsumedtarecever
for all therekeying paclets. In mostscenariosthis is propor

tionalto thekey sener communicatiorbandwidth.Hencewe
do notshaw ary resultsfor this metricin this section.

3.3 Simulation Model

Thenetwork topologywe emplgy in oursimulationss simi-
larto thatusedn otherperformancetudieqd23, 37] wherethe
seneris connectedo abackbonghroughasourcdink andall
receversareconnectedo the backbonghroughindependent
recever links. Measuremenstudieg 36, 11] have shavn that
pacletlossesccurmainly onsourceandrecever links; hence
we assumehatthe backbonés loss-free.

We evaluatethe performanceof the protocolsfor several
network pacletlossscenarios:

e Heterogeneouimdependentossonrecever links. Here
weassumefractionof therecevers(0% < a < 100%)
will experiencehigh loss(ps), while therestof there-
ceivers will experiencelow paclet loss (p;). Internet
measuremerstudied11] have shawvn thatheterogeneous
lossscenarioaremorerealisticthanhomogeneousce-
narioswhereall recevers experiencethe samelevel of
pacletloss.

e Sharedsourcelink loss. This scenariomodelspaclet
lossescloseto the sourcein the multicastdelivery tree
resultingin correlatedossesat multiple recevers.

e Temporallycorrelatedpaclet loss. This scenariomod-
els bursty link losses. We model bursty lossesin our
simulationsusinga discreteMarkov chain {X,} with
a countablestatespacel and stationarytransitionsP,

_ _ |poo poi| _
where{X,} € I = {0,1} andP = [pm pn] =
(i) 1-— ()
U1 1— U1
andforwardedif thelink is in statel. Givenalink loss
rate (p) andthe averageburst length (b), we cancom-
putethe statetransitionprobabilitiesuo andu, for the
Markov chain{ Xy }. We notethatpreviousstudieq18]
have usedthe sameapproachfor modelingtemporally
correlatechacletlosses.

]. A pacletis lostif thelink is in stateO

We examinethe performanceof key distribution protocols
for batchedyrouprekeying operationgor differentgroupsizes
(V) andnumberof leaves (L). For a fixed groupsize, the
numberof keys thatareupdatedn arekey operationrdepends
uponthenumberof joins (J) andleaves(L) thatarebeingpro-
cessedin additionto thelocationof thedepartingandjoining
membersn the keytree). For a given numberof membership
changegC), whereC = J + L, thenumberof keys thatwill
needto be updateds largestif C = L, i.e.,J = 0. Hence,
in our simulations for simplicity, we assumehatthe number
of joins beingprocessed.J) is 0. By varying the numberof
leaves(L) thatarebeingprocessedye canmodelawiderange
of groupdynamics. Eachsimulationrun consistsof several
roundsof grouprekey eventsin which thedepartingnembers
areuniformly distributedamongtheleaf nodesof the keytree.
Basedntheresultsreportedn [34], we usedalogicalkeytree
with degree4 in our experiments.

In our simulations,all FEC paclets contain40 keys and
have afixedpayloadsizeof 117 1bytes(weassumdripleDES
is usedfor encryptionwith key sizesof 24 bytes).Unlessoth-
erwisestatedwe usea FECblock sizeof 10 for the proactie
FEC-basettey delivery protocolbasecntheresultsreported
in [38]. WKA paclets can containup to 40 keys; however,



somepacletsmaycontainfewerkeys. Whencomputingoand-
width overheadwe alsoincludethe sizeof the network head-
ers. Unlessotherwisestated,the default parametersettings
for our simulationsareasfollows: Groupsize(XN) = 65,536,
Numberof membeleaves(L) = 256, percentagef recevers
experiencinghigh loss (a) = 20%, high recever link paclet
lossrate (py) = 0.2, low recever link paclet lossrate (p;) =
0.02,sharedsourcelink lossrate(ps) = 0.01,averagepaclet
lossburstlength(b) = 2.
Oursimulationprogramswerewritten usingthe CSIM [21]
simulationlibrary. We usethe methodof independenteplica-
tions for our simulationsandall our resultshave 95% confi-
denceinternvalsthatarewithin 1% of thereportedvalue.

3.4 Results

3.4.1 Hetelogeneoud.ossScenario

Comparisonwith Multi-send Protocol: Wefirst examinethe
performancef our baselingprotocol,i.e., themulti-sendpro-
tocol in which all key updatepaclets are replicateda fixed
numberof times. Thegoalof thiscomparisoris to quantifythe
performancebenefitsof the otherprotocols,FEC and WKA,
andto make a casefor usingtheseprotocolsin preferenceo
the simplermulti-sendprotocol.

In Figure3, we examinethekey senerbandwidthasafunc-
tion of «, thefractionof receversexperiencinga high level of
pacletloss.In Figure 3, theplotslabeledMulti(z) correspond
to themulti-sendprotocol,wherethenumberz in parentheses
is the degreeof replicationof the key updatepaclets. Thus,
Multi(1) is really apolicy in whichthe key updatepacletsare
not replicatedwhile being multicastto the group. Note that
the total bandwidthusedat the key sener includesthe band-
width usedin thetransmissiorandretransmissiophase®f a
protocolaswell asthebandwidthconsumedy NACKs.
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Figure 3: Key sewer bandwidth asa function of « for a
heterogeneoudossscenariofor the Multi-send, FEC(1.0),
and WKA(2,3,2) protocols.Here N = 65536 and L = 256.

We canmale several obserationsfrom Figure3. First,we
obsere that Multi(2) outperformsMulti(1). This illustrates
theimportanceof proactve replicationof pacletsin thefirst
roundof a key distribution protocol. Second asthe percent-

ageof high lossreceversincreasedeyond 10% Multi(3) be-
comescompetitve andslightly outperformsMulti(2). Third,

and more importantly we obsere that WKA and FEC both
significantlyoutperformthe Multi-sendprotocol,andthe per

formancebenefitsof theseapproachemcreasesthefraction
of high lossreceversincreases.In Figure 3, the bandwidth
reductionsachieved by WKA(2,3,2) over the bestperforming
multi-sendpolicy rangefrom 39-45%. We concludethatthe
superiorperformanceof WKA and FEC justifiestheir usein

scalablegroup key managemensystemsdespitetheir higher
implementatiorcomplexity.

KeyServer Bandwidth: We now examinetherelative perfor
manceof WKA and proactve FEC-basedrotocolsin more
detail. To evaluatethe tradeof betweenthe costsand bene-
fits of using proactive redundang we considertwo parame-
ter settingsfor WKA-BKR, onewith a high proactvity factor
WKA(3,4,2)andonewith alow proactvity factor WKA(2,3,2).

Similarly, we considethreeparametesettingfor FEC:FEC(1.0),

FEC(1.2)andFEC(1.6).We alsoconsideranadaptve version
of WKA-BKR in whichtheproactvity factorsaredetermined
dynamicallyfor eachrekey event.

400

-0~ FEC(L0)
-0~ FEC(L.2)
-~ FEC(L6) -
—— WKA(2,3,2) -
350l —7 WKAB34,2) @

—<+— WKA(adaptive) -7

w
[=]
=]

Key Server Bandwidth(KB)
R
o

150 I I I I
0 1 5 10 15 20

Percentage of High Loss Receivers

Figure 4: Key sewer bandwidth asa function of a for a
heterogeneoudoss scenariofor the FEC and WKA-BKR
protocols.Here N = 65,536 and L = 256.

In Figure 4, we plot the key sener bandwidthas a func-
tion of . We can male five obserations. First, all other
schemesutperformFEC(1.0),illustratingthe importanceus-
ing proactve redundang for key distribution. Second,the
protocolswith ahigherredundang have the bestperformance
for higher, while the reverseis true for low a. For exam-
ple, WKA(3,4,2) outperformWKA(2,3,2) for o > 10%, and
FEC(1.6)outperformd~EC(1.2)for @ > 1%. Third, theband-
width usedby WKA(adaptive) closely tracksthe bestWKA
policy for a given « illustrating its adaptve nature. Fourth,
theWKA protocolsgenerallyconsumdower key senerband-
width thanthe FEC-basedrotocols. In Figure 4, for a >
1%, the bandwidthreductionsachieved by WKA over FEC
rangefrom 15-22%. Fifth, we obsenre that the FEC-based
protocolsaremuchmoresensitve to heterogeneityn there-
ceier lossrate than WKA-BKR. Whena = 0, FEC(1.2)



andWKA(2,3,2) useapproximateljthe samekey senerband-
width. However, if thefractionof highlossreceversincreases
to 1%, the key sener bandwidthincreasedy 50 KB (30%)
for FEC(1.2),whereast only increasesy 6 KB (3.5%) for
WKA(2,3,2).

In Tablel1, we reportthe bandwidthusedat the key sener
for transmittingpacletsin the first andsubsequentounds,as
well asthetotal numberof NACKsrecevedby thekey sener.
To betterunderstandhe impactof « on the relative perfor
manceof FECandWKA, we considerthe component®f the
key senerbandwidthfor @ = 0 anda = 1%. Fromthistable
we canmalke severalobsenrations

e Thepolicieswith lower proactvity factorsuseasmaller
amountof bandwidthin thefirst roundbut have higher
re-transmissiortosts. Further the lower the proactve
redundang in the first round, the more the bandwidth
consumedor receving NACKs.

e The numberof NACKSs receved by the key sener is
muchhigherfor the WKA protocolthanit is for proac-
tive FEC.However, the bandwidthconsumedn there-
transmissiophases lowerfor WKA thanit is for FEC.
This resultillustratesthe benefitsof BatchedKey Re-
transmission.

e Increasinga from 0% to 1% hasa greaterimpacton
thebandwidthconsumedh theretransmissiophasefor
FEC-basegrotocolsthanit doesfor WKA. For exam-
ple, for FEC(1.2)increasingx from 0 to 1% resultsin
the bandwidthfor retransmissionincreasingfrom 14
KB to 65KB, whereafor WKA(2,3,2)it increasefrom
30 KB to 36 KB. The explanationfor this behaior is
thatin the FEC-basegbrotocolfor key delivery (seeAp-
pendixD), the numberof parity pacletstransmittecby
thekey sener at the endof eachroundis basedon the
maximumnumberof parity paclets requiredby a re-
cewver. Thus,asmallnumberof high lossreceverscan
have a big impacton the performancef the system.In
the caseof WKA-BKR, however, the key sener uses
the batchedkey retransmissiorio retransmitthe keys
neededy therecevers. Most of the keys that needto
be retransmittecare from the setS2 (correspondingo
the lower levels of thetree),which is transmittedwith-
out duplicationin the first round. It cantake several
roundsfor all the high-lossreceversto obtainall their
keys; however, theimpactof a few high-lossrecevers
on the overall bandwidthis not asdramaticasit is for
FEC-basegbrotocols.

Overall, Figure4 shavs thatWKA-BKR outperformd$EC-
basedprotocolsfrom the viewpoint of keysener bandwidth,
which is typically the bottleneckresourcefor group rekey-
ing [37, 25].

Rekey Latency:

Next, we examinethelatengy of key deliveryfor thevarious
protocols.Figure5 shaws thefractionof groupmemberavho
have notyetrecevedall theirkeys atthebeginningof acertain
round. In the caseof all the protocols,closeto 99% of the
membergeceve their keys in thefirst rounditself (Note that
theY-axisis in log scale).We obsenre thatthe moreproactive
aprotocol,thefewerroundsrequiredbeforeall memberhave
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Figure 5: The fraction of memberswho have not yet re-
ceived their keysat the beginning of a round. Here N =
65536, L = 256, and o = 20%.

receved their keys. From this figure one can concludethat
at the end of two or threeroundsof multicast,it would be a
goodstrateyy to switchto unicastdelivery for the remaining
members.

3.4.2 CorrelatedLossScenarios

We now discussthe impactof sharedsourcelink lossand
temporally correlatedloss on the performanceof FEC and
WKA.

Impact of Shared SourcelLink Loss:

Paclet losseson the sharedsourcelink will leadto corre-
latedpaclet lossesat the recevers. To investigatethe impact
of sharedsourcelink loss,we variedthe sourcelink lossrate
in our simulationsandexaminedits impacton the key sener
bandwidthfor WKA andFEC.
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Figure 6: Key sewer bandwidth as a function of shared
sourcelink lossrate. Here N = 65536 and L = 256 and
a = 20%.



WKA(2,3,2) | WKA(3,4,2) | WKA(adaptive) | FEC(1.0) | FEC(1.2) | FEC(1.6)
Key transmissiofbandwidth(1stround) 138.5 180.7 165.2 130.7 156.8 209.1
Bandwidthin subsequenbunds(a = 0%) 29.8 9.7 125 80.0 14.2 0
Bandwidthin subsequenmounds(a =1%) 35.7 12.2 14.6 139 65.3 13.7
Numberof Nacks(a = 0%) 3125 91 98.8 1279.9 23.9 0
Numberof Nacks(a: =1%) 381.3 119.6 156.5 1393.5 114.1 10.1

Table 1: The componentsof the key sewver bandwidth for various FEC-basedand WKA-BKR protocolsunder the hetero-

geneoumetwork lossscenario.

In Figure6, we plot the key sener bandwidthasa function
of thesharedink pacletlossratefor our default scenarioWe
obsere that losseson the sourcelink have a greaterimpact
onthekey senerbandwidthusedunderWKA thanFEC.This
resultis notsurprising;oneof the powerful propertiesof FEC-
basedrotocolss thatasingleparity pacletcanrepairtheloss
of multiple pacletsin its FEC block. Thusif a paclet is lost
onthesourcdink, ary receverwhoneededhatpacletcanre-
coverit aslongasit hasrecevedasuficientnumberof paclets
in thesameFECblock. In the caseof WKA, pacletscontain-
ing keys in setS2 are not replicated;thus the loss of these
pacletson the sourcelink impactsmultiple recevversleading
to alargernumberof NACKs andhigherretransmissioband-
width. Oneway to reducethe impactof sharedsourcelink
losson WKA would beusesmallerpacletsfor keysin theset
S2, thusreducingthe numberof keys containedin a paclet
andhence the numberof receversaffectedby a paclet loss.
We note,however, thatin Figure6, WKA(3,4,2) outperforms
FEC(1.6)becausehe retransmissiorraffic for o = 20% is
dominatedby paclet losseson the recever links. In scenar
ios wheretheretransmissiotraffic startsheingdominatedoy
sharedossenthesourcdink, FEC-basegrotocolswill out-
performWKA-BKR.

Impact of Temporally Correlated Packet Loss:

We next considerthe impactof temporallycorrelatedi.e.,
bursty) paclet losseson the recever links. Note that bursty
lossesareconsideredo betheAchilles’ Heelof protocolsthat
utilize replicationor redundang for reliability [25]. To in-
creasethe probability that a paclet will be receved despite
correlatedossesa protocolthatemplg/s redundang canin-
terleave theduplicatedpacletswith otherpaclets. In thecase
of WKA-BKR, paclets correspondingo the keys in the set
Slareinterleavedwith pacletscontainingkeysin S2andSs3.
Similarly, a FEC-basedkey distribution protocol can inter-
leave pacletsfrom differentFEC blocksat the time of trans-
mission.

To examinetheeffectof pacletinterleasing, weimplemented
two versionsof WKA-BKR andFECin our simulations-one
with paclet interleaving and one without interleaving. Fig-
ure 7(a) shaws the key sener bandwidthfor the two versions
of WKA andFEC. We obsere thatwhile interleaving pack-
etsis beneficialfor both protocolsthereductionin key sener
bandwidthis muchlarger for FEC. In FEC-basedrotocols,
eachpaclet is part of an FEC block; thus a burst of paclet
losseswithin a FEC block canresultin a large numberof
NACKSs. In the caseof WKA-BKR, however, only paclets
correspondingo keys in S1arereplicated.Pacletsin S2and
S3arenotreplicatedandsoburstylosseof thesepacletsare
no differentfrom uncorrelatedosses.

Themainconclusionwe candraw from Figure7 is thatin-
terleaving paclets(in a protocol-specifidashion)canbeben-
eficialin reducingthe key sener bandwidthfor bothFECand
WKA, but the impactis more significantfor FEC. We next
examinetheimpactof increasinghe averageburstlength(b)
for correlatedpaclet losseson FEC and WKA. Figure 7(b)
plotsthe key sener bandwidthfor theseprotocolsasa func-
tion of the average(paclet loss)burstlength.We obsere that
increasingthe burstlengthresultsin a significantincreasan
the bandwidthfor FEC(1.2)but for WKA-BKR theimpactis
neyligible.

We notethatresultsdiscusseébore have beenobtainedor
a scenarian which the numberof key updatepacletsgener
atedin a rekey operationis substantia(morethan 100). For
rekey eventsin whichthenumbeiof pacletsgenerateds smaller
theeffectof correlatedossess likely to belarger

3.4.3 Impact of Changingthe Group Size and
Numberof Leaves

To studytheimpactof changingthe groupsize,we consid-
eredthe performancef the protocolsin our default scenario
for a fixed numberof memberleaves (L = 256) anddiffer-
entgroupsizes(N = 1K, 4K, 16K, 64K). We obsere that
the key sener bandwidthfor both policiesincreasesvith the
groupsize. Therearetwo reasongor this. First, the heightof
thekeytreeincreasesvith groupsize.For thesamelL, thetotal
numberof keys thatneedto be transmittedwill increasewith
the heightof the keytree. Secondwith alargerrecever pop-
ulation,the numberof keys thatwill needto be retransmitted
becausef paclet lossesandthe numberof NACKs arealso
larger, leadingto a highercommunicatiorcost.

Figure 8(a) shavs that whenthe group sizeis small (e.qg.
N = 1K), WKA-BKR consumesnuchlowerkey senerband-
widththanFEC.In FEC-basegolicies,if thenumberof pack-
ets generatedor rekeying is not an integral multiple of the
FEC block size, someadditionalpaddingpaclets have to be
generatedn the lastFEC block. In the caseof smallgroups,
thenumberf pacletscontainingkeysis smallandthepadding
overheadcan be quite substantial. One way to reducethe
paddingoverheads to reducethe FECblock size. However,
asshown in [38], if the FEC block sizeis reducedthe effec-
tivenesof FECin recoreringfrom pacletlossdecreasesnd
theoverall bandwidthusedmay actuallyincrease.

In Figure 8(b), we shaw the impactof changingthe num-
ber of leaves (L) on the key sener bandwidth. In theseex-
periments,we kept the group size fixed at N = 64K and
usedour default paclet loss scenario. The trendsobsered
herearesimilar to thoseobsered whenwe changethe group
size. Finally, from both Figures8 (a) and(b), we canobsere




Key Server Bandwidth(KB)

450

Il No interleaving
[ interleaving
400+

(Burst Length =2)
350

250

1501

1001

50

WKA(2,3,2) WKA(3,4,2) FEC(1.2) FEC(1.6)

Key Distribution Protocols

@

380

Key Server Bandwidth(KB)

-0~ FEC(1.2) -
-~ FEC(L.6) T
3601 % WKA@2,3,2) T ,

-7 WKA(3:4,2) e
340+ -7 J
3201 I 1
300 ]
-4
280 T ]
_ «/’A’g4>#~’

A —--— 777
260] ,
240}
220 ‘ ‘

1 2 3 4

Avg. Burst Length

(b)

Figure 7: Impact of (a) packet interleaving and (b) averagepacket lossburst length on the key sewer bandwidth for FEC
and WKA-BKR in anetwork scenariowith bursty packetlossesHere N = 65536, L = 256, and a = 20%.

that WKA(adaptive) is effective in adaptingto changesn the
groupsizeandnumberof leaves.

Overall, Figure8 (a) and(b) shav that WKA-BKR outper
forms FEC-basegrotocolsover a wide rangeof groupsizes
and membershiglynamics,andthe relative performancead-
vantageof WKA-BKR over FEC arelarger for smallerand
lessdynamicgroups.

3.4.4 Key ServerComputationalCosts

Another metric that merits consideratiorwhile comparing
differentkey delivery protocolsis the computationabverhead
at the key sener. Unlike FEC-basedckey delivery protocols,
WKA-BKR doesnot have ary costsfor generatinghe parity
paclets for the rekey payload. However, WKA-BKR incurs
the overheadof executingthe cost-benefianalysisprocedure
describedn Section2.2.2andAppendixB. We measuredhe
overheadof executingthis procedurdor groupsize N = 64K
andL = 256 ona SUN Ultra 10to belessthan1 millisecond
on average. This is not surprisinggiven the small parameter
spacethat needsto be exploredin the analysis.We conclude
thatWKA-BKR haslow computationabverhead.

4. RELATED WORK

Therehasbeena greatdealof work on securegroupcom-
municationsover the last few yearson topics rangingfrom
algorithmsfor groupkey establishmento authenticatiorfor
large groups[8, 2, 10,14, 29, 28, 24]. Theuseof logical key
treesfor scalablegrouprekeying wasindependentlyproposed
by Wallner et al [33] andWong et al [34]. Mittra [22] pro-
posediolus, a distributedframewvork for addressinghe same
problem.Periodic(batchedygrouprekeying wasproposedind
evaluatedin [6, 27, 19, 37]. Therehave beenseveral other
workson groupre-keying [4, 15,1, 12,7, 25, 3] thathave fo-
cussedn scalablealgorithmsandapproachethatreducethe
numberof encryptionsat the key sener and/orthe numberof
keysthatneedto besecurelytransmittedo thegroupduringa
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rekey. In contrastthefocusof this paperhasbeenon thereli-
ablekey delivery problem.As discussedn theintroductionto
thepaperwe believe thatthisanimportantproblemin its own
right thatneedgo beaddresseébr scalablegroupre-keying.

In this paper we have discussedhe WKA-BKR approach
for reliabledistribution of keys in the context of the LKH ap-
proach. Otherapproache$or scalablerekeying suchasone-
way functiontrees[1] andELK [25] alsoinvolve the useof a
hierarchicakey treein which keys at higherlevels of thetree
are neededby more membersthankeys at lower levels. As
such,we believe thatthe basicideasbehindour approactare
alsoapplicablefor groupkey managemergystemsbasedon
one-way functiontrees.

Reliable Group Key Transport: Otherthanthework of Yang
etal [37, 38] therehave beenvery few studiesthat have ex-
aminedthe performancef reliablekey delivery protocolsfor
scalablemulticastgroup rekeying. An interestingapproach
thathasbeenproposedy somestudieq17, 31]is to sendthe
key updatesn the samestreamasdatapaclets. Themainad-
vantageof this approachis thatkey updatesare synchronized
with the encrypteddata,anda separatg@rotocolis not needed
for reliablekey delivery. However, thisapproachs only feasi-
ble for single-sourcapplicationsn whichthedatasourceand
thekey senerarecolocated.

The ELK protocol[25] usesa similar ideato increasethe
reliability of key delivery. In ELK, groupmemberseceve key
updatesria messagemulticastby the key sener. In addition,
“hints” thatenablegroupmemberdo recover lostkey updates
areembeddedn datapaclets. Sincethesehints correspond
to “maximumimpactkeys”, i.e., keys at the higherlevels of
thelogical key hierarchy alarge fraction of thereceverscan
recover from lostkey updatesusingthis mechanismWe note,
however, thatthe hint mechanisnis not applicablein a multi-
sendeernvironment,wherethekey seneris separatérom the
datasources Secondjn orderto useELK’s hint techniquejt
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Figure 8: Impact of changing(a) the group size,and (b) the number of leaveson the key sewver bandwidth.

is alsonecessaryo useELK’s key constructiortechnique.n

otherwords,ELK’skey constructiortechniquelandhenceits

security)andhint mechanisnaretightly coupled.In contrast,
WKA-BKR is areliablekey distribution protcolthatdoesnot
imposeary restrictionson the key encodingalgorithmor the
size of the keys usedby a key managemensystem. Indeed,
WKA-BKR canbeadoptedor increasinghereliability of the
key updatemessagem ELK.

5. CONCLUSIONS

In thispaperwe have presente®VKA-BKR, anew scalable
andreliablekey delivery protocolfor groupkey management
schemedasedon the useof logical key hierarchiesWe have
evaluatedheperformancef ourprotocolusingextensie sim-
ulations.Themainconclusionf our performancestudyare:

e For mostnetwork loss scenariosWKA-BKR reduces
the bandwidthrequiredat the key manageiin compar
isonto previously proposedoprotocols. The bandwidth
reductionschievedaresignificantrangingfrom approx-
imately 10-20% improvementover FEC-basedoroto-
cols and40-45%over simplerreplicationbasedproto-
cols. FEC-basedgrotocolsperform betterthan WKA-
BKR for scenariosvith highlevelsof pacletlossonthe
sharedsourcdink.

WKA-BKR outperformshe otherkey distribution pro-
tocolsoverawide rangeof groupsizesandmembership
dynamics.

WKA-BKR is lesssensitve to changesn network loss
conditionsandto temporallycorrelatedosseghanproac-
tive FEC-basegbrotocols.

¢ WKA-BKR haslow computationabverhead.

We believe thatthe basicideasbehindWKA-BKR arealso
applicablefor reliablekey delivery in groupkey management
systemghatuseotherapproachebasedon logical key trees,
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e.g.,OFT[1]andELK [25]. We arecurrentlyexploringthisis-
suein ourresearchWe arealsoexploringthedesignof amore
generalersionof the WKA algorithmin whichthenumberof
setsinto whichtheupdatedeys arepartitionedandtheproac-
tive replicationfactorsfor eachsetarea functionof theheight
of thekeytree.
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Appendix A

To betterillustrate our key distribution approachwe present
anexamplein whichthe WKA algorithmwill duplicatesome
keysfrom thesetS2in thesetS3.

Considerthow the WKA-BKR approachwould work in the
scenarioshavn in Figure9. In this scenarioall the keys at
levels0, 1, 2, and3 of thekey treeneedto bechangedln the
first step,the key assignmenalgorithmdividesthe keys into
two sets,S1, thatincludesall the encrypteckeys at levels 0,
1,and2, andS2,thatincludesthe changedeys atlevel 3 and
belav in thekeytree.

The next stepis to determinehe weightsfor the pacletsin
SlandS2. Assuminga homogeneoufoss probability p =
0.1, the expectednumberof NACKs (collectively) is 1 if the
pacletsin S1 arereplicated3 times. For the pacletsin S2,
thekeys arespreacamong64 subtreeseachof size16. If the
pacletsin S2 aretransmittedonce (without replication),the
expectechumberof NACKsis 1024 x 0.1 = 102, arelatively
largenumber

Toreducehenumberof NACKs, we canreplicatethepack-
etsin S2. However, replicatingall the pacletsis wastefulof
bandwidthsincemary of the keys areof interestto very few
members. A betterstratgy is to createa new set, S3, that
containsthe keys in S2thatareneededy a (relatively) large
numberof members. Clearly keys at level 3 of the keytree
suchas K»; areneededoy more memberghankeys at level
4 suchas Kgs. Further from Figure9, we obsere that 768
out of the 1024groupmemberseedjust onekey from S2in
additionto ary keysin S1.For example,in thesub-tregooted
at K1, members4-15 areonly interestedn K»i. Thus,if



{K21}s6, {K21}s7, and{ K21 }ss aresenttwice to thegroup,
oncein S2 andoncein S3, the expectednumberof NACKs
will begreatlyreduced.

Basedon this obseraton, we createa new setof paclets
S3thatincludesall theencryptedkeysin S2 correspondingo
keys atlevel 3 in the keytreeencryptedusingtheir unchanged
child keys. Thereare64 keys atlevel 3 of thekey tree,eachof
which has3 unchangecthild keys, leadingto a total of 64 x
3 = 192 encryptedkeys thatareincludedin thesetS3.

level 0

1 2 3 level 1
5 6g 7¢ 8 20 level 2
21¢ 22623e 24 level 3
85% 86 341 level 4
level £
012 3 957 1021 1023

60 6162 63 959960

Figure9: A scenariofor the WKA-BKR approachin which
it is beneficialto duplicate somekeysfrom the setS2in the
setS3. Note that the new u-nodesare underlined and the
updated k-nodesare denotedby black circles.

Appendix B

As discussedh Section2.2.2 threedecisionshave to bemade
duringthekey transmissiophaseof ourapproach(i) At what
level, k, of thekeytreeshouldthekeys besplitinto S1andS2?
(ii) Whatkeys from S2(if ary) shouldbeincludedin S37(iii)
Whatis thedegreeof replicationfor pacletsin S1andS3?

We describebelov a methodologyfor makingthesedeci-
sionsbasedon a cost-benefianalysis. For simplicity of ex-
position,wefirst considera homogeneoumdependenpaclet
lossscenario.

Considera groupwith size N = d", whered is thedegree
of thelogical keytree. Assumethatwhenthegroupis rekeyed,
thereareu; keysthatarechangeditlevel i,0 < i < h of the
keytree. Note thatthis informationis available at the end of
the key encodingphaseof the LKH algorithm. Assumethat
the bandwidthusedfor transmittinga key is b, andthat the
keytreeis dividedinto setsS1andS2atlevel k < h. Thusthe
numberof encrypteckeysin S1is Ns; = Zf:o du;. If these
keys arereplicatedr times, the total bandwidthfor transmit-
ting the keysin S1is rbNs1. Notethatwe areignoring ary
duplicationoverheaddueto the useof UserorientedKey As-
signmeniUKA).

Assumethatthe keys in S1 neededby the N membersof
the grouparedividedinto U pacletsusingUKA. Thus,each
groupmembemeedsonly oneof theU pacletsfor S1. Fur-
ther, assumehatthenumberof membersvho only needpack-
etsfrom S1 (andnonefrom S2 or S3)is N; (Note that this
informationis also available at the end of the key encoding
phase).Assuminga homogeneoumdependentossscenario
with pacletlossprobabilityp, and, thenthe expectechumber
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of NACKs (collectively) from theseN; memberswill beequal
to N1p”. Thusthe expectedbandwidthfor the first round of
theprotocolusedfor thekeysin setS1is equalto

Bsy = rbNsi + Nip“by,

whereb,, is thebandwidthusedby a NACK.

Moving to S2,the numberof encryptedkeys is is Ngy =

;‘:’kl 11 du;, andthe bandwidthusedfor sendingthesekeys
is bNgs,.

Consideran updatedkey (sayK) atlevel 7 > k. This key
will be encryptedd times. Thus,thereared encryptedkeys
correspondingo K in the setS2. Assumethat ¢ out of the
d child keys of K areunchanged.Thesec encryptionsmay
potentiallybeincludedin thesetS3. Let bem bethenumber
of levelsbelav andincludinglevel £ + 1 thatareincludedin
S3,andv;, k + 1 < i < k + m bethenumberof encryptions
of thechangedeys atlevel 7 usingtheirunchangechild keys
(for example,the ¢ encryptedkeys of K). If S3is transmitted
s times, thetotal bandwidthfor sendinghekeysin S3will be
Ef:l:il bsv;.

For eachupdatedkey atlevel k + 1 in S2,thereared”*
membersvho needthis key. Thus,the total numberof group
membersnterestedn thekeysin S2isequalto M = u11d"~*.
However, out of theseM memberssereralmembersanob-
tain their keys from eitherS2 or S3. The numberof members
whocangettheirkeysfrom apacletin eitherS2or S3is equal
toQ = it vid"~*. Thusamembewnho requirespack-
etsfrom S1andeitherof S2and S3will sendbacka NACK
if it is missingat leastone of thesepaclets. So the total ex-
pectechumberf NACKsis equalto (M —Q)p1 +Qp2, where
pr=1-(1-=p)(1—=p"),pa =1—(1—p*TH)(1—p"). Thus,
theexpectedotal bandwidthfor thefirst roundof the protocol
is

k+m
B = Bs1 +bNgs + Z bsv; +bn((M — Q)p1 + Qp?)
i=k+1

For the first retransmissiomound, we can computeband-
width costbasedon the expectednumberof NACKSs in the
first round. In theworstcase therewill beno overlapamong
thekeys neededy thereceverswho respondedavith NACKs
in the first round. Our analysisabove gives us the expected
numberof NACKsfor S1,S2,andS3. For eachmembemwho
respondwith a NACK for S1,we needto sendk + 1 keys.
For eachmemberrespondingvith aNACK for S2we needto
sendm keys, andfor eachmembermespondingvith a NACK
for S3we needto sendh — k keys. Thus,giventhe expected
numberof NACKs we cancomputethe retransmissiogostin
thesecondound.

Ignoringthe NACKSsfor thesecondoundandignoringsub-
sequentounds we cancomputetheexpectedotal bandwidth
for a particularchoiceof &, r, s, andm given a paclet loss
probability p. Sincethereareonly a few choicesof eachof
thesevariablesthatneedto beevaluated(e.g. k= 1,2,3,4;m =
0,1,2;s=1,2;r=2,3,4,5)we caneasilydeterminghechoices
thatresultin the minimal expectedbandwidth.

To extendthe analysisabove to a heterogeneoulss sce-
nario,we simply needto replacethe expressiongor thenum-
ber of NACKs for S1,S2, and S3with expressionghattake
into accountthe separatdossratesfor the high lossandlow
lossrecevers.Therestof themodelis identicalto thatfor the



homogeneousoss scenario. Although our approachabore
males several approximationsjt gives us good results,and
we have useit to guide our selectionof parameterdor the
simulationexperimentseportedn Section3.

Appendix C

In this appendix,we provide someadditionaldetailsfor the
WKA-BKR approach.

Key Identification

We adoptthe approachusedby Zhanget al [38] in their key
transportprotocol for uniquelyidentifying eachkey and en-
cryption. The nodesin the key treearedividedinto two cate-
gories:usernodesandkey nodeseachof which hasa unique
integerid. Nodesare numberedrom 0 while traversingthe
key treein atop-davn andleft-right fashion.For example,in
Figure9, the keynodesare numberedrom 0 to 340 whereas
theusernodesarenumberedrom 0 to 1023.

Giventhiskey identificationstratayy, if akey nodehasid m,
its parentsid will be| 2+ |, whered is thedegreeof thetree.
Thesamerelationshipalsoappliesbetweerusemodesandkey
nodeswhenwe adda basenumberto the userid correspond-
ing to thetotal numberof key nodes.To uniquelyidentify an
encryption{%’}«, we assigrthe D of theencryptingkey k as
thelD of theencryption.

Duringare-key operatiorin theLKH approachausemode
needsto be ableto identify the encryptedkeys it needs,i.e.
keys on the path from that nodeto the root. Given the key
numberingschemeutlinedabore, ausemodewith ID m can
uniquelyidentify thelDs of theencryptedkeysit needsiuring
akey update.

We refer the readerto the paperby Zhanget al [38] for
furtherdetailson this scheme.

Packet Formats

Threetypesof pacletsareusedby the key delivery protocol:
WKA, KEYS, andNACK. The WKA pacletsarethe paclets
transmittedby the key sener in the first round of the proto-
col,theKEYS pacletsareusedn subsequenbundswhereas
NACK pacletsaresentby areceverto thekey sener, if it de-
tectsthatit hasnotreceved the WKA or KEYS pacletsthat
includeits keys.

Theformatof WKA pacletis asfollows:
. Paclettype: WKA %2 bits)

. Rek?/ Messagedd: (6 bits)

. Total Numberof Packets usedfor this rekey operation:
(10bits) ) ]

. Numberof keysincluded:6 bits

. MaxKID: (16bits). Maximumld of thecurrentk

. <fromld,told>: 48 bits. Memberscanusethis field to

quickly checkif thepaclet containsary encryptionghat

ouUlh WNF-

the?/ need.

7. SplitLevel: (4 bits). Thisfield specifieghelevel atwhich
thekeytreeis splitinto S1andS2/S3.

8. A list of <ID, encryptedkey>: variablelength

Theformatof aKEYS pacletis asfollows:

1. Paclettype: KEYS (2 bits
Rekey Messagedd: (6 bits
. Numberof keysincluded:6 bits

SUTAWN

. SplitLevel: (4 bits)
. A'list of <ID, encryptedkey>: variablelength

nodes.

. MaxKID: (16bits). Maximumld of thecurrentkey nodes.
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Notethatarecever will needto scanthe entirepaclet to see
if it containsary keysthatit needs.
Theformatof a NACK is asfollows:

. Paclettype: NACK (2 bits)

. Relkey Messagédd: (6 bits)

. Memberld: (24 bits

. Upper/Laver Flag: (2 bit). This field is usedto specify
if the memberis missingkeys in the upperhalf (S1) or

lower half (S2/S3)of the keytreeor bothhalves.
5. MemberLossRate:(7 bits)

AWNE

AppendixD

In Section3, we have comparedhe performanceof our ap-
proachwith thatof theproactve FEC-basegrotocolproposed
in [37, 38]. Figure10 belav describeghe basicoperationof
this protocol.

Protocolfor key server:
1. Divide original pacletsinto blocksof k paclets.
2. Generatg (p — 1)k] parity pacletsfor eachblock

3. Foreachblocks, multicastk originalpacletsand[(p — 1)k]
parity paclets

4. For eachround

(a) Collectarnaz[i] asthelargestnumberof parity pack-
etsneededor blocks
(b) Generatazmax[i] new parity pacletsfor eachblock

(c) Multicasttheseparity pacletsto all users

Protocolfor auser:

Repeauntil success
1. Scanpacletsreceved from key sener.

2. If the specificpaclet neededpr at leastk pacletsin there-
quiredparity blocksarereceved, thensuccessglsecompute
a, thenumberof parity pacletsneededor recorery. Senda
to thekey senerusinga NACK.

Figure 10: The basic protocolsusedby the key sewver and
group membersin the Keystonekey delivery protocol.



