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Abstract. A grid virtual enterprise is a community of independent enterprises
concerned with a particular sector of the econoltsymembers (nodes) are
small or medium size enterprises (SME) engagedlatelpal transactions. An
important principle of a grid virtual enterprisetlige lack of any global “guiding
force”, with each member of the community makirgyatvn independent deci-
sions. In this paper we describe Grid-VirtuE, a#fayer architecture for grid
virtual enterprises. The top layer of the architeet representing its ultimate
purpose, is an environment in which grid virtualezprises can be modeled and
implemented. This layer is supported by middlewafeastructure for grids,
providing a host of grid services, such as nodeeide communication, bilat-
eral transactions, and data collection. The bottmyer is essentially distrib-
uted data warehouse for storing, sharing and analyzing the large ameuit
data generated by the grid. Among other functidiesli the warehouse handles
the dissemination of data among the members offtide it confronts issues of
data magnitude with an aging mechanism that agtgegzid data at a lower
level of detail; and it incorporates privacy-preseg features that retain the
confidentiality of individual members. Warehouséomation is also used for
data and process mining, aimed at analyzing thawehof the enterprise, and
subsequently inducing evolutionary changes thdtimprove its performance.

Keywords: Enterprise Engineering, Enterprise Information Architecture,
Enterprise Information Integration (Ell), Enterprise Information Systems (EIS),
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1. INTRODUCTION

A grid virtual enterprise is a community of independent enterprises concerne
with a particular sector of the economy, such asraative, fashion, or entertain-
ment. Its members (nodes) are small or mediumesizerprises (SME) engaged in bi-
lateral transactions. An important principle of @dgvirtual enterprise is the lack of
any global “guiding force”: Each member of the coumity makes its own independ-
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ent decisions, such as the products it offersptiees it charges, and the members it
wishes to do business with.

In this paper we describe Grid-VirtuE, a three-tagehitecture for grid virtual en-
terprises.

1. The top layer of the architecture, representingiitisnate purpose, is agnviron-
ment for modeling grid virtual enterprises. This environment incorporates and ex-
pands on features and properties that have beémedeh earlier work (particu-
larly, the VirtuE model).

2. The top layer is supported Ioyiddleware infrastructure for grids, providing a host
of grid services, such as node-to-node communicatidateral transactions, and
data collection.

3. The bottom layer is essentiallydistributed data warehouse for storing, sharing
and analyzing the large amounts of data generatdédebgrid. Among other func-
tionalities, the warehouse handles the disseminatiaata among the members of
the grid; it confronts issues of data magnitudenveih aging mechanism that ag-
gregates old data at a lower level of detail; @nddorporates privacy-preserving
features that retain the confidentiality of indiwad members. Warehouse informa-
tion is also used for data and process mining, @iateanalyzing the behavior of
the enterprise, and subsequently inducing evolatprchanges that will improve
its performance.

The focus of this paper is mostly on the top antidno layers, as these layers in-
corporate most of the novel aspects of Grid-Virt8Ection 2 describes the modeling
layer, and Section 3 is dedicated to the data veausdh layer. Section 4 places this
work in the context of other research, and Sedii@moncludes with a brief summary
and discussion of future work.

2. THE MODELING LAYER

The modeling environment of Grid-VirtuE is largébased on previous work on
the VirtuE model [6,7,8]. In this section we revi¢he features of the VirtuE model
that have been adapted for Grid-VirtuE.

2.1 Members and the Catalyst

A virtual enterprise-breeding environment (VBE) [1] is a community of business
entities that are potential participants in bussnesalitions. The launching of a new
virtual enterprise begins when a VBE player assuthesrole of catalyst [5]. The
catalyst has a business plan, knowledge of thetiaddi expertise and resources
needed to accomplish the business plan, and infaman VBE players that can sat-
isfy these needs. The catalyst then chooses teepeise members from the VBE, and
becomes a privileged member of the virtual entegprivith several exclusive roles,
such as changing the membership of the enterpriseodifying its goals (i.e., end
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products). In Grid-VirtuE, the catalyst role coridates several distinct organizational
roles, such as broker, planner and coordinator [1].

The members of the new enterprise are independgiitaye shared interests. They
are independent in the sense that they remain autons and maintain their own as-
sets. These assets include human, equipment arcfalaesources, as well as busi-
ness expertise, such as knowledge about their ptioduand delivery processes.
Their shared interests are reflected in that trgrgeto cooperate with each other to
produce joint products that are provided to comm@nts. After the community had
been established, it could evolve because a newbeejoins or an exiting member
departs. This form of evolution provides the vittaaterprise with flexibility and al-
lows it to adapt to new market situations.

2.2 Products and the Product Dictionary

In practice, virtual enterprises may produce maiffer@nt kinds of products. In
Grid-Virtug, we consider onlinformation products, of the type that can be delivered
over computer networks. Information products a@/jated by members of the enter-
prise to their clients. This provision is the uléita purpose of an enterprise. Informa-
tion products are also exchanged among the merobéhne enterprise in the produc-
tion phase that precedes the provision of a proguatclient. We distinguish between
two kinds of information productsontent and process. Content is an information
item; for example, a specific data table, a spedfdcument, or a specific image.
Process is an operation that modifies given conteptovide new content; for exam-
ple, summarization of a data table, encryption afoaument, or compression of an
image.

All products, contents as well as processes, assified into productypes. A
product type describes the common attributes opraitiucts of that type. For exam-
ple, all images could be instances of the contgpé¢ tmage, and all compression
processes could be instances of the processGgppression. We assume that all in-
tensional information (i.e., types and their atités) is maintained in an enterprise-
wide resource called thdictionary. This global knowledge resource is available to
every member of the enterprise. Every product enwintual enterprise is an instance
of a type described in the dictionary. The purpafsiae dictionary is to assure seman-
tic consistency across the enterprise.

2.3 Local Inventories and the Global Catalog

The products either used or created by each ergerprember are described in a
local resource callethventory. Items in the inventory arastances of product types
described in the dictionary. Among other informatidhe inventory specifies the
source andtarget of each product. The source is eitmative or import: A native
product is produced locally, whereas an import pobds procured from another
member of the enterprise. The target is eithtarnal or export: An internal product
is an intermediate product used by this membehénnhanufacturing of other prod-
ucts, whereas an export product may be delivereathier enterprise members. The
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productcatalog is an enterprise-wide resource that lists the gpetaithat are available
for procurement from enterprise members; i.es the union of the products marked
“export” in all inventories. Each membpublishes his list of export products in this
catalog and is responsible for keeping it updatixte that products in the catalog are
instances of the types in the dictionary. Hence, the dictigrregulates the catalog.

2.4 Production Plans

Another designation of inventory products is whetthey arebasic or complex. A
product is complex if it is derived from other pumtls; otherwise, it is basic. For na-
tive complex product, production plans must be fated. A production plan specifies
how other contents and processes are combineditedke new product. In particu-
lar, it specifies the dependence of a product adycts that must be procured from
other members. Production plans are provided fdin lsomplex contents and com-
plex processes, and a product may have multipier(edtive) production plans.

2.5 Transactions

Since component products are often obtained froneroénterprise members, a
procurement mechanism is necessary. Procurementersuted in bilaterairansac-
tions. A transaction begins when a request for a catatoduct (content or process) is
sent from one participant to another, and termsatben the request is satisfied.
There are two types of transactions in a virtuaémarise. Anexternal transaction is a
request for a product that is submitted from antlie one of the members of the vir-
tual enterprise. The member processes the regnégiravides a solution. A member
of the virtual enterprise who processes an extdraabaction acts in the role opeo-
vider. To satisfy an external transaction, a providey miecide to purchase products
from other members. Such transactionsiaternal. A member of the virtual enter-
prise who processes an internal transaction adsahe of asubcontractor. The exe-
cution of external transactions is the ultimatepmse of the virtual enterprise. Each
member of a virtual enterprise may act as a provitesome transactions and as a
subcontractor on other transactions.

2.6 Times and Logging

Grid-VirtuE incorporates a concept of time. Timesimply a system-wide clock
that is stamped on transactions and other enterpxients. Enterprise events, such as
execution of transactions, updates of the catadoghanges in membership, are re-
corded in a log. Log records provide essentialrmigtion on each such event and the
time of its occurrence. There are two types of logal and global. Every enterprise
member maintains his own local log, and, in addititiere is an enterprise-wide log.
Local logs may be used by members to improve ihgérations. The global log can
be used for studying enterprise-wide performancsewall as for communication
among members.
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2.7 Performance Indicators and Constitutional Rules

Grid-Virtuk allows the definition operformance indicators, which are formulas
that capture various quantitative characteristicge virtual enterprise; for example,
the enterprise assets, interdependence levelsyuiner of transactions performed
over a period of time, or the average turnaroume ti

Another feature of Grid-VirtuE areonstitutional rules, which are constraints that
express behavior standards that are expected. Sileh enable virtual enterprises
with different style or flavor; for example, an argzation without any competition
(similar products are not available from differenémbers), or an organization that
resembles a free market. Rules may be establistatddquire members to maintain
activity at some minimal frequency, or limit themioer of transactions in a given pe-
riod. Compliance with constitutional rules is mamnéd and disseminated, but not en-
forced.

2.8 Information Dissemination and Behavior Mining

Altogether, Grid-VirtuE incorporates four globafanmation resources: the prod-
uct dictionary, which describes products and tyjles; product catalog, which lists
the products available from members; the log, widllonicles the activities of the
enterprise; and the constitution, which establighesconventions of the enterprise.
These resources are managed by the catalystinipizrtant to note that the informa-
tion in these global resources is maintained andgesed in a manner identical to any
other content. Thus, the catalyst can supply ottembers with products that calcu-
late performance indicators, or assess compliaritte a@nstitutional rules. This in-
formation is exchanged using the ordinary transaathechanism of Grid-Virtuk.

The information derived from the enterprise infotima resources need not be lim-
ited to the calculation of performance measureshervalidation of constitutional
rules. The global log, and to some degree the dtii@mation resources, can be sub-
jected to a wide array of data mining techniqudse ®verall purpose is to study the
performance and behavior of the enterprise, ards$ociate the outcome with various
evolutionary decisions. Log mining is further dissad in Section 3.5.

3. THE DATA WAREHOUSE LAYER

The choice of a data warehouse [13] for the lataye¢r of Grid-Virtuk is well-
justified, as data warehouses can sustain compngtgrids [10] efficiently. A data
warehouse will thus provide all the necessary stdpo the functionalities of Grid-
VirtuE. In this section we describe the main aspedtthe data warehouse layer of
Grid-VirtuE.
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3.1 Data Fragmentation and Dissemination

A virtual data warehouse maps its overall data domain onto a set of geducapy
distributed grid nodes. It then provides a wideietstrof functionalities (e.g., data in-
tegration, data querying, and metadata services) the entire distributed environ-
ment, while maintaining complete transparency s$ouisers (i.e., users need not be
aware of the placement of data). Each Grid-VirtnEegprise encapsulates such a vir-
tual data warehouse.

In this paradigm, the fragmentation and dissemimatif data among the member
nodes is an important process, as its efficiensydniical impact on the performance
of all ensuing data management and query processiigties.

Fragmentation techniques have been studied extnsivthe context of distrib-
uted databases [15], and can be classified in taim wariants. In data-oriented tech-
nigues, the fragmentation process is driven by dsiomal parameters of data; for ex-
ample, the size and number of attributes in retatialata, or the depth and fan-out
degree in XML data. Irsemantics-based techniques, the fragmentation process is
driven by the semantics of data; for example, i@hal data could be fragmented so
that each fragment satisfies a given constrainesptessed as functional dependen-
cies; and XML data could be fragmented so that deximent stores semantically-
related elements (e.g., a “book_author” element lvél stored with its “book_title”,
“year”, and “price” subelements). Most likely, teecond variant is more appropriate
for the Grid-VirtuE architecture.

3.2 Data Alimentation, Acquisition and Registration

In Grid-VirtuE, the data stored in individual nodésrmedocal data repositories,
could be alimented by stream data sources locaitside the grid environment. To
this end, the grid provides data acquisition argisteation services. These services
can be managed in a distributed manner based odriiversal Description Discov-
ery and Integration (UDDI) paradigm [2]. This distributed data acqtitsi and regis-
tration mechanism, which can be reasonably interdeal “natural” application of the
well-known Web services paradigm to grids, was psagl in our earlier work on the
SensorGrid system [4], a high-performance system based oata @bmpression and
approximation paradigm, for efficiently represegtiand querying sensor network
data on grids.

3.3 Data Aging and Aggregate Information Processing

To deal with the massive amounts of data expect@dtual grid enterprises, Grid-
VirtuE adopts alata aging mechanism: As time passes, data are progressively aggre-
gated in information blocks of lower level of détdhese blocks, described by pat-
terns, provide succinct description of the origimébrmation content. This data aging
mechanism provides tangible benefits in the dataagement and query processing
layer of different applications for virtual grid temprises, including business intelli-
gence, supply chain management, and market analysis
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In an earlier work [3] we used a similar grid-basgbroach for handling massive
amounts of multidimensional data repositories gatieer by sensor networks, where
streams of data are delivered by sensors that oromitvironmental parameters of a
given geographical area, and we demonstrated trengahe of data aging and aggre-
gate information processing. Here, we argue thdigiplity of these methods in
“business” contexts as well, for example for supgigin management.

3.4 Preserving Privacy

Preserving data privacy has become an importané iss all environments where
data is collected, maintained and accessed (empsitories of census, medical, or fi-
nancial data). Grid architectures, such as GrideMr are naturally prone to privacy
breaches, as malicious members could join thealigaterprise only to extract sensi-
tive information. Hence, an important issue in G¥ictuE is to preserve the privacy
of the local data repositories (the componentsefvirtual data warehouse).

To support privacy preservation, members retriewerination from local data re-
positories under aaccuracy-privacy contract. Such contracts are based on the gener-
ally accepted trade-off between data accuracy aatd drivacy: Data privacy in-
creases as its accuracy decreases, and vice vidraa, when data mining tools
generate accurate data (i.e., data that is speaific of high quality), they are also
likely to breach the privacy of the data (i.e.,ctise information that should be pro-
tected). An accuracy-privacy contract balances ehesncerns, by specifying the
maximal level of accuracy of delivered data thaketadghe privacy concerns of the
owner of the data.

To meet these privacy concerns, schemes must kisedethat represent data in
various degrees of accuracy (i.e., at differenellewf specificity), to meet different
levels of required privacy. Obviously, differentpapximation (“compression”) tech-
nigues must be devised for different types of datg., relational, multidimensional,
XML).

The collaborative nature of grid virtual enterpsigoses further challenges to pri-
vacy preservation, as members can extend theivithdil capabilities for inferring
protected information, by forming coalitions witther grid members. Thus, members
with knowledge on different, non-overlapping pongoof data could combine their
efforts, thereby acquiring knowledge to which ttae not entitled. The reason for
this deficiency is that privacy-preserving scherttet work well against transgres-
sions of a single member might fail under an atzmbrdinated by multiple members.

3.5 Process Mining on Event Logs

As already explained in Section 2.8, Grid-VirtuHezprises continuously log their
business activities. These event logs can be wsecbfmputing various performance
indicators and for extracting useful knowledge bgams of process mining tech-
nigues.

1 Like sensor networks, a supply chain managemesecan Radio Frequency ldentification
(RFID) produces continuous data streams.
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Knowledge thus extracted can then be used in ekgraysis for re-engineering
the activities of the virtual enterprise, or fomstructing advanced deployment sce-
narios. Grid-VirtuE members can perform processhmgimctivities in acollaborative
manner, and can thus benefit from the possibilitgasrelating different process min-
ing results. As grid executions are easily modelat workflows (e.g. [9]), the work-
flow mining techniques we proposed in [12] can Heged for Grid-VirtuE.

4. BACKGROUND

Virtual enterprises and grid architectures havenbmsearched quite extensively,
so we only review here briefly efforts that combbuth technologies.

The convergence between grid technologies andaligmterprises has been intro-
duced by Fosteat al. [10], which asserted that logical components wiraual enter-
prise can be mapped onto technological componéatsare grid nodes or software
components (e.g., resources, protocols, or middEwahis work has influenced
heavily all subsequent initiatives in grid compgti@search, with particular emphasis
on computational issues; in contradistinction, aum is to realize this philosophy in
the rather different domain of virtual enterprises.

Lican et al. [14] extend these concepts towards the definitiba Virtual and Dy-
namic Hierarchical Architecture (VDHA) for e-science grids. VDHA incorporates
certain P2P characteristics, and efficiently sutpecalable and highly dynamic vir-
tual architectures foe-science computing. Compared with our approach, ¥XDsi
specifically tailored to high performance computiegvironments, whereas we are
mostly concerned with business intelligence envirents. However, VDHA and
Grid-VirtuE share many points in common, as theaidd supportingdynamism
within virtual enterprises.

In [11], Fosteret al. propose models and architectures for efficiemiglementing
virtual data grids, a novel computational paradigm aimed at shanraglable compu-
tational and data resources on grids, to improeepirformance of time consuming
activities on very large repositories of data. Ehaschitectures are usefulérscience
settings found in areas such as high-energy physics astronomy. Although de-
signed for different environments, virtual datadgrbear similarities to the data ware-
house layer of Grid-VirtuE.

5. CONCLUSION

We proposed a layered architecture for grid virgralerprises, an architecture that
combines the features of a virtual enterprise masdeh as Virtug, with the opera-
tional advantages of a grid organization. Manyhef innovations of Grid-VirtuE arise
from adopting a distributed data warehouse orgépizdor its underlying level.

Much work remains to be done, and we mention Heextinteresting research di-
rections. First and foremost is the need for sigaift case studies, to test the applica-
bility of Grid-VirtuE in real-life settings (as aady mentioned, supply chain man-
agement may provide a particularly attractive exayn@Becond, in Section 3.3 we
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suggested using patterns to reduce wbleme of data, and in Section 3.4 we sug-
gested using approximation schemes to reducepéwificity of data to meet privacy
requirements. These are two related forms of das&raction, and we plan to investi-
gate and exploit their relationship (for examplenase patterns are often achieved at
the cost of precision). One of the most promisiivgdions for virtual enterprises is
the possibility of evolving them rationally on thasis of their recent history and per-
formance. The third research direction is to dgvedaitable process mining tech-
nigues, and to embed them in a system that wi#llligently associate their conclu-
sions with suitable corresponding evolutionary gem
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