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Abstract. We presengore, a routing-assisted defense architecture against dis-
tributed denial of service (DDoS) attacks that providesrgogeed levels of ac-
cess to a network under attack. Our approach uses routirediect all traf ¢
destined to a customer under attack to strategically-éabgtre proxies, where
servers lter out attack traf c and forward authorized tafoward its intended
destination.

Our architecture can be deployed incrementally by indigld&Ps, does not re-
quire any collaboration between ISPs, and requires no neatibns to either
server- or client- software. Clients can be authorizedughoa web interface
that screens legitimate users from outsiders or automataties. Authenticated
clients are granted limited-time access to the network uadkack. Thegore
architecture allows ISPs to offer DDoS defenses as a valdeeaservice, pro-
viding necessary incentives for the deployment of suchrdefe. We constructed

a PC-based testbed to evaluate the performance and sitalabgore Our pre-
liminary results show thajoreis a viable approach, as its impact on the ltered
traf ¢ is minimal, in terms of both end-to-end latency andieetive throughput.
Furthermoregorecan easily be scaled up as needed to support larger numbers of
clients and customers using inexpensive commaodity PCs.

1 Introduction

Denial-of-Service (DoS) attacks can take many forms, deipgnon the resource the
attacker is trying to exhaust. For example, an attacker raage a web server to per-
form excessive computation, or exhaust all available baditivto and from that server.
In all forms, the attacker's goal is to deny use of the sertacether users. Apart from
the annoyance factor, such an attack can prove particudaryaging for time- or life-
critical services, or when the attack persists over sewdags: in one instance of a
persistent DoS attack, a British ISP was forced out of bissibecause it could not pro-
vide service to its customers. Of particular interestlimecongestiorattacks, whereby
attackers identify “pinch points” in the communicationg&structure and render them
inoperable by ooding them with large volumes of traf c. Wemcentrate our interests
on this form of attacks because there is little, if anythiting, victim can do to protect
itself; what is being attacked is not any particular vulidity of the target, but rather
the very fact that said target is connected to the network.

There are many reasons why, despite extensive researchomndahe subject, we
have seen very little deployment of effective anti-DDoStemogy by Internet Service
Providers. An important one is the lack of nancial incemtb/for ISPs to deploy such



services: they cannot easily sell a premium service to kahe customers whereby
these customers are better protected. However, it is pigdisese high-volume, high-
value customers who often attract the more serious DDoSkattand whom the ISP
would want to keep better protected, either by charging mardy considering the

expense of the extra protection as the cost of attractirgeth@h-value customers (or
even protecting their own network from the attacks thes&oooers would attract).

Many previous approaches that address the general netwasskpboblem ([1-3])
are reactive: they monitor traf ¢ at a target location, vaitfor an attack to occur. Once
the attack is identi ed, typically via analysis of traf ¢ pi@rns and packet headers, |-
ters may be established in an attempt to block the offenddses.two main problems
with this approach are the accuracy with which legitimasé ¢rcan be distinguished
from the DoS traf ¢, and the robustness of the mechanism $taitdishing Iters deep
enough in the network so that the effects of the attack arenmied. Approaches such
as WebSOS [4, 5] protect particular kinds of services (wabdiin this case) by in-
troducing additional processing elements into the netviririastructure and introduc-
ing ways of identifying legitimate, human-originated walssions and only processing
those in times of heavy attack.

We introducegore an architecture that individual ISPs can use to prote¢bomsrs
under attack. Some prior architectures assume that ISRdbochte in order to quench
DDosS attacks. This appears to be an unrealistic approaute #ie security and policy
problems that crop up far outweigh the putative bene ts oémehing attacks in that
way. In our approach, when an attack against a particulaomes is detected, all traf ¢
to that customer's IP address pre x is redirected to strataty-locatedgore proxies
inside the ISP's network. This redirection is accomplishggroperly advertising the
customer's pre x from the appropriatgore proxy over the ISP's Intradomain Routing
Protocol (OSPF, IS-1Sstc.).

Such a proxy is not necessarily a single computer; it can bleisier, and there
can be many such clusters throughout the ISP's networkestib) cost constraints.
However, it is possible to take advantage of a form of statistultiplexing: since only
a very small fraction of an ISP's customers are typicallgeited at any particular time,
the ISP need only provide proxies and capacity to handlesthidler set of attacks.

gore proxies use some method for differentiating real traf crfrattack traf c.
The speci c approach we use involv&aphical Turing Test§GTTSs) [6] if no prior
agreements between the customer and its potential cligists @uithentication based on
customer-provided credentials to the users may be usezhmhstr in addition to GTTs.
Traf c that is characterized as legitimate is tunneled te thistomer's access router(s)
over a GRE [7] tunnel; all other traf c is dropped. Returnfttafrom the customer to
its clients is simply routed back to the client without pagsihroughgore

As gorecenters are not normally addressable from outside the ISR aesumably,
a well-managed ISP can detect and quench portions of ark &ti@toriginate within its
own network), they cannot be independently attacked. Thetones that traf ¢ from
outside the ISP reaches there proxies is when a customer is under attack. Naturally,
the proxies are located where there is a lot of link capaaitg must be provisioned to
handle at least as much raw traf c as the customer's acceks li



The contributions of our work are threefold. First, we presenovel architecture,
gore, that signi cantly extends and improves best current peast currently used by
ISPs (blackholing, as discussed in Section 4) to maintaimeotivity in the face of
large DDoS attacks. Second, contrary to other proposed thatkdoes not allow ISPs
to recoup the costs associated with installing, enablind,raanaging DDoS defenses,
gorecan naturally be offered as a value-added service to custoifieird, we charac-
terize the impact on end-to-end latency and throughputgbstimposes on commu-
nication ows that traverse it, which we determine to be lsm 2% in either case for
experiments involving up to 2,000 clients. It is importamiiiote that these overheads
are only incurred when an attack is taking place; othervgiees does not have any im-
pact on network traf c. Furthermore, communications wobdotherwise halted when
a DDosS attack occurs. Thus, we beligy@eoffers a particularly attractive mechanism
for ISPs to counter the increasing threat of denial of seraitacks.

The remainder of this paper is organized as follows: SeQiadiescribes thgore
architecture in detail. Section 3 gives the details of amacimplementation of the
architecture, along with performance results over a singsthed. We conclude with
related work in Section 4 and a summary directions for futuwek in Section 5.

2 Architecture

We propose an architecture that provides a scalable rqated+outing-) assisted mech-
anism to protect ISP customers from DDoS attacks. The aathite is transparent, in
the sense that no additional software needs to be deployedtar the customer web
servers or web clients. Our DDoS defensedactiveand is enabled only when cus-
tomers are under attack, and then only ttoosecustomers. Our scheme does not af-
fect any transit traf ¢ through the ISP, nor does it affect tay the ISP advertises its
customers' pre xes over BGP. Since the mechanism worksagtwithin an ISP's net-
work, it allows the ISP to retain full control of its defensalipies, for example, turning
them on only for speci ¢ customers,g.,those who have subscribed to a hypothetical
“DDoS Protection” plan.

Central to our architecture is gore centey in which two pieces of functionality
are present; aewall/forwarder, and gproxy. We shall limit this discussion to showing
how to protect web traf ¢, although nothing precludes getieing our techniques to
other kinds of identi able traf c. We also assume that thd”I8as the ability to detect
a DDoS attack and report it to some management agent. Sulily ebcommon, but
it can even be as crude as the customer noticing the attackalling up the ISP's
Network Operations Center. Once the attack is detected, dobmmunicated by the
NOC (or some automatic mechanism) to one or ngme centers

Figure 1 illustrates a customer network under DDoS attattack traf c converges
from all over the Internet, overwhelms the customer netisakcess links, and legit-
imate clients are not able to communicate with the (web)essrin the network under
attack. Furthermore, if the attack is severe enough, tlke firom the ISP's backbone to
the access router where the customer connects may get tedgasthe access router
itself may be overloaded, causing other customers who artnamselves under attack
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to suffer. For this reason, it is common when one customeardguattack tdlackholé
that customer's IP pre x at the ISP's border routers so thtck traf c gets dropped
before it enters the ISP's network. While this practice potd the innocent bystanders,
it also means that the customer is not gettmy connectivity to the Internet while the
attack lasts, rendering the attack even more effective.

Fig. 1. (Left) DDoS attacks on an ISP customer's network: theattackers can render cus-
tomer's the low bandwith connection and its servers unusald. (Right) DDoS Attacks when
goregets activated: customer's traf ¢ is redirected and ltered through the goreservers.

Instead of indiscriminately blackholing all traf ¢ to th&istomer, we want to instead
“whitehole” traf c we know to be good. As soon as an attack on a pre x is mgd,
a gore center with farm of dedicategore servers start handling all traf ¢ to that pre-
X. gorecenters participate in the ISP's interior routing proto@ol example, OSPF),
and when they decide to “take over” a pre x, they advertise tiwo more-speci c-
by-one-bit pre xes over the routing protocol. For exampfehe customer's pre x is
135.207.0.0/16the gore centers will advertisd35.207.0.0/1and 135.207.128.0/17
Because routers forward based on longest-matclgdhecenter will receive traf ¢ for
135.207.0.0/1gegardless of how close or far to the access router such énatlers the
ISP's network. In this case, the access router must be cordjto Iter out such more-
speci cs for a pre x it knows it handles Furthermore, peering routers are con gured
to not announce these more-speci cs over BGP, as there ibanoge in the way outside
traf ¢ should reach the ISP

The gore center does not use addresses that are routable outsideéRhand thus
cannot be directly targeted. The reason is that, althouglbehter has enough capacity
to handle a worst-case scenario attack, individual sei(ffeitsey can be identi ed and
targeted as such) can be overwhelmed; thus, an attackexathiatsomehow determine

3 In a nutshell plackholingmeans that border routers are told to drop all traf ¢ destitethe
blackholed pre x rather than forwarding it to the next-haquter. This is typically accom-
plished by including a routing entry for the blackholed ptgointing to thenull interface.

4 We ignore the limit case of traf ¢ entering the ISP's netwdrém the same access router that
the customer under attack is connected to. Access routeraliaost never peering routers.
Traf ¢ from another customer, even if it is attack traf c, gobably negligible.

5 This practice may lead to suboptimal paths to be taken irthieldSP, but we consider this a
second-order effect; how it should be handled is beyonddbpesof this paper.



that a particulagoreserver happened to carry legitimate users' traf ¢, wouldabée to
direct an attack against that server and disrupt clientsouer traf c.

To balance the load amongpre servers, thgore center dynamically assigns each
server a speci c range of source addresses of outside tr&fiece the origin of at-
tack traf c spread evenly in the IP address space, the dymassgignment prevents any
individual server from overwhelmed by the attack traf ¢ fom extended period of time.

Most traf ¢ entering thegorecenter at the rewall/forwarder will get dropped. The
rst exception is connection attempts to TCP ports 80 and @ traf ). These con-
nections are passed on tgareproxy, much like the proxy in WebSOS [5], whose pur-
pose is to differentiate between human users and autometedgses (such as DDoS
zombies), or to identify legitimate users that are provisid with authentication ma-
terial (e.g.,a username/password or a public key certi cate) by the enstoThe hu-
man/process separation is carried out by using a test trestsig for human users to
answer, but would be dif cult for a computer. For a brief dégtion of these tests,
see Section 2.1. If necessaggre can ask additional questions to validate the client's
identity and authorization before granting a transit tigiothegore center.

Once the client has passed the test, the proxy installs aaltewle on the re-
wall/forwarder that allows all traf ¢ from the source IP a@ds of the client that passed
the authentication to reach the customer's servers. Inrdodehat to happen, thgore

rewall/forwarder maintains a Generic Routing Encapsigiat(GRE) [7] tunnel, typi-
cally created in advance with the access routers, over whiohwards all traf ¢ from
the authenticated clients. The tunnel creates a transpararal link between aore
rewall/forwarder and an access router such that traf ctedithrough the tunnel will
be unaffected by route redirections. These rewall rules set to expire after either
a xed amount of time, or after a period of inactivity. Noteatithe rewall/forwarder
only sees traf ¢ from the client to the server; return trafcindependently routed and
never goes through thgore, as shown in Figure 2. In essence, we have what is usu-
ally referred to as triangular routing: when the defenselraaism is enabled, traf ¢ to
customer servers is rst routed gore centers; authorized traf ¢ is then passed on to
its intended destination; return traf c travels along thetpthat it would be travelling
before the attack.
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Fig. 2. Details ofgorearchitecture.



The gore router and the various customer routers need not be directipected
to each other; since authorized traf ¢ from tigere router to the customer router is
tunneled, they can be anywhere in the ISP's network. AlsdSéhwith multiplegore
servers and with multiple customer networks is possibld,jafact should be common.
Ingress traf ¢ destined to customer under attack will siynipé routed to the neayore
center from an ISP border router. In this con guration, ti&PIwill need to set up
tunnels between everyore server and every customer access router. Although such
tunnels can also be constructed as needed, the resourcksirfee“dormant” tunnels
are so limited that it may be simpler to establish them in adea

One limitation of our approach is that attack traf c is cadiover the ISP's network
to thegore center. Thus, it is conceivable that legitimate users'drdfat happens to
use some of the same links will experience degraded perfarey# the attack volume
is high enough. However, the vast majority of attacks we Is@e&n to date do not cause
problems in the major ISPs' backbone networks. Thus, weebelthat the impact on
legitimate traf ¢ of routing attack traf ¢ to theyorecenter would be relatively small.

2.1 Client Legitimacy Tests

In order to prevent automated attacks from going pasgtrecenter, we need a mech-
anism with which to differentiate between legitimate userd (potential) attacks. One
obvious way of doing this is via authenticatiomd.,client-side certi cates). Thgore
center would use RADIUS [8] or a similar protocol to connexthe customer's au-
thentication server and verify the validity of the clierdisthentication credentials. This
traf ¢ would be carried over the GRE tunnel, and thus would he subject to the
routing-based redirection.

In many cases, however, customers may not have a well-deleat basei(e.,one
that can be identi ed through traditional network-basethauatication), or may simply
want to provide service to all users. Fortunately, thersterechanisms to differentiate
between human users and unsupervised programs, which am@oS attack can be
presumed to be zombies. Although this would prevent legitévautomated processes
(e.g.,a web-indexing “spider”) from accessing the customer'suvoek, this may be a
price that the customer is willing to pay, when a DDoS attackiprogress. If these
automated processes are knaavpriori, then it is possible to supply them with crypto-
graphic credentials that allow them to bypass any humaitiffeary tests (see previous
paragraph).

In our system, we decided to use Graphic Turing Tests (GDIliggntify traf ¢ that
is under direct human supervision. A CAPTCHA [6] visual tiesmplemented when a
web connectionis attempted in order to verify the presehadaman user. CAPTCHA
(Completely Automated Public Turing test to Tell Computansl Humans Apart) is a
program that can generate and grade tests that most humapsss, but automated
programs cannot. The particular CAPTCHA implementatioruse is GIMPY, which
concatenates an arbitrary sequence of letters to form a waddrenders a distorted
image of the word. GIMPY relies on the fact that humans cad tea words within
the distorted image and current automated tools cannot.adsrauthenticate them-
selves by entering as ASCII text the same sequence of leisevghat appears in the



image. Updating the GIMPY interface can be performed withoadifying the other
architectural components.

Although recent advances in visual pattern recognitiort§®] defeat GIMPY, there
is no solution to date that can recognize complicated imageslation between im-
ages like Animal-PI1X. Although for demonstration purposesur prototype we use
GIMPY, we can easily substitute it with any other instanc&adiphical Turing Test.

2.2 goreCenter Details

As we have already explainedgare centerconsist of agore router and one or more
gore servers. The purpose of the router is to participate in th@POSrocess of the
ISP and announce the customer pre x(es) to protect whereaat do so, and also
to distribute arriving traf c to thegore servers as evenly as possible. Tgure server,
in turn, consists of a rewall/forwarder and a proxy. The wall/forwarder accepts
incoming traf ¢ sent to it by thegorerouter; if it is from a previously unseen source,
it passes it on to the proxy so it can be authenticated. Otikenit is either attack
traf ¢, in which case it is blocked, or it is good traf c, in wbh case it is tunneled to
the appropriate customer's access router. These two aimwtiould be implemented on
different boxes, but since each modi es the other's behavi@ prefer to implement
them on the same box, namely a commodity x86 PC. While a highreuter can
Iter and forward packets more ef ciently than a commoditZ Pthe latter are much
cheaper. Also, unlike typical rewall operations, the rsii@ agore rewall/forwarder
need not be traversed in a linear manner — a hash table or,@treven a simple
bitmap, can be used instead for much faster matching. Ateophly functions that
the rewall/forwarder performs are inspecting the protbetd, source and destination
IP addresses, and the destination TCP port; there is ndudtatecket inspection, or
per-connection state to maintain (which would be impossibldo anyway since the
rewall never sees the return traf c).

goreservers run two sets of packet Itering rules. The rst sesmetwork address
translation (NAT) rules that redirect web traf c to the pgofunction, which administers
the GTT. The second set contains rules to forward traf ¢ frauthorized sources to the
corresponding customer's network. At initialization, tRAT rules redirect all arriving
web traf ¢ to thegore proxy; forwarding rules deny any transit througlyare server.
A client needs to pass a challenge before it is granted atodks customer network.
Once a source has passed the GIMPY challengegdneserver disables NAT redi-
rection and enables the forwarding for all traf ¢ with theegppc source address. This
enables web traf c, as well as other traf ¢ from that sourte reach the customer's
network through aore center without further redirection. Traf ¢ from unauthoed
sources will be dropped bgore servers. This approach is similar in nature to what
most commercial pay-per-use 802.11 networks and hotel metmorks do: when the
user rst attempts to connect to anything, the request iseetkd to a local authenticat-
ing web proxy; once a credit card number or other authemicatechanism is entered,
the user's IP address (or, in some cases, the MAC addredf)vised to connect to the
Internet.

To reduce the possibility of unauthorized exploits of knoauthorized hosts by
spoofersgoreservers limit the duration of access to customer netwonkfany autho-



rized source. This is achieved by running a periodic proteepsirge the installed NAT
and forwarding rules for each timed-out client. Clientsttivésh to continue access
can seek a re-authorization by repeating the authenticatiocedure. Even if the at-
tacker can monitor communication between the customeesand authorized clients
by snif ng network traf ¢, time-limited access can curtdfie duration of an attack.

Given the limited number of authorized sources admittedybse the attacker's
chances of making a good pick are slim. Time-limited auttadion will reduce the
probability of randomly succeeding to attack (by guessimguthorized source address)
even futher. It is conceivable that an attacker could rstmect as a legitimate client,
then communicate his source IP address to his zombies, whlntreen all spoof their
source IP address to be the authorized one. As more ISPsalhg abeying RFC-2267
(making sure that their customers only send packets frondtiPemses they own), this
may not turn out to be a big concern. If this indeed is a conaranger authentication
methods than just checking the source IP address may beaigedstablishing IPsec
tunnels between the clients and there nodes. Furthermore, since traf ¢ is naturally
aggregated at thgore center, it is fairly easy to rate-limit all traf c ows thatraverse
goretoward a customer. Thus, attackers that have guessed oirestgun authorized
address can do limited damage.

However, a single computer, no matter how powerful, canaatlte all attack traf-
c. Fortunately, thegorearchitecture scales in two ways: multigjere centers can be
deployed around an ISP's network, and egdie center can employ many individual
computers to perform the rewall/forwarder function andethuthentication fuction.
No state-sharing is necessary betwgerecenters. An issue that arises when multiple
gorecenters are used is that traf ¢ from a particular source igguaranteedo always
follow the same path through an ISP, and thus may not alwaylsrgagh the samgore
center. There would be two reasons why this may happenyditdwause traf ¢ from a
particular source enters the ISP through more than one bardter, or different paths
are followed inside the ISP itself. The latter is not a concpaths change only when
links change state, or when traf c-engineering decisionarge link weights. Neither
is a frequent event, and is something that is easily toldrafee former could be a
concern if it were a persistent situation, but packets tr@part of the same short-lived
ow almost always take the same path. If a major BGP instgbdauses this path to
change, the user may need to re-authenticate, but this ceptable price to pay in or-
der to provide service during DDoS attacks. In either cddgjs only a problem during
an attack, and we assume that most clients will not be affdzyesuch problems.

To fully utilize multiple packet Itering servers, we needrauter (or switch) that
can fairly evenly distribute the traf c among them. Since lnaae no way of nding out
attackers in advance, we assume that the attackers are/ espgahd among the IPv4
address space. Eaghbreis responsible for the defense against attacks originétimg
its allotment. The access router in front of a clusteigofe machines is responsible
for this load-balancing; the details on how to achieve itratder-architecture-speci c,
but are ef ciently implemented in most modern routers. Was methods of farming
out traf ¢ to individual forwarders or proxies can be usedt the details are not of
particular importance to the system architecture.



3 Experimental Evaluation

Our goal is to evaluate the effectiveness and scalabilitthefgore architecture. In
particular, we want to know the highest attack intensity ae defend against using the
gore architecture when implemented on inexpensive commoditgvaare €.g.,x86
boxes running a Unix clone). This will allow us to directlyloalate the deployment
and management costs necessary to defend against a DoSdttgeeci ¢ size and
intensity. Additionally, we would like to estimate our sgst's service capacity in terms
of legitimate client requests when under attack. Most ofxadl want to identify possible
resource bottlenecks, if any, that limit the scalabilityoofr system. Answers to these
questions are crucial for judiciously deploying defenggsitast DDoS attacks.

3.1 Testbed

To evalute the overall system architecture, we assemblesdthed that resembles a
simpli ed ISP usinggore system for a single customer as shown in Figure 3. The ISP
has a border router connected to the “Internet” where diezgide. This border router
is also connected to a customer access router, serving aneishetwork that, for
simplicity, contains only a web/ le server. Furthermoreetborder router is connected
to a protected network wheregore center consisting of one or more units resides.
When the NOC detects an attack on the customer's networflc fram the border
router to the customer is redirected to thare network. There, thgore farm admits
authorized traf ¢ and rejects the rest.

Initially, we used a single server con guration to test liation of our system. To
investigate scalability of our architecture, we proceedih a testbed of multiplgore
servers. Eachoreserver handles its own range of source IP addresses. whéetaak a
is initially, the traf c is evenly distributed to aljore servers using the load-balancing
aspect of theyore router. Thus, traf ¢ destined to the customer's networkl Wi ap-
propriately Itered and forwarded by thgore servers. This works ef ciently when we
employ load-balancing based on the source ip address andvaemnot per-packet®
For Linux, this is the default de nition of a ow whereas in nomercial routers is a
con gurable parameter.

We conducted experiments in both single server and multies¢estbed con gura-
tions. The focus of the single-server experiments was tcsareahe performance and
to identify possible bottlenecks. Then, we investigatedtad-balancing on the multi-
server testbed and how the capacity of our system scales earwboth the number of
legitimate clients and the attack intensity.

For thegore server farm, we used Dell 750 servers with 2.4GHz Pentiuno4 pr
cessors and 512MB of memory running Debian Linux with thek&rhel. These ma-
chines were equipped with 1 Gbps Ethernet interfaces aactimmnected with a gigabit
switch. Both attack and legitimate traf ¢ were generatechigchines residing outside
our testbed, connected to a border router. We used two eliffenetrics to measure the
impact of the attacking traf c to a legitimate client: thrglyput and end-to-end latency.

5 A ow in this case is de ned as all packets with the same protosource and destination IP
addresses. In some routers the de nition of a ow includesTICP or UDP port numbers.
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Fig. 3. goreexperimental testbed activated for a single customer.

These two metrics capture the characteristics of a link fithbnteractive and time
critical applications. They also quantify the effectivgpaaity of the link when under
attack.

The internal ISP network used OSPF to maintain its routinggamong the three
routers: the border router, the customer's access routktteygorerouter. All routers
were con gured as a single OSPF area. While the routing m@shawould also work
with other interior routing protocols, the use of a linkistarotocol helps reduce con-
vergence time when the routing information changes. Foctissomer's access router,
we used a PC-based router runnitgbra 0.94with ospfd In addition, we used the
iproute Linux kernel package and corresponding utilities to creat@RE [7] tunnel
between thegore machine and the customer's router. Each ofdbes servers has two
role: it acts both as rewall/forwarder but also as a web seauthenticating users for
a limited time. The Linux kernel'set Iter facility is used for packet Itering, Network
Address Translation (necessary to communicate with theyprand other packet pro-
cessinglptablesprovides the user-level utility to install and remove rdiales from
net lter. By default, all web traf ¢ passing throughgore server is directed to its own
web server for the graphical turing test. All other traf cdensidered malicious and is
discarded.

Deployinggore farms in different network locations inside the same ISRuites
a mechanism to redirect traf ¢ destined for the customeeésnork not to one but to
manygorerouters. This is handled easily by having themerouters advertise the same
most speci ¢ address pre x and letting the routing protodetide where to redirect the
traf ¢ based on shortest path routing.

In the multiserver con guration, eadjore server maintains its own set distinct set
of admissible clients. In an idea scenario, each serveragetxjual share of incoming
traf c. Since the origins of incoming traf c change from tinto time, static address
block assignments are unlikely to divide properly incominaf c among available
servers. This calls for a dynamic address assignment scteer@duce load imbalances
between the servers. This calls for frequent recon guratié the gore router, which
can be achieved by simply loading a new con guration le.

We can thus assume eaghbre servers gets an equal share of incoming traf c and
equal shares of burden of legitimate clients. The le comitay the rewall rules is
kept on an a shared le system to keep timre servers in sync. Each server polls the
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rules le periodically to get the latest set of Itering rideand apply only rules assigned
to it. To prevent simultaneous modi cation of the rules ke server has to acquire and
release alock le before and after making changes to thesride This approach works
reasonable well with a small numbergdreservers. We did not observe any problems
related to lock contention, but keeping synchronized copfedata across a network is
a solved problem, and we did not worry about this part of thelémentation too much.

Since differengore servers process different sets of legitimate cliegtse server
must be deterministically associated with incoming trafrom a speci ¢ source ad-
dress. To achieve this, we use a Cisco router with policyethasuting (PBR) on source
address pre xes to forward incoming traf ¢ goreservers. Using fast-switch PBR, the
Cisco router can forward at line rate.

3.2 Experimental Results

Our rst goal after deploying our testbed was to quantify eystem's capacity and
performace under normal (non-attack) conditions. To thet e measured latency and
throughput from legitimate clients outside the ISP netweéoka server running inside
the customer's network. We useégerf to measure the capacity of the lineg., the
maximum TCP throughput between a client and the servemé&mnrore, we computed
the round-trip delay using a combinationtaicerouteandping. The term “round-trip”
is somewhat misleading, because traf ¢ originated from ¢hent is routed through
gore when redirection is turned on, while the reply traf ¢ usesieedt path. As we
expected, there was no measurable impact on the tcp thratighgerved between
the direct connection and when we enabigde Moreover, we measured a minimal
increase of 0.2ms in latency due to the addition of GRE turfieé effects of non-
optimal routing were below our measurement threshold.

Next, we measured the performance of our system under attattk multiple
clients trying to access the customer's server. Figure 4vshbe measured through-
put and round-trip latency as we increased the number ofatkewles. The change
in throughput and latency between non-redirected andeetdid traf c is mostly at-
tributable to the overhead of delivering packets throughGIRE tunnel. Each admitted
legitimate client adds a NAT “prerouting” rule and a “forwiédrule to net lter. This
implies two additional rules are evaluated per packet alrfior each admitted client.
To ensure that we are measuring worst-case performancggtinee address of the-
gitimatetraf c is added at end of iptables chain to ensure travers#h® entire set of
packet lter rules. Even when two chains of over 2,000 rulesaveach added to the
systemgorewas able to maintain a throughput almost identical to eiffedine capac-
ity. The drop in TCP throughput ongorewith 10,000 rules indicated a CPU overload
on thegoreserver. This overload was due to fact that net Iter storesrthies in a linked
list requiring linear time to search for a matching rewalle. As a consequence, when
we increase the size of the rewall rules we also increaseatheunt of time required
to process each packet. Given the size of the ltering rulesscan compute the max-
imum threashold of packets a machine can process per se&dmkh- or trie-based
implementation would have an almost constant access tigerakess of the number
of sources, and should be used in a production system, asnd¢naied by Hartmeier
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[10]. Thus, our results should be viewed as a lower bounchcdigh we cannot mea-
sure latency directly, we could infer from the round-tripaserements that it increased
linearly.

Fig. 4. (Left) Throughput of legitimate traf ¢ with an avera ge DDoS attack packet size of
1024 bytesvs.the number of legitimate clients. (Right) Round-trip time of traf ¢ with an
average DDoS attack packet size of 1024 bytes for differentumbers of clients.

Next, we measured the throughput and latency to the serven wie customer is
under DDoS attack. We use the traf c generatgrfrom IS to create attack traf c. We
measured performance by varying the arrival rate of thelatiaf c. We set uptg to
generate CBR traf ¢ at different rates.

Figures 4 shows the measured throughput and latency fainkege client traf-

c of a DDoS attack. In this case, the attacker uses an avepagket size of 1024.
The gures show a scenario where the performance is mostly-6&und instead of
network-bound. An ISP's internal links have enough capaaitcarry a large amount
of both attack and legitmate traf c. DDoS traf ¢ pushes thegitimate client traf ¢
aside and introduces a precipitous drop in throughput. &piéitnate client traf ¢ with
1,500 clients is on the verge of overload when the DoS trafrivas at a rate of 50,000
packets per second (pps). At lower packet ratgpee server can service many more
clients before it gets overloaded. Of course, without atithg thegore system the at-
tack traf c would have congested the customer's network ptately. With gore only
the Itered traf cis allowed to pass through and thus onltlaarized clients are allowed
to exchange data with the customer's network.

For our multiserver study, we focused on the scalabilityhefdystem. We generated
legitmate traf ¢ along with DDoS traf ¢ from multiple souss. Since thgore server
selection is based on the source address, we assigned addresses of attackers such
that the attack traf ¢ spread evenly amoggre servers. The legitmate traf ¢ gets the
remaining capacity through one of tgereserver.

Figure 5 left shows throughput of legitimate traf ¢ under attack rate of 50,000
pps. We ran the experiments with 1, 2, 4, anddBe servers. Assuming the legitmate
client traf c is is a small percentage of overall incomingtftc, the legitimate client's

7 www.ip-measurement.org/tools/trag.html
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Fig. 5. (Left) Throughput of legitimate traf c under DDoS ar rival rate of 50,000 packets per
second. (Right) System performance contour graphs: we meased the maximum traf ¢
threashold for different number of legitimate clients as weincrease the amount of servers
in a gorefarm.

bandwidth with two servers is roughly equivalent to the haiath of a single server at
half of the attack rate, yet twice as many clients are preteddoubling the number of
servers protected roughly four times as many legitimaentdi for the same traf c rate.
We repeated these experiments under different attackaatksbserved similar scaling
factors.

Figures 5 right shows number of legitimate clients that aasdpported for a given
attack traf c rate and number of servers. The experiementatestrated the scalability
of our gore solution to multiple servers. As long as internal link capaof the ISP
is large enough to handle attack traf c, the ISP can alwaybsmadregoreservers and
centers throughout its network to handle DDoS attacks.

The experiments with DDoS traf ¢ demonstrate that perfonggis mostly CPU-
bound until the network becomes saturated. To determineuh&er ofgore centers
to deploy in the system, we need to know the expected arratal of attack as well
as desirable number of legitimate clients. These can beigiomed in advance, using
measurements done by either the customer or the ISP undaehload conditions.

4 Related Work

The need to protect against or mitigate the effects of Do ktthas been recognized
by both the commercial and research world. Some work hasdm@ntoward achieving
these goal®.g.,[1,11, 3,12, 2, 13]. These mechanisms focus on detectingpiinee of
DoS attacks in progress and then countering them, typibglfypushing” some Itering
rules on routers as far away from the target of the attack ¢éogk to the sources) as
possible. The motivation behind such approaches has bedaltiv rst, it is concep-
tually simple to introduce a protocol that will be used by latigely small subset of the
nodes on the Interneité., ISP routers), as opposed to requiring the introduction of ne
protocols that must be deployed and used by end-systemen&eatese mechanisms
are fairly transparent to protocols, applications, andtilegte users. Unfortunately,
these approaches by themselves are not always adequate.
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The approach most similar to ours is a commercial offerindRinerhead [14]. It
tries to characterize and detect bad traf ¢, and “scrub”dfdse forwarding the clean
traf ¢ to the customer. Also, it employs MPLS rather than antmnation of OSPF and
GRE to redirect traf c,

Blackhole Itering is a popular technique against DDoS elttaand is employed by
many ISPs. The scheme sets up a redirection to a pseudéageullO by advertising
routes for hosts or networks under attack. The techiquelaibi use of packet Itering
through access lists, which could impact the performancewdér. The scheme requires
deployment of a network intrusion detection system to atdithe routing change. The
main concern with the approach is that it effectively disoects the network it is trying
to protect from the rest of the Internet, essentially adhigwhat the DDoS attackers
try to achieve in the rst place. In addition, the scheme doessupport Itering of
packets at layer 4 or above.

The NetBouncer project [15] considers the use of clienttitegcy tests for lter-
ing attack traf c. Such tests include packet-validity te¢.g.,source address valida-
tion), ow-behavior analysis, and application-speci csts, including Graphic Turing
Tests. However, since their solution is end-point based, susceptible to large link-
congestion attacks.

The SOS architecture [16, 17] combines the notions of aildiged rewall [18]
inside the network, overlay routing, and aggressive padieging near the target of
the attack to only allow traf ¢ from “good” sources to readketprotected site. Traf-
c from legitimate users, who can be authenticated by anyhef overlay nodes, is
routed over the overlay to a speci ¢ node that is allowed tovéard traf ¢ through the
Itering router(s). WebSOS [4] is a speci ¢ instantiatiorf the SOS architecture for
web services, and uses Graphic Turing Tests [5] to discateibetween zombies and
human-directed accesses to a web serveyolewe use Graphic Turing Tests to enable
access to the attacked site for all types of traf ¢ (not jusbviraf c). Unlike WebSOS,
goreuses a centralized approach; while deployment in a piecd{faghion without the
ISP's collaboration (as was the goal with SOS) becomes isibles it offers a natural
model for a service offered by an ISP that has control over tredwork topology and
internal routing.

5 Concluding Remarks

We presentedore, a routing-assisted defense architecture against distdbdenial of
service (DDoS) attacks. The goal of our system is to provigiranteed access to a
network under attackgore routes all traf ¢ destined to the network under attack to
pre-constructed, ISP-controllggbre proxies, where servers lter out attack traf c and
pass authorized traf c onward. We use web-based clientitegty tests to identify
legitimate users, where the de nition of legitimacy is l&ftthe customer; once the test
is passedgoretransparently redirects all traf ¢ from the user (not justlwtraf c) to
the network under attack using GRE tunnels. In this manngrapproach is similar to
the way mobile users currently access commercial wirelessarks.

Our experimental results using a PC-based testbed shovgdhais a viable ap-
proach, as its impact on the ltered traf c is minimal, in tas of both latency and
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throughputgore can be scaled up as needed to support larger numbers ofscliedt
customers. Our architecture can be deployed incremetuallydividual ISPs, does not
require any collaboration between ISPs, and requires na cadidns to either server-
or client- software. Furthermore, our system allows an 5&ffer DDoS defense as a
value-added service, providing an incentive missing frdheoproposed mechanisms.
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