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Learning Objectives

Packet Switched Networks.
Protocols.

The ISO Open System Architecture
TCP/IP Main Features.
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A message broken down into four packets.

Packets have a maximum size.

MESSAGE
P1 P2 P4
N— _
——
four packets
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A message broken down into four packets. Each packet has a
header, which includes source (A) and destination (B).

MESSAGE
A A A A
= P1 = P2 = 51 P4
\_V_A
packet
- header .
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Host A router 1 router2 router4  router 6 Host B
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Protocol Used in a Phone Conversation.
—.._____Ring Ring Ring

Hello, Alice speaking.
Hi Alice, thisis Bab.

Hi Bob, blablabla... [PAUSE]

Blablabla...?

Bye Alice. Nice taking to you.

Connection
termination
phase

Bye Bob. Nice talking to you too.
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Protocol Data Unit (PDU)

A

— B

- Payload

H_J \ )
Fields of the Trailer
header.
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At the sending computer: datais generated at the
application layer, which adds the application layer
header (H) before passing the PDU down.
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I SO Open System I nterconnection Reference Model

Application Layer H | Application Data
Presentation Layer H [Presentation Layer Data
Session Layer H Session Layer Data
Transport Layer |H| Transport Layer Data | segment
Network Layer H Packet Data Packet
Data Link Layer | |H| 0110001110010110110001%3a™ | Frame
Physica Layer J_I_I_I_
1 010 1
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At the receiving computer: PDUs are processed
and their payload is passed one level up until
the application layer is reached.
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I SO Open System I nterconnection Reference Model

Application Layer H | Application Data

Presentation Layer H [Presentation Layer Data
Session Layer H Session Layer Data

Transport Layer |H| Transport Layer Data | segment
Network Layer H Packet Data Packet
Data Link Layer | |H| 0110001110010110110001%3a™ | Frame
Physica Layer J_I_I_I_

1 010 13
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1SO OSl Model

» Physical layer: electrical signal levels.
« Datalink layer: point to point (e.g., between
two routers, between host and router). Error

detection, error recovery, and flow control
at the datalink layer. Example: HDLC.

* Network level: host-to-host and includes
routers. Main functions: routing and
addressing. No end-to-end error recovery:
best-effort. Example: |P.
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|SO OS| Model (cont’d)

Transport level: End-to-end process to process.

— Connection-oriented: End to end error detection and
recovery, flow control, and congestion control.
Example: Transport Control Protocol (TCP).

— Connectionless: no end to end functionality except
process addressing. Best effort. Example: Universal
Datagram Protocol (UDP).

Session level: End-to-end session establishment.
Example: Secure Sockets Layer (SSL). Note: the
encryption and compression part of SSL fits best
into the Presentation level.
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|SO OS|I Model (cont’d)

Presentation level: in charge of data
transformations (e.g., encryption,
compression, code conversion).

Application level: what is | eft.

The levels above the transport level are not
necessarily organized according to the OS
reference model.

ved
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Window mechanism

» Many protocols use a sliding window
mechanism as part of flow and error
recovery control.

o Examples:

— Transmission Control Protocol (TCP)
— High-level Data Link Protocols (HDLC)

17
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Window Window mechanism
PDU 7 sent
7 but not
ACKed
sender receiver 18
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Window mechanism

7 PDUs7& 8
8 sent but not
ACKed
sender receiver 19
. o
Window Window mechanism
8 7 8 9 16(17|18|19(20|21
7
8 PDUs7,8& 9
9 sent but not
ACKed
sender receiver 20
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Window

A —

—

—

Window mechanism

S8 7 8 9 10 16(17|18|19(20|21

7
8
9 PDUs 7-10
10 sent but not
ACKed
sender receiver 2
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Window Window mechanism

8 [EI ] a]a2]58]54[38[a6]a7] 15] 19| 20] 21
7
8
9
10 PDUs7& 8
aeACKed.
ACK 7,8 The window

sender
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dides.

receiver 2
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TCP Basics

23
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TCP/IP

Host A Host B
GET http://lwww.server.com/doc.html
HTTP file doc.html HTTP
TCP SYN, FIN, DATA, ACK TCP
P P

Router

network 2

network 1
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TCP Connection Establishment

host A

connectlan
closed by A

______s\cﬂ___—_b
-————_m———_—

AGK
—_—_——————_.._

—————bala
I v 1 ARy
—————ﬂ'ﬂ____*
HMN
Y ——
-————_ﬂ_————

host B

T new connectlon
In Incomplete

L "I ' connectlon queue
during this time

*=———___connectlon

ACK closed by B
— sk
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TCP Segmentation
Host A application data Host B

Al — A
°| (1 °
P P
T T
C C
P Router Router P
I I I I
P P P P
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TCP Segmentation I TCP Header
Host A Host B
A A
P | | P
Application data]
T T
c|l] c
P Router Router P
[ I I [
P P P P
w 27
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TCP Segmentation I TCP Header
Host A
I Packet Header Host B
A A
P | | P
P \\ \ P
T T
c| I C
P Router Router P
| three | | |
P packets P P P
w 28
ved
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TCP Segmentation

I TCP Header
Host A I Packet Header Host B
A A
P | | P
P \\ \ P
T T
C I: C
P Router Router P
I I I I
P P .j.] P P
29
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TCP Segmentation I TCP Header
Host A I Packet Header Host B
A A
P | | P
P \\ \ P
T T
C I: C
P Router Router P
I I I I
P P P .].] P
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TCP Segmentation I TCP Header

Host A I Packet Header Host B
A A
P | | P
P \\ \ P
¢ e :
C I: C
P Router Router P
I I I I
P P P .j.] P
31
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TCP Segmentation I TCP Header
Host A Host B
A A
P | | P
P \\ \ P
¢ i :
Cl L I <
P Router Router P
I I I I
P P P P
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TCP Segmentation
Host A application data Host B
| (I Tm |-
P P
T T
C C
P Router Router P
I I I I
P P P P
(v 33
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TCP Retransmission
Host A application data Host B
Al — A
P LI P
P P
T T
C C
P Router Router P
| I I |
P P P P
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TCP Retransmission I TCP Header
Host A Host B
A A
P | | P
Application data]
T T
c|l] c
P Router Router P
[ I I [
P P P P
w 35
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TCP Retransmission I TCP Header
Host A
I Packet Header Host B
A A
P | | P
P \\ \ P
T T
c| I C
P Router Router P
| three | | |
P packets P P P
w 36
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TCP Retransmission

I TCP Header
Host A
I Packet Header Host B
A A
P | | P
P \ \ P
c|l] c
P Router Router P
[ I I [
P P .j.] P P
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TCP Retransmission I TCP Header
Host A
I Packet Header Host B
A A
P P
P Middle packet P
was dropped
T T
C C
P P
[ [
P P
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TCP Retransmission

I TCP Header
Host A
I Packet Header Host B
A A
P | | P
P \\ \ P
c|l] c
P Router Router P
[ I I [
P P P ‘I P
w 39
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TCP Retransmission I TCP Header
Host A Host B
Middle packet
A was dropped: A
P | | TCP requests P
retransmission
P \\ \ P
¢l m1 Mijc
P Router Router P
[ [ [
P P P P
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TCP Retransmission I TCP Header
Host A
I Packet Header Host B
A A
P P
P P
T T
c 0] c
P Router Router P
| | | |
P .j.] P P P
w 41
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TCP Retransmission I TCP Header
Host A

I Packet Header Host B

A A
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TCP Retransmission I TCP Header

Host A
I Packet Header Host B
A A
P P
P P
C ] C
P Router Router P
[ I I [
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w 43
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TCP Retransmission I TCP Header
H A
ost I Packet Header Host B
A A
P P
P P
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P Router Router P
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TCP Retransmission
I TCP Header
Host A Host B
A A
P P
P P
C LA
P Router Router P
[ I I [
P P P P
w 45
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TCP Retransmission
Host A application data Host B
A —_— A
P [T ([ |P
P P
T T
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P Router Router P
[ I [ [
P P P P
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TCP: Window Mechanism
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oan send these
seqments

oannat send
unt!l window
opens
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TCP: Window sizevstime (in
RTTY)

Window
Size

(segments) J

doplieste ACK lirpecot duplicate ACK

iH
0T Windowe Bz

Tinlsegae di)
14
15
4
13 —
12 f—
11 I
il —:
. I
£
T
& Fel i wh T
5
4
3
2
1 T R T T

I 3 4 5 & 7 8

f+—slonw st _+_gsgﬁ|:eﬂ

© 2002 D Menascé All Riahts Reserved

L L - Y E Y L T A e ' e e Bk e AL

—+fa— glong glarl -fw——  congestion avaidance

Time (in RTTs) “®

24



TCP Throughput and
Window Size

 TCP sslow start mechanism: since TCP does
not know the RTT nor the effective
bandwidth of a TCP connection, it starts with
asmall window size (low throughput) and
adjusts the window size according to the rate
ACKs arereceived.

 Short-lived TCP connections tend to operate
well below the maximum throughput!

49
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TPC Window Size Variation

* During slow start: window size doubles
every RTT.

 During congestion avoidance: window size
increases by oneeach RTT.

50
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TCP Throughput

* Dependson:
— Packet Loss Ratio
— Round Trip Time

— Wm: Maximum Receiver Window Size (advertised by
the receiver at connection establishment time)

— TCP timeout
— Network Bandwith
— Maximum Segment Size

51
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TCP Throughput
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