Proposal for International Cyber Center

(International Center with focus on IT Development and Security)
Co-Directors:  Donald (Andy) Purdy, Jr. and Arun Sood

Start Date:  Public announcement on completion of initial organizational effort.

First Public Event in Organizing Process:  
Symposium on International Cyber Security Collaboration on Research and Development
http://cs.gmu.edu/~lics/ - March 14, 2008

Proposal:
Create an international center based at George Mason University to focus on information technology and cyber/information risk.

Purpose:
To promote collaboration, information sharing, regulatory effectiveness and restraint, training, program piloting, and governance/compliance efforts within and among governments and private entities, to address issues related to information technology goals and issues, and effective risk management.
Org Location:
Initially reporting to the Provost Office. This center has overlap with activities and expertise in many units: ITE, SOM, SPP, Law. We take the multidisciplinary aspect of the Center very seriously. Notice that the background of the two Co-Directors is quite different. We do have in common a commitment to innovative solutions to the complex problems in cyber security, and the conviction that these must be addressed on an international scale. Thus, we suggest that, at least initially, it is appropriate to have the center report to the Provost office. 

Term:
Five years.
Actions:
The following are the proposed issues and actions for the center to consider focusing on, with the timing/prioritization to depend on the interests of key partners and stakeholders, and opportunities presented by available funding:

1.
Promotion of information technology capability and infrastructure, and internet connectivity to the citizens in the emerging world, in a manner that strives to be consistent with ever-improving security best practices and standards, and is demonstrably sensitive to privacy concerns, and the need to have a decreasing impact on the environment;

2.
Creation of an international collaboration framework involving key government, academic, and private sector partners to address the cyber risk to the global information infrastructure;

3.
Promotion of information security and assurance awareness by users, security professionals, and providers;

4.
Promotion of cyber defense “best practices” by sharing information on tools, procedures, and policies;

5.
Beginning with a pilot in Virginia, development and promotion of state cyber best practices and creation of infrastructure that is integrated into state all-hazards capabilities for collaboration and information sharing regarding cyber risk, and coordinated response to cyber incidents.

6.
Facilitate development of policy frameworks for privacy and security keeping in view the local conditions in emerging countries;

7.
Promotion of capacity building of national computer emergency response/readiness teams and incident response teams (CERT and CSIRT) and infrastructures, and information sharing and collaboration among them, to assess and mitigate the risk to the global and regional information infrastructure;

8.
An initiative to reduce the amount, seriousness, and impact of malicious cyber activity and cyber crime by promotion of information sharing and collaboration (and status/progress reporting) among law enforcement, the private sector, and other government organizations;

9.
Promotion of IT and IT security-related research and development on issues related to these goals, by facilitating information sharing and collaboration among private sector and government (and government-financed) entities, and academic institutions.  
10.
Promote collaboration and information sharing about existing and developing compliance and regulatory frameworks designed to strengthen data privacy and computer security in the emerging world, building on and integrating with, the available international cyber infrastructure, and the international cyber crime prevention efforts.  
Leadership:
The founding leadership of this center as Co-Directors, will be Donald A. (Andy) Purdy, Jr., Esq., who headed the National Cyber Security Division (NCSD) and US-CERT, of the U.S. Department of Homeland Security, and Dr. Arun Sood, of the Computer Science Department of George Mason University.  The Co-Directors will report to the Provost.
It is anticipated that the first full-time and part-time staff members will be individuals with experience working with international or national IT or cyber security entities or other IT stakeholders.   
We anticipate forming an advisory board for the center that will include prominent persons from the global IT community, and a team of Senior Fellows.  Other domestic organizations we will seek strategic partnerships with include, for example, the Internet Security Alliance, the Information Technology Association of America (ITAA), the U.S. Chamber of Commerce, the Business Roundtable, and BITS.  International organizations would include the OECD, the European Union (perhaps through their cyber organization, ENISA), WITSA, APEC, FIRST, JP-CERT, AusCERT, and the OAS.

Significantly, we also anticipate that faculty from GMU and, perhaps other universities, will serve actively in one or more affiliate-type capacities, and benefit from center funding sources for research, writing papers, working group and special project participation, and travel to conferences and training sessions.
Business Plan:
Long-term vision:  it is envisioned that within 12-18 months this center will be permanently self-funded with corporate and governmental grants, contracts, and corporate sponsorship revenues from conferences, webinars, workshops, and training activities; and contracted research and special projects. 

Activities during first 12-18 months:  


We will pursue the priority information gathering actions described in the appendix to this document (which in each case will include surveying for existing and potential funding sources on that issue) and the priority short-term potential funding activities detailed below.  Some of these activities have potential of overlapping the CIP project agenda; we will make sure that we work cooperatively with the CIP team.  We will involve CIP in our international and VA state efforts, to gain increased visibility for the CIP program.   

Major activities for consideration during 2008 and 2009 are 

· a 2008 Cyber Workshop for the All Hazards Consortium;

· an international cyber conference series (featuring R&D) beginning in 2008;

· an international series of regional workshops for CERT capacity building beginning in 2008;

· a national and international initiative for public-private collaboration and information sharing regarding collection and sharing of data (perhaps, fee for service) on malicious cyber actors and enablers; and

· a pilot program to form a model state CERT, perhaps in Virginia, as part of this proposed initiative to develop and promote state/local cyber best practices and the creation of infrastructure that is integrated into the state’s all-hazards capabilities for collaboration and information sharing regarding cyber risk, and coordinated response to cyber incidents.
· use serious games technology to exercise the ability of public and private organizations to respond to complex cyber incidents, develop best practices for cyber threat management and meeting the compliance and regulatory requirements.

Funding sources:

This center will compete for grants and contracts from the usual federal government agencies – NSF, DOD, DHS.  The Center Directors are interested in leveraging the multidisciplinary and transnational flavor of the center to explore other funding opportunities. The scope of the center and its impact on emerging countries would also appeal to UN agencies like World Bank, ITU; Ford Foundation and other large foundations; and the private sector. The Center Directors are going to make a special effort to increase corporate involvement. This is not going to be easy, but we claim some recent successes. For example, the CS Partners Day was an event that brought people in, and it was financed by industry; in December 2007 Lockheed Martin gave a $200K contract award; in March 2008 CIT announced an award in which Northrop Grumman is going to provide matching services. The total value of this (including indirect): $200K including $85 K from NGC in form of critical performance and vulnerability testing support needed to do the project.
Short-term priorities:

1.
Cyber Security Workshop for the All Hazards Consortium (AHC)

Continue to work through the AHC to plan, schedule, and conduct a national Cyber Workshop during 2008 that will result in a white paper that will articulate the requirements that states have for cyber security capabilities and resources, and the gaps in information sharing and collaboration between and among the states and others in government and the private sector.  This white paper will be used to gain additional funding from Congress and others to meet these requirements.  Expect that a decision will be made by early January on which State will host this effort, and when it will be scheduled in 2008, probably in the 3rd for 4th quarter.

2.
CERT Capacity Building


Form an informal alliance with key universities (e.g., Carnegie Mellon, Georgia Tech) and international organizations (FIRST, ITU, NATO, EU, OAS, APEC, OECD, ENISA) and world-class, national CERTs (US-CERT, JP CERT, TW-CERT, AusCERT, GovtCERT-NL, Hungary CERT) to identify resources, requirements, and prioritization of gaps that must be addressed.

Work with the Commerce Department NTIA to partner with international organizations (e.g., the ITU (International Telecommunications Union) Development Office) to launch and fund a series of regional CERT capacity building workshops (totaling 5-20 in all) throughout the developing  world in 2008 and 2009, to follow up the current awareness-raising workshops now being conducted by the ITU which officially conclude in April 2008 (although there is an outlier workshop set for next October in Sophia).


Based on input from efforts to date and informed by the ongoing and to-be-planned workshop series, identify possible requirements for a follow-up, more granular third phase series of regional training workhops and/or webinars and web-based training focused on national and significant CERT/CSIRT efforts at the national level. 


Plan and execute a series of very granular, national training engagements for national CERT/CSIRT teams to be held from 2008 to 2012 (duration TBD, but in the range of four to ten weeks each).  

Schedule periodic regional sessions for national teams that will be held at least annually going forward.

3.
Malicious cyber activity meeting/workshop and data collection/information sharing initiative


In partnership with the National Cyber Forensics and Training Alliance, Carnegie Mellon, the Internet Law Group, InfraGuard and the Electronic Crimes Task Forces, convene a meeting in February or March 2008 to discuss the need for collaborative data collection and information sharing regarding malicious activity in cyberspace, and the need to track progress in all efforts against the malicious actors and enablers.

4.
International cyber security/information assurance R&D conference series


Continue working with the European Union, the Internet Security Alliance, and the U.S. interagency cyber R&D committee, to plan and execute the first in a proposed annual series of R&D conferences in later this year, perhaps in Europe, designed to promote collaboration and information sharing regarding R&D requirements, initiatives, and longer term public-private planning to address the long-term hard problems facing cyberspace.

5.
Federal Pilot for Virginia CERT model for the states

Seek Federal support for a Virginia-based program to form a Virginia CERT as part of a proposed pilot initiative, in collaboration with the Multi-State ISAC, to develop and promote state/local cyber best practices and the creation of infrastructure that is integrated into the state’s all-hazards capabilities for collaboration and information sharing regarding cyber risk, and coordinated response to cyber incidents, that permits state and local government agencies and entities, and private organizations and companies of all sizes, to opt-in to a state-wide fee-for-service capability for situational awareness, preparedness, and incident response.
Longer term:

With partners and sponsors, convene an annual international conference involving the key stakeholders in the global information infrastructure, to focus on the current state of the global risk and mitigation efforts.  Sponsorship will fund not only the conference, but a secretariat function to provide logistical support to working groups that will meet virtually during the year between conferences on major cyber risk issues of global importance.  Such issues might include:

· Risk to the internet infrastructure

· International watch and warning/incident response capability

· Software assurance

· Law enforcement – malicious activity collaboration between law enforcement, non-government law enforcement, academia, and private sector

APPENDIX - SHORT-TERM RESEARCH EFFORTS

1.
IT to the developing  world

a.
prepare a scoping document that details:

· the various pronouncements, and the status of past and current efforts by governmental organizations, nonprofits, and academia;

· draft list of generic and specific partners who can help drive success in these efforts;

· involve the private sector companies operating in the country;

· a notional set of “requirements” that have been identified by organizations and their products and the funding that would be needed to meet those requirements;
· a draft list of funding target organizations that have, are, or may be providing funding opportunities in the future; and a draft prioritized target and subject matter list and time frame for pursuing funding.

b.
Circulate the scoping paper for comment to individuals/organizations who/that have been or are involved in these efforts

c
Convene a meeting/videoconference/conference call to discuss the revised document and the path forward and to identify partners who are willing to collaborate on these efforts and be referenced as in support of funding and action.

2.
CERT Capacity Building – pursue the same process as for “IT to the developing world”.  In addition:
· build the software infrastructure to set up CERT rapidly;

· provide early stage support for CERT;

· formulate a transition plan to ensure rapid transfer of operations to country- based talent;

· leverage the facilities at existing CERTs;

· review current international efforts done by DoD for an initial startup;

· identify research areas that would simplify CERT implementation and improve on-going operations.

3.
International cyber security/information assurance R&D conference series

· Prepare inventory of sources of information regarding national, then international, R&D efforts

· Create listing/database of current national and international R&D conferences

· Identify need for creating a clearinghouse/website for R&D initiatives and results

4.
Data security and privacy

· Prepare an inventory of governmental and private sector cooperative (e.g., associations) security and privacy regulations and compliance requirements.
· Create a listing/database of current national and international conferences on security and privacy regulations

· Identify need for creating a clearinghouse/website for such regulations

· Develop alternative strategies from which emerging countries could choose.  

· We will create environments in which emerging countries could validate their plans.  We will begin by exploring issues in relation to financial, health, law enforcement agencies suitable for the emerging countries

· Seek funding – Incorporate input from the paths described above, formalize partnerships as needed, and seek funding from foundations, government, academia, and private entities.
· Develop tools for security awareness studies and tracking in private and public sector institutions.
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