Update Regarding Initiatives of the International Cyber Center
Purpose:
This document provides updated information about the pre-announcement activities of the International Cyber Center as background for consideration of possible partnerships and sponsorships, and individual participation in the initiatives.
Background:
Center has been chartered by GMU.  Public launch of the Center will await funding and achievement of specified, preliminary objectives, hopefully by 7-1.  
Mission:
Purpose of the Center is to facilitate strategic collaboration and information sharing regarding priority global cyber issues and initiatives, such as: 
· IT proliferation/CERT capacity building in the developing world

· Researching past and current efforts (e.g., OAS and ITU) to seek partners and develop funding proposal

· Discussions with the World Bank about Central Banks’ capacity building in developing world

· Framework to address cyber risk to global information infrastructure

· Requirements for global cyber preparedness – situational awareness, analysis, information sharing, response, and recovery
· Discussions with US-CERT, JP CERT, Hungary CERT, and CMU and Georgia Tech

· Plan to build real-time information sharing capability recommended by Commission for the next administration

· Malicious activity/cybercrime – collection and sharing of data regarding malicious actors and enablers, and coordination to reduce frequency, impact, and risk

· National Cyber Forensics and Training Alliance (NCFTA) partnership

· Internet Law Group partnership

· Research and development to better assess and mitigate risk and address long-term hard problems in cyberspace

· Stress interdisciplinary teams

· EU R&D collaboration – Fall Conference in Europe planned for Europe, following on an international R&D Forum on March 14 at GMU Law School - (http://cs.gmu.edu/~lics/)

· Intrusion Tolerance – supported by Lockheed, VA CTRF /Northrop Grumman

· Metrics  partner to propose metrics for organizations/sectors
· Botnets – proposed paper on strategic approach
· Resilience

· Aggregating Data Security Compliance Requirements (GLB, PCI, HIPPA, SOX rationalization)

· Technology competitions/clearinghouse (e.g., exploring possible cross-agency RFIs) 
Leadership:
The founding leadership of this center as Co-Directors, will be Donald A. (Andy) Purdy, Jr., Esq., who headed the National Cyber Security Division (NCSD) and US-CERT, of the U.S. Department of Homeland Security, and Dr. Arun Sood, of the Computer Science Department of George Mason University.  The Co-Directors will report to the Provost.

Funding:
It is envisioned that within 18 months the Center’s operations will be funded by corporate and governmental grants, contracts, and corporate sponsorship revenues from conferences, webinars, workshops, and training activities; and contracted research and special projects. 

We have begun the priority information gathering actions described in the appendix to the Center Proposal that will include surveying for existing and potential funding sources for each initiative, as well as the priority short-term potential funding activities detailed below.  

Major activities for consideration during 2008 and 2009 are 

· a 2008 Cyber Workshop with the All Hazards Consortium; 
· an international cyber conference series (with a focus on R&D) beginning in 2008; 
· an international series of regional workshops for CERT capacity building; 
· a national and international initiative for public-private collaboration and information sharing regarding collection and sharing of data (perhaps, fee for service) on malicious cyber actors and enablers; and
· a pilot program to form a model state CERT, perhaps in Virginia, as part of a proposed initiative to develop and promote state/local cyber best practices and the creation of infrastructure that is integrated into the state’s all-hazards capabilities for collaboration and information sharing regarding cyber risk, and coordinated response to cyber incidents. 
· use serious games technology to exercise the ability of public and private organizations to respond to complex cyber incidents, develop best practices for cyber threat management and meeting the compliance and regulatory requirements. 
Progress:

Partners - we have begun pursuing organizations to serve as strategic partners.  The Internet Security Alliance has agreed to serve in that capacity.  We have reached tentative agreements with the National Cyber Forensics and Training Alliance (NCFTA) and the Internet Law Group to form partnership relationships.  We expect the Internet Law Group to undertake to form a nonprofit legal foundation we will partner with that will bring civil actions against malicious cyber actors and enablers.  Other domestic organizations we will seek strategic partnerships with include, for example, the Information Technology Association of America (ITAA), the U.S. Chamber of Commerce, the Business Roundtable, and BITS.  International organizations to be contacted include WITSA, APEC, FIRST, JP-CERT, AusCERT, and the OAS.
Advisory Board – we will form an advisory board with domestic and international members; in addition, we have decided to create a designation of “Senior Fellow” for key individuals who will be ex officio members of the board.  Corporate sponsors will be entitled to a seat on the advisory board. We have written to a half dozen companies to solicit sponsorships. To date, we have secured agreement from the following individuals to serve in one of those capacities: Bob Lentz, Deputy Assistant Secretary of Defense; Dan Wolf, former Director of the Information Assurance Directorate at  NSA; Ferenc Suba, of the Hungary CERT; Yurie Ito of the Japan CERT; Shamsul Safie of Malaysia, who is co-chair of the APEC-Tel Security Working Group, and Joe Richardson, formerly of the State Department. Allan Miller, former Executive Director of WITSA (the World Information Technology and Security Alliance is talking with us about a role with our Center. 

Visibility – articles we have written about the Center have been accepted for publication in the Meridian Newsletter and the ENISA Quarterly; we have been invited to write a Guest Column about the Center for Government Computing News. Andy Purdy will speak about the Center in May at security conferences in Athens, Greece and Tokyo, Japan, and in meetings with government and private officials in London.
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