
Scaling the Web

Scaling Web Sites
Through Caching

A large jump in a Web site’s traffic may indi-
cate success, but this increased interest
could turn into a nightmare if the site is

not prepared to handle the bigger load. Site
resources (processors, storage boxes, load bal-
ancers, LANs, and the like) could see their utiliza-
tion rise to levels that generate increasingly long
response times. Eventually, one of these resources
— the so-called bottleneck resource — will reach
100 percent utilization, pushing the site’s through-
put to its maximum point. 

When a Web site becomes overloaded, cus-
tomers grow frustrated with long waits and reject-
ed requests. This situation can lead to an undesir-
able loss of site-generated revenue and may even
tarnish the reputation of organizations relying on
Web sites to support mission-critical applications.

In this article, I discuss how caching technolo-
gies can improve Web site performance and scala-
bility. I’ll provide some simple quantitative expres-
sions to let designers understand the most
important trade-offs.

What Is Scalability?
A Web site is said to be scalable if it provides
adequate service even when the workload
increases above expected levels.1 We often mea-
sure service levels in terms of response time,
throughput, availability, and business-oriented
metrics such as revenue throughput. A scalable
site should be able to handle significant increas-
es in workload intensity by adding more
resources without having to change its basic
architecture. Many Web sites, for example, use
clusters of Web servers that allow the site to scale
by adding more servers (scaling horizontally) or
upgrading existing servers (scaling vertically). In
a previous column, I analyzed performance and
availability trade-offs for Web clusters.2

The type of elements that make up a Web site,

these elements’ performance characteristics, and
the way they’re arranged determine a site’s scala-
bility. I use a typical transactional Web site (one
that supports e-commerce applications) to illus-
trate the scalability issues discussed in this article.

Web Site Architecture
Figure 1 shows a typical transactional Web site’s
architecture, which is organized into multiple serv-
er tiers: Web, application, and database. Load bal-
ancers and cache servers deployed at the front end
provide a more equitable distribution of requests
to the Web servers and faster access to the most
popular Web objects.

Incoming requests are initially directed to a
cache server to determine if the Web object asso-
ciated with the request is already in the cache. In
such a case — a cache hit — the object is returned
directly to the client. If the object is not in the
cache — a cache miss — the request is directed to
the load balancer, which determines the most
appropriate Web server for the request. 

Web servers directly serve static objects, such as
static HTML pages, images, text, video, and sound
files. However, in transactional Web sites, many
requests require function execution to generate an
HTML page. Consider, for example, a user submit-
ting a search request to an online bookstore. The
Web server passes the request to an application
server, which executes an application that sends
the request to the database server and then gener-
ates an HTML page with the search results. This
page is returned to the Web server, which returns it
to the client.

Application servers implement the site’s business
logic and are responsible for executing functions
such as search, shopping cart operations, order pro-
cessing, and payment processing. Executing most
of these functions requires using the persistent data
stored in a back-end database server.
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Web Site Caching
Web resource caching is a powerful
concept for reducing latency and sav-
ing bandwidth. We find caches at
Web browsers, organization proxy
server caches, Internet service
providers, content delivery networks
(CDNs), and Web servers.3 A server-
side cache’s main purpose is to reduce
the time needed to process a request.
Server-side caches store recently
requested documents that will likely
be referenced again in the near
future. Other layers of the site archi-
tecture do not need to process these
cached documents.

We get reasonably large object-
cache hit ratios by caching a relative-
ly small number of objects: the fre-
quency of reference f to Web
documents is inversely proportional
to the rank r, which we measure in
terms of the document’s popularity.4

The most popular document has r = 1,
the second most popular has r = 2,
and so on. This relationship, called
Zipf’s law, states that f = k/r, where k
is a constant. So, the number of
accesses to the most popular docu-
ment is equal to n times the number
of accesses to the nth most popular
document.

Let’s examine how this property can
help us determine which objects to
cache in the server-side cache’s serv-
er. Assume that D documents are
stored at the site and that they are
numbered from 1 to D in increasing
order of popularity. The frequency of
access fi to document i is equal to k/i,
according to Zipf’s law. We get k by
observing 

,

thus, k = 1/HD, where the notation Hn
stands for the harmonic number
defined as

.

If A accesses to the Web site occur
over a certain time period, the num-
ber of accesses to the first m docu-
ments is

.

If the m most popular documents are
kept in a cache, the cache-hit ratio is

.

Because the number of documents
D is typically very large, we can use
the following approximation5 for HD:

HD ≈ ln D + 0.5772156649,

which means we can compute the
cache-hit ratio as

.

Figure 2 (next page) shows how the
cache-hit ratio varies as a function of

the m/D ratio of documents cached for
a collection of 100,000 documents. The
picture shows that a small number of
cached objects yields a surprisingly
large cache-hit ratio. If 2,000 documents
(2 percent) are cached, for example, we
get a cache-hit ratio of 67 percent.

This result is an interesting motiva-
tion for building cache-initiated
refresh and preload algorithms. The
cache must keep track of the popular-
ity of the objects referenced and peri-
odically refresh itself to make sure it
contains the m most popular objects.
Clearly, we would see a deviation from
this optimal situation in practice
because some Web objects expire and
object popularity shifts with time. We
must adjust the cache-refresh period to
keep the cache as close to optimal as
possible. In this context, we should
view Figure 2’s curve as an upper
bound on the object-cache hit ratio.
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Figure 1. Typical architecture of a transactional  Web site. The load balancer
routes any requests the cache server can’t resolve to one of the Web servers;
application servers are involved in processing business rules, and the database
server stores persistent data.



This analysis assumes that access
frequencies follow an exact Zipf’s dis-
tribution. Many empirical studies show
that the access pattern to Web objects
closely follows Zipf’s law.4,6 These
studies show that the relationship
between access frequency and docu-
ment rank is of the form f = k/rα,
where α is close but not exactly equal
to 1. My colleagues and I showed that
the access frequency to query terms in
search requests on e-commerce sites
also follows Zipf’s law.7 Caching the
results of the most popular searches
would be extremely cost-effective. 

We also must consider other aspects
when determining which objects to
cache. One of them is the time
involved in generating an object. Larg-
er files, for example, require more I/O
and processing, which generate and

use more bandwidth. Thus, we might
want to minimize the byte-hit ratio
instead of the object-hit ratio. This is
important because Web objects sizes
have heavy-tailed distributions.

Content 
Delivery Networks
CDNs manage thousands of reverse-
caching proxies around a network’s
edge; the CDN’s caches act as surro-
gates for content provider servers. Sites
that must serve lots of mostly static
documents (such as images, streaming
media, documents, and executables) to
many users over a wide geographical
region can benefit from using CDNs. 

A CDN uses redirector servers to per-
form a lookup service that helps it
decide which surrogate cache should
satisfy a specific request. The decision is

based on load estimates on the surrogate
caches, customer location, and value-
added services provided to customers
based on their specific characteristics
(such as location or domain). The main
advantages of using a CDN are

• Lower latency to the end user.
Requested documents tend to come
from caches closer to the user than
the originating server.

• Reduced originating server load.
Because the originating server
serves fewer requests, its band-
width, processing, and I/O require-
ments shrink.

• Increased document availability.
Several copies of the same docu-
ment are cached in more than one
location, making these documents
available even if servers fail.

• Reduced network traffic. Caches
located at the network’s edge serve
documents stored at CDN caches,
which means less traffic crosses the
network backbone.

• Better “flash crowd” handling.
Special events (such as breaking
news or the release of new
antivirus definition files) can over-
whelm certain sites by creating a
traffic surge. A CDN serving part
of the site content could create
replicas of the data as needed to
cope with demand fluctuation.

Consider a company Web site that
receives 10 requests/sec. Table 1 shows
a breakdown of file types and sizes.

How much bandwidth can the Web
site save if a CDN served all documents
(except for the dynamically generated
ones)? To answer this question, we
must determine how many bits per
second the CDN serves instead of the
Web site. Using Table 1’s data and an
arrival rate of 10 requests/sec, we get
the following saved bandwidth:

10 × (0.65 × 18 + 0.15 × 15 + 0.04
× 324 +  0.03 × 12,000 + 0.01 ×
1,336) × 8 × 1,000  = 32 MBPS

In general, the saved bandwidth B is
equal to
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Figure 2. Object-hit ratio versus the fraction of objects cached. Two percent of
the objects in the cache yield a 67 percent cache-hit ratio.

Table 1. File type and size breakdown.

File type Percent Average size (Kbytes)

Static HTML 65 18
Images 15 15
PDF 4 324
Video clips 3 12,000
Other downloads 1 1,336
Dynamic content 12 0



,

where λ is the average arrival rate of
requests, fr is the percentage of
requests of type r, sr is the average size
of the result of requests of type r, and
R is the number of types of requests
served by a CDN. Obviously, Web sites
must compare the cost savings in
bandwidth and site infrastructure
accrued from using a CDN against the
cost of storing and disseminating Web
documents using a CDN. 

Final Remarks
With Web site caching, Web content
accelerates because documents likely to
be requested are maintained in the
cache. This approach requires all
incoming requests to pass through the
cache first. Consequently, the cache
server must have the capacity to han-
dle all incoming traffic plus the cache
update requests caused by cache misses. 

More precisely, suppose that a site

receives λ requests/sec. If the cache-
object hit ratio is equal to h, then λ × (1
– h) requests/sec are passed on to the
Web servers. If the cache must be updat-
ed for each miss, the cache must process
an additional λ × (1 – h) requests/sec,
making the total load on the cache
equal to λ (2 – h) requests/sec. 

In most cases, CDNs only cache sta-
tic objects. However, the growth in the
number of dynamically generated Web
pages calls for new techniques to
cache dynamic content as well.8
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