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Abstract

Grid computing promises to become the future computing paradigm for enterprise applica-
tion after having shown to be a quite effective computing paradigm for resource-intensive
scientific applications. Large scale grids are complex systems, composed of a large number
of components belonging to disjoint domains. Planning the capacity to guarantee quality
of service (QoS) in these environments is a challenge because global Service Level Agree-
ments (SLA) depend on local SLAs, i.e., SLAs established with components that make
up the grid. These components are generally autonomous and join the grid as part of a
loose federation. This paper investigates some of the relevant issues that must be con-
sidered in designing grid applications that deliver appropriate QoS: definition of metrics,
relationship between resource allocation and SLAs, and QoS-related mechanisms.

1 Introduction

Grid computing is not only a mainstream computing para-
digm for resource-intensive scientific applications but it also
promises to become the future computing paradigm for en-
terprise applications. A recent survey by Forrester Research
indicates that 37% of the companies surveyed are in some
stage of piloting or implementation of grid; 41% use it for
financial analysis and modeling, 41% use it for typical busi-
ness applications, and 26% use it for scientific or engineer-
ing calculations [32].

The grid enables resource sharing and dynamic allocation
of computational environments composed of components
from different domains, thus increasing access to data, pro-
moting operational flexibility and collaboration, and allow-
ing service providers to efficiently scale to meet variable
demands. All these factors contribute to increase the pro-
ductivity and the utilization of an enterprise’s infrastruc-
ture.

Large scale grids are complex systems, composed of large
numbers of components belonging to disjoint domains. Plan-
ning the capacity to guarantee quality of service (QoS) in
these environments is a challenge because global Service
Level Agreements (SLA) depend on local SLAs, i.e., SLAs
established with components that make up the grid. These
components are generally autonomous and join the grid as
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part of a loose federation. Only if all these partial SLAs
are satisfied, will the global SLA be satisfied. To under-
stand how this can be achieved and how the global and
partial SLAs can be specified and then met, it is essential
to understand the architecture of the grid, the impact of
grid resource allocation on SLAs, the dependencies among
grid QoS metrics, the relationships between the QoS and
SLAs mechanisms, and the main mechanism to achieve
good QoS.

To address the above issues we use an example-driven ap-
proach. We consider an insurance company that decides
to adopt a grid infrastructure to run complex and rich risk
assessment models that will allow the company to be com-
petitive and to increase customer retention and acquisition.
From this motivating example, we define the grid-related
QoS metrics, the relationship between QoS and SLAs, and
the mechanisms to achieve QoS in large scale grid systems.
Section two provides a brief introduction to grid architec-
ture, focusing on its multi-layer characteristics. Section
three presents a motivating example. Section four analyzes
grid-related QoS metrics and discusses how each metric has
a different meaning depending on the layer at which it is
considered. Section five discusses the impact of resource
allocation on grid SLAs. Section six identifies the main
mechanisms that must be applied at each level of the grid
architecture to achieve desired QoS levels. Finally, section
seven presents some concluding remarks.


menasce
Proc. 2004 Computer Measurement Group Conf., Las Vegas, NV, Dec. 7-10, 2004.


2 What is Grid Computing?

The grid is defined [24] as a hardware and software infras-
tructure that provides dependable, consistent, pervasive,
and inexpensive access to high-end computational capabili-
ties. It became the main computing paradigm for resource-
intensive scientific applications but it also promises to be a
successful platform for commercial environments [25, 26].
This trend is confirmed by an alliance of leading compa-
nies (AMD, Ascential Software, EMC, Cassatt, Citrix, Data
Synapse, Enigmatec, Force 10 Networks, Fujitsu, Siemens
Computers, HP, IBM, Intel, NEC, Network Appliance, Nov-
ell, Oracle, Optena, Paremus, SAS, Sun Microsystems, and
Topspin) in different consortiums with the purpose to re-
search and develop standards and open grid technologies [4,
33], to develop enterprise grid solutions, and to accelerate
the deployment of grid computing in enterprises [2].
Various types of service providers (SPs) (e.g., web-hosting
SPs, content distribution SPs, application SPs, and storage
SPs) and enterprise applications involved in B2B processes
could benefit from the use of grid solutions for sharing
computational resources, storage resources, large datasets,
knowledge, and expertise. Enterprises can use a data grid [20]
to share large datasets and storage resources internal and /or
external to their world-wide networks.

A computing grid can be used to share CPU cycles among
mainframes, servers, and workstations in a dynamic fashion.
This approach enables scaling of the computational power
of an enterprise or service provider as the workload demand
grows. A grid allows for the integration and coordination of
resources belonging to different domains, characterized by
different resource management and security policies, thus
providing a secure virtual environment.

The main goal of these dynamically created virtual environ-
ments, defined in [27] as virtual organizations (VOs), is to
provide nontrivial quality of service both for customers and
for enterprise users: faster response to changing business
needs, better utilization and service level performance, and
lower IT operating costs.

The creation of VOs is based on interoperability, which
means common protocols defining the basic mechanisms by
which sharing relationships are exploited. In “The Anatomy
of the Grid" [27], the authors specify the building blocks
of a grid: protocols, services, Application Programming In-
terfaces (APIls), and Software Development Kits (SDKs).
Protocols must be open and standard in order to facilitate
extensibility, interoperability, and portability. Standard pro-
tocols make it easy to define standard services that provide
enhanced capability.

APIs and SDKs make it possible to design grid applications.
A grid uses the Internet infrastructure and thus its archi-
tecture is multilayered in nature. The layers are: fabric,
connectivity, resource, collective, and application. Figure 1
shows the relationship between the grid layers and the ar-
chitecture of Internet protocols [27].
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Figure 1: Grid layered architecture.

The fabric layer provides the resources to which shared ac-
cess is mediated by grid protocols. Resources may be phys-
ical entities (e.g., computational and network resources,
storage systems, sensors) or logical entities (e.g., distributed
file systems, clusters, geographically distributed systems).
Each resource implements its specific management func-
tionality, to be integrated in a grid environment. For ex-
ample, computational resources must include mechanisms
to start programs and for monitoring and controlling their
execution, query functions to determine the state of a re-
source and resource characteristics. However, if a vendor
does not support this functionality (e.g., state query ser-
vice), the grid platform must provide a capability to try to
discover the resource structure and state information and
pack them in a standard form.

The connectivity layer functionality provides communica-
tion and authentication protocols required for grid-specific
transactions. Communication protocols allow for the ex-
change of data between fabric layer resources and include
transport, routing, and naming protocols (e.g., IP, ICMP,
TCP, UDP, DNS, OSPF, and RSVP). Authentication pro-
tocols provide secure mechanisms for verifying the identity
of users and resources, and must rely on existing standards
(e.g., X.509, TLS, SSL, and Kerberos). Secure environ-
ments and high levels of QoS require services and mecha-
nisms such as single sign-on [11], delegation [31, 36], inte-
gration with various local security solutions (e.g., Kerberos
and UNIX security), and user-based trust relationships.
The Grid Security Infrastructure (GSI) [29] is a public-key
based suite of protocols for authentication, data encryption,
and authorization. GSI relies on TLS, Kerberos technolo-
gies, and on the Generic Authorization and Access Control
Interface (GAA-API) [47]

The resource layer defines protocols, APls, and SDKs for
secure negotiation, initiation, monitoring, control, account-
ing, and payment of sharing operations on individual re-
sources. This layer facilitates information gathering and
control functionality at the level of individual resources.
The Grid Resource Information Protocol (GRIP) and Grid
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Resource Registration Protocol (GRRP) are examples of in-
formation gathering and management protocols. The Grid
Resource Access Management (GRAM) protocol and Grid-
FTP [15] are examples of resource management and access
protocols. Protocols at the resource level invoke fabric layer
functionality to access and control resources.

The collective layer defines protocols, APls, and SDKs
that allow interaction across collections of resources. This
level provides services that include directory services to dis-
cover resources [22], software discovery services [19, 46],
co-allocation, co-reservation, scheduling and brokering ser-
vices [12, 16, 17, 30], monitoring and diagnostics services,
data replication services [14], community accounting and
payment services, collaboration, workload management sys-
tems and collaboration frameworks services [21, 38], and
community authorization services.

On top of the grid stack resides the application layer that
comprises user applications operating within a VO. Applica-
tions are designed using services (through APIls and SDKs)
provided by the grid platform, i.e., an implementation of
the grid protocol stack. The main grid platforms are the
Globus Toolkit [34], the product of the research and devel-
opment efforts of the Globus Alliance [33] and IBM's grid
Toolbox [37], an open solution proposed by IBM and based
on the Globus Toolkit (IBM is a member of the Globus
Alliance).

Researchers and computational scientists have been heavy
users of grid technologies. The following are some success
stories. The Grid Portal Development Kit [35] is an open
source application to create science portals. CACTUS [18]
is an open source problem solving environment designed for
scientists and engineers. The Biology WorkBench [49] is a
web-based tool that allows biologists to search many pop-
ular protein and nucleic acid sequence databases. Entropia
Inc's FightAIDSAtHome [23] is a system to analyze AIDS
drug candidates (and in 2001, it was used to solve a par-
ticular instance of an optimization problem, “Nug30” [8]).
Analysis of the many petabytes of data to be produced by
the Large Hadron Collider (LHC) and other future high-
energy physics experiments will require the marshalling of
tens of thousands of processors and hundreds of terabytes
of disk space to hold intermediate results [5, 7]. Scientific
instruments such as telescopes, synchrotrons, and electron
microscopes generate raw data streams that are archived
for subsequent batch processing. But quasi-real-time anal-
ysis can greatly enhance an instrument'’s capabilities [6, 9].
Scientists often want to aggregate not only data and com-
puting power, but also human expertise [1, 3, 10].

The Enterprise Grid Alliance (EGA) is an open, indepen-
dent, and vendor-neutral community addressing near-term
requirements for deploying commercial applications in a
grid environment. By focusing exclusively on the needs of
enterprise users, EGA will enable businesses to realize the
many benefits of grid computing such as faster response to

changing business needs, better utilization and service level
performance, and lower IT operating costs.

IBM designs and develops grid solutions for different kinds
of commercial applications such as on-line game providers,
insurance companies, business decision maker-companies,
and petroleum industries. Oracle's Grid Technology Cen-
ter developed the Oracle Globus Toolkit to easily integrate
Oracle and Globus technologies. SAS joined the Grid Com-
puting Forum (GCF) to develop applications for grid envi-
ronment.

3 A Motivating Example

To motivate the discussion and illustrate the concepts pre-
sented in the remaining sections, we consider a large in-
surance company (IC) that offers many types of insurance
products (e.g., automobile, boat, home, and business) [42].
The primary goal of the IC is to increase its profit by min-
imizing risks and attracting/retaining more customers. In
the insurance business, the premiums paid by customers are
a function of the risk posed by the insurance policy. Tradi-
tionally, insurance companies use a combination of actuarial
data with some minimal amount of personal data to estab-
lish the risk associated with a policy and thus its premium.
If the risk assessment yields an excessive risk, premiums
increase and the insurance company may lose customers.
In an effort to increase its profits, the insurance company
in this motivating scenario is moving towards a highly cus-
tomized risk assessment model (RAM). Under this approach,
a much larger number of information sources about a cus-
tomer are queried to obtain a much richer set of inputs
to the RAM. Contrary to the previous model that places
a customer under a large category (e.g., all non-smoking
male straight-A college students under the age of 25), the
new model provides a risk rating specific to a given cus-
tomer (e.g., John Doe who besides being a non-smoking
male straight-A college student under the age of 25, is 24
years old and is a Ph.D. student at the Computer Science
Department at Berkeley, is a member of the Association
for Computing Machinery (ACM), a member of a program-
ming team that won a regional prize in an ACM-sponsored
programming contest, has a very good credit record, un-
dergoes a physical exam every year and is in perfect health,
and has a clean record with federal, state, and local law en-
forcement agencies). Clearly, these customized models are
much more sophisticated and significantly more compute-
and data-intensive. These models are decomposed into
many parallel tasks that run at the various resources pro-
vided by the computing grid.

The IC plans to establish a Web portal through which
prospective customers can obtain insurance policy quotes.
Users will be able to request three different types of quotes:
immediate, non-immediate, and delayed. Immediate re-
quests use simpler RAMs and can return results in a few
seconds. Non-immediate requests return results in a few



minutes while the user is still online and use RAMs that are
more complex than the ones used by immediate requests.
Finally, delayed requests may take hours to process and use
fairly sophisticated RAMs. In the latter case, users are no-
tified by e-mail with a link to a Web page that contains the
details of their quote. Thus, customers can obtain poten-
tially lower premiums if they are willing to wait longer for
sophisticated and complex RAMs to execute.

The IC does not want to invest in additional computing
resources to run the new models and decides to use a com-
puting grid to harness unused cycles of all its computers
(from desktops to mainframes) connected to its worldwide
network. The grid that supports the IC application will
schedule resources according to type and computing re-
quirements of the different types of RAMs needed to eval-
uate the three categories of requests.

The new customized RAMs draw their inputs from a large
number of public and private data sources. These sources
include health insurance companies, law enforcement agen-
cies, financial organizations, departments of motor vehi-
cles, professional and scientific organizations, federal, state,
and local government agencies, and weather-related sources
used to assess the risk of home and business insurance poli-
cies. When a user logs in to the new application, he/she
must present a certificate used for single sign-on [11]. Then,
using the delegation and user proxy features of the Grid
Security Infrastructure (GSI) [27], the risk assessment ap-
plication can have access to user's private data on behalf
of the user at the various databases owned and managed
by a set of organizations selected by the user. This way,
the customer selectively trades-in access to some of his/her
private data for lower premiums.

We use Fig. 2 (next page) to illustrate a scenario in which
an insurance quote is requested by a customer of the IC
through its Web portal. The notation used in the figure is
patterned after the data mining example presented in “Grid
Services for Distributed System Integration” [25]. The Web
portal application contacts the factories at the RAM and
DB service providers to request the creation of an instance
of a RAM and of a database to be used to evaluate the
risk of the policy (1). These instances have a specified life-
time, which can be extended by the application if needed.
A RAM object is then instantiated along with the appropri-
ate database (2). As the RAM is evaluated, it will generate
queries (3) to various database services belonging to finan-
cial organizations, law enforcement agencies, health insur-
ance organizations, and others not shown in the figure. The
results (4) populate the database at the database service
provider. The RAM instance queries this database (5) and
uses the results (6) to provide an insurance quote (7) to
the Web portal application.

4 QoS Metrics in a Grid Environment
In this section we address issues that involve the under-
standing of QoS metrics in the context of grid environ-
ments. We use the IC scenario to illustrate the concepts
discussed here.

We classify QoS metrics for the grid in two dimensions. The
first dimension is the type of QoS metric and the second is
the layer of the metric in the grid architecture as discussed
in section 2.

We consider three types of metrics:

e Latency: this type of metric is related to the time
it takes to execute a task and is measured in time
units. Latency metrics can be defined at different
granularities. For example, in the IC case, one may
be interested in the average time it takes to complete
immediate quote requests or in the 95-th percentile of
the time to respond to non-immediate requests. These
two examples are illustrative of QoS metrics at the ap-
plication layer. Another example of a latency metric
is the elapsed time to return a delayed quote to the
user. Sophisticated RAMs are typically complex par-
allel jobs that are decomposed into tasks allocated to
different computing resources in the grid. An example
of a QoS metric at the collective layer is the aver-
age time to perform co-reservation and co-allocation
of computing resources in order to run a RAM. At the
resource layer, one may be interested in measuring the
time it takes to access a specific computing resource
through the GRAM protocol. An example of a latency
metric at the connectivity layer is the time it takes
to perform an authentication on behalf of a customer
to a financial organization using the GSI. At the fab-
ric layer, one may be interested in measuring the time
taken by a database server at a health insurance orga-
nization to reply to a query.

e Throughput: is measured in units of work accom-
plished per unit time. There are many possible through-
put metrics depending on the definition of unit of work.
At the application layer one may be interested in the
number of delayed quote requests processed per sec-
ond. At the collective layer one may be interested in
the number of queries per second that can be handled
by directory services used to locate resources across
different VOs. Examples of throughput metrics at the
resource layer include i) the effective transfer rate in
Kbytes/sec under the Grid-FTP protocol used to trans-
fer files from different computes nodes involved in run-
ning RAMs and ii) the number of queries/sec that can
be processed by the database server of a law enforce-
ment agency needed by the RAM application. At the
connectivity layer, one may be interested in measuring
the throughput, in Kbytes/sec, of a secure connection
between an instance of a RAM model and a database
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Application

Customized Risk Assessment Model

Collective (application)

Checkpointing, failover, staging

Collective (generic)

Co-reservation and co-allocation of computing and storage resources

Resource

Access to data, access to computers, reservation and allocation of data storage resources

Connectivity

Authentication, authorization, processing resource discovery, data storage discovery,
information source discovery, delegation, single sign-on

Fabric

Mainframes, servers, desktops, storage systems, networks

Table 1: Mapping of the IC application to the various layers of the grid architecture.

service that provides financial information about a cus-
tomer. Finally, an example of a throughput metric at
the fabric layer could be the number of CPU cycles per
second obtained from a machine involved in processing
a task that is part of a parallel RAM evaluation job.

o Availability: is defined as the fraction of time that a
resource/application is available for use. In a multi-
layer context such as the one described for the grid
architecture, the notion of availability differs for each
layer. At the application layer, one may define avail-
ability according to the type of request. For example,
the availability of the immediate quote request applica-
tion is the fraction of time that this application is avail-
able. At the collective layer, one may define availability
in terms of the services, such as directories and bro-
kering services, needed to locate computing resources
to run a RAM instance. Availability at the resource
layer may be measured for example as the fraction of
time that a specific computing node is available for
allocation to a RAM instance. At the connectivity
layer, one may define availability as the percentage of
time that a proxy authentication request succeeds in
authenticating a user request with a law enforcement
agency. Finally, an example of an availability metric
at the fabric layer would be the fraction of time that a
computing node is available during the the execution
of a RAM instance.

It should be noted that QoS metrics at higher layers can
often be expressed in terms of QoS metrics of the same type
at lower layers of the grid architecture. For instance, the
elapsed time to process a delayed quote request depends on
many different latency metrics including (i) the time needed
to reserve compute cycles for the duration of the evaluation
of a RAM, (ii) the time to co-allocate these resources, (iii)
the time to authenticate with database servers outside the
insurance company, (iv) the time to obtain inputs from
external databases, (v) the time to transfer data files to
different nodes of a parallel job that will run the RAM, and
(vi) the time to execute the RAM.

It is also important to consider the fact that different types
of QoS metrics interact with one another [40]. For ex-
ample, as the load increases, it may be more difficult to

allocate resources to evaluate a RAM and some requests
may have to be rejected, thus decreasing the availability of
the application.

Table 1 shows a mapping of the IC application to the various
layers of the grid architecture.

5 Grid Resource Allocation and SLAs

Service Level Agreements (SLA) are contracts between ser-
vice providers and its users. These contracts specify accept-
able levels for various QoS metrics and usually associate a
cost with (and sometimes penalties for non-compliance for)
a desired level of service. An important challenge in grid
environments is that of enforcing SLAs when the resources
used to establish a VO are shared by a variety of users. Yet,
one of the key aspects of the definition of a grid environ-
ment is that non-trivial QoS should be provided.
Application-level SLAs have to be mapped into lower-level
SLAs [39]. When negotiating SLAs with lower level re-
sources, one must take into consideration that different ser-
vice providers (e.g., a database service) may offer services
at different levels (e.g., fast and slow response time) at
different costs. Thus, an interesting optimization problem
in a grid environment is how to select the service providers
and the services within these service providers in such a way
that the global SLA at the application layer is achieved with
minimum cost.

Consider that the evaluation of a RAM requires NC' mil-
lions of CPU cycles and that it has to be finished in at most
Tinax time units and the computation cost must not exceed
Cmax dollars. Assume that there are three available com-
puting resources that can be used by the collective layer to
co-reserve and co-allocate the evaluation of the RAM. Let,
s; (i =1,2,3) be the speed of resource i in 10° cycles/sec
and ¢; (i = 1,2, 3) be the cost, in dollars per second, to use
resource i. Consider also that the evaluation of the RAM
can be broken down into up to three independent parallel
tasks. Thus, there are several possible co-allocations de-
pending on how many and which computing resources are
selected: (1), (2), (3). (1.2), (1,3), (2,3), (1,2,3).

Let N be the number of computing resources, NC; be the
number of cycles allocated to computing resource i (i =
1,---,N), T be the execution time of a given allocation,
and C the cost of an allocation. Some allocations may not



be feasible in terms of satisfying the global execution time
SLA, Thax, or the global maximum cost Cy,ax. The follow-
ing constraints apply to this resource allocation problem.

N
Y NC;=NC (1)
i=1

T = m]\éX { ch } S T’max (2)
i=1 S;
N

NC;
= <
C Zz:; si X € S Cmax (3)

Equation 1 indicates that a feasible solution must allocate
all NC cycles to the N compute resources. Equation 2 is
the execution time constraint equation. Since all N tasks
run in parallel, the total execution time is the maximum of
the run time of the N tasks. Finally, Eq. 3 indicates that
the total cost cannot exceed the cost constraint C\pax.

It is easy to show that if there is no cost constraint, the
solution that minimizes the total execution time is the one
that allocates more cycles to the faster resources in propor-
tion to its speed:

Sq

= (4)

8j

J=1

There are two possible optimization problems to be solved
by the Connectivity layer of the co-allocation mechanism
when cost is considered. The first optimization problem
is “Find the feasible solution that satisfies the cost con-
straint C' < Chax at minimum execution time.” Consider
the following numerical example to illustrate this problem:
N =3, NC = 10" cycles, Tiax = 4,800 sec, Crax =
$1,500. The speed and cost values for the three compute
resources are given in Table 2. We then solve, for each

Resource | Speed (10° cycles/sec) | Cost ($/sec)
1 1,000 0.10
2 2,000 0.25
3 3,000 0.60

Table 2: Input parameters for the optimization example.

combination of resource allocations, the optimization prob-
lem of finding the allocation of cycles to compute resources
that minimizes the execution time T, while satisfying the
cost constraint. The solutions, shown in Table 3, were ob-
tained with MS Excel's Solver Tool. However, any other
scientific package (e.g., MATLAB or Mathematica) could
have been used. The first column of this table shows the
compute nodes used, the next three columns indicate the
number of cycles allocated to each in the optimal solution
(if one exists), and the last two columns shows the resulting
execution time and cost.

The first two allocations in Table 3 are not feasible because
they violate the execution time constraint of a maximum of
4,800 seconds. The third and fifth allocations violate the
maximum cost constraint of $1,500. The best solution is
the one shown in the last row of Table 3: it has the lowest
possible execution time 7" of 2,593 seconds and a cost of
$1,352.

A dual optimization problem is “Find the feasible solution
that minimizes the cost time C' and that satisfies the ex-
ecution time constraint T' < Thax.” The same input pa-
rameters used in the previous example yield the solution
shown in Table 4. The allocations in rows 1, 2, and 5 of
this table are not feasible because they violate the execu-
tion time constraint of a maximum execution time of 4,800
seconds. The allocations in rows 4 and 7 are the same and
provide the minimum possible cost while preserving the ex-
ecution time SLA. Note that compute resource 3 was not
used in allocation (1,2,3) because of its higher cost relative
to the others. Thus, it was feasible to meet the execution
time SLA without using this resource. On the other hand,
the same allocation in Table 3 uses this compute resource
since the goal there is to minimize the response time while
meeting the cost constraint.

Table 5 compares the only three feasible allocations for the
time and cost optimization problems. The table shows the
percentage of the maximum cost and maximum execution
time for each allocation. For example, if all three compute
nodes are used, the execution time optimization yields a
solution with an execution time equal to 54% of Tj.x at
90% of the maximum cost Cp,.x. If the cost optimization
problem is solved, the cost is 75% of Ciax and results in
an execution time equal to 90% of Ty, ax.

The size of the solution space for our optimization problem
grows in a combinatorial way with the number of available
resources. If a computation can be scheduled in any number
of resources from 1 to N, the total number of possible allo-

cations that have to be examined is [ZkNl ( ZZ )] -1=

— 1. Thus, the resource broker must adopt heuristics to
evaluate the optimal solution.

A real environment is more complex than the example just
described. The computation may have a structure that
reflects interdependencies among tasks. Other resources,
such as network bandwidth, service providers, and data
storage nodes, may have to be considered. Communication
delays and coordination overheads have to be taken into
account in these cases. These more general considerations
are addressed in “A Framework for Resource Allocation in
Grid Computing” [41].

2N

6 QoS-related Mechanisms

This section presents a multi-level view of the main mech-
anisms to achieve QoS in grid environments. Each layer of
the grid architecture must provide QoS functionalities to



Allocation Cycle Allocation (NC}) T C
1 2 3 (sec) ©)
(1) 10,000,000 - - 10,000 | 1,000
(2) - 10,000,000 - 5,000 | 1,250
3) - - 10,000,000 | 3,333 | 2,000
(1,2) 3,333,333 | 6,666,667 - 3,333 | 1,167
(1,3) 4,800,000 - 5,200,000 4,800 | 1,520
(2,3) - 6,666,667 | 3,333,333 3,333 | 1,500
(1,2,3) 2,592,593 | 5,185,185 | 2,222,222 2,593 | 1,352

Table 3: Solutions to the optimization example of minimizing the total execution time.

Allocation Cycle Allocation (NC;) T C
1 2 3 (sec) ©)
(1) 10,000,000 - - 10,000 | 1,000
(2) - 10,000,000 - 5,000 | 1,250
3) - - 10,000,000 | 3,333 | 2,000
(1,2) 4,800,000 | 5,200,000 - 4,800 | 1,130
(1,3) 5,000,000 - 5,000,000 5,000 | 1,500
(2,3) - 9,600,000 400,000 4,800 | 1,280
(1,2,3) 4,800,000 | 5,200,000 - 4,800 | 1,130

Table 4: Solutions to the optimization example of minimizing the total cost.

Time optimization | Cost optimization
Allocation | %Tmax | %Cmax | %Tmax | %Cmax
(1,2) 69 78 100 75
(2,3) 69 100 100 85
(1,2,3) 54 90 90 75

Table 5: Comparison between the cost and time opti-
mization solutions.

achieve a global end-to-end QoS. Table 6 summarizes the
main QoS mechanisms applicable at each layer of the grid
architecture.

Layers Mechanisms

Application | SLA specification, adaptation, reservation,
admission control

Collective Co-allocation and Co-reservation,
resource brokering, admission control

Resource local resource management,

allocation and reservation,
admission control

Connectivity | sign-on, authentication and delegation,

DiffServ and Intserv

Fabric scheduling, reservation,

preemption, measurement, signaling

Table 6: A multi layer view of Grid QoS mechanisms

The design of applications requires a standard language to
describe complex user-oriented SLAs, such as “What is the

best insurance quote for me?", and it requires interfaces to
find grid services to satisfy customer requests. For example,
our RAM application must be able to translate a request
such as “What is the best insurance quote for me?” into
an SLA specification indicating that a delayed service is re-
quested and that a set of services with some characteristics
must be consumed. Moreover, the RAM application must
also be able to adapt itself to the grid [28] status: the re-
sources needed by the application could be modified dynam-
ically by means of online control interfaces. Sensors allow
the application to detect when adaptation is needed (e.g.,
when there will be more computation resources available to
increase the degree of parallelism to solve a RAM instance).
Decision procedures allow the application to express a rich
set of resource management policies. The capability of
the application layer to provide a detailed description of
the SLAs allows a more fine grained resource selection on
the grid, reducing latency and increasing availability and
throughput.

Complex application-level SLAs must be mapped into re-
source-oriented SLA specifications at the Collective layer.
For example, the customer request “What is the best quote
for me?" requires that the RAM batch job spans through
the grid infrastructure, and that all available trusted databases
be queried to collect a rich set of input parameters for
the RAM (the lower premium must be provided). Since
delayed RAM requests have no stringent latency require-
ments, resource reservation is not required and the tasks
can be scheduled as low priority jobs. However, the cus-
tomer request “Give me an insurance premium quote in



real time" requires co-reservation and co-allocation of a set
of resources and the use of the fastest service providers to
access external data. Therefore, the resource broker must
dynamically determine the set of resources that are able
to satisfy the required SLA at minimum cost. This opera-
tion has an intrinsic latency (as outlined in section 5) but
maximizes the IC throughput, reduces the IC costs, and
reduces customer-perceived latency. Hence, co-allocation
and co-reservation are the main QoS-related mechanisms
at this level. Knowing in advance the availability of all
the resources needed by an application allows the collective
layer to apply global admission control mechanisms that
prevent resources from being allocated if QoS goals can-
not be achieved. This also helps to prevent overloading of
resources and avoids congestion.

The resource layer must provide, through the GIS, informa-
tion to the resource broker at the collective layer and must
provide interfaces and mechanisms to reserve, allocate, and
use resources. A detailed resource description, and up to
date information, allows the resource broker to perform a
fine grain selection to find the local SLAs that meet the
desired quality of service at low cost. For example, the re-
source broker must know exactly the amount of processing
cycles and memory available at each node, the number of
active processes, and the list of pending jobs in order to
select the most appropriate computing resources to solve
a "“real time” RAM instance. Knowing the version of the
OS installed can help optimize the execution of a RAM
sub-task. Knowledge of network state information helps to
select the nodes that can best establish low latency com-
munication with databases. All this information, provided
by the local resource manager and processed by the request
broker, must be combined with resource usage costs to find,
for example, a computing resource capable of executing a
RAM task 7 in a given time E; and capable of transferring
the task's output in a time T; such that E; +T; < Tsr4,,
at the lowest cost.

To guarantee resource availability, maximize throughput
and also reduce latency, admission control mechanisms must
be provided by the local resource managers to prevent ei-
ther congestion at a pool of local resources or unavailability
of popular functionalities.

The connectivity layer must provide mechanisms to satisfy
SLAs in terms of security requirements, communications
latency and network availability. The connectivity infras-
tructure must allow users to create services dynamically
and must be capable of interacting in a secure fashion with
other services. The authentication of resources belonging
to different domains (e.g., the law enforcement database)
is a key issue; VO participants must be able to join dynami-
cally and trust other members [48]. Besides, it is fundamen-
tal to negotiate different resource accesses on the basis of
different policies, to guarantee data integrity, privacy, and
confidentiality (the IC accesses and processes confidential

information about its users). Mechanisms to meet security
SLAs are mandatory, even if they impact negatively on the
performance of the grid. The goal to share the network
among different priority flows and at the same time provide
QoS may be achieved by coupling IntServ and DiffServ ser-
vices in an architecture named “IntServ over DiffServ" [13].
At the fabric layer, vendors must implement scheduling
mechanisms for resources (e.g., CPU, storage boxes, and
network bandwidth) that take into account different classes
of requests with different SLAs. For example, a workstation
or mainframe shared between an immediate-RAM sub-task
and a delayed-RAM sub-task must be able to schedule ap-
propriately the higher priority process to satisfy the strin-
gent SLA. Moreover, by providing reservation services, a
resource will enable the resource level to reserve and then
to allocate the resource. Grid nodes must also provide, to
the local resource manager, a detailed description of their
status (availability, load state, pending jobs, and scheduled
jobs) in a standard format. Resources must also be able
to issue signals when a critical state is entered to enable
the implementation of exception handling and fault tolerant
mechanisms that improve the service availability.

7 Concluding Remarks

Grid architectures provide an interesting service-oriented
platform for scientific and commercial applications. These
platforms provide dynamic resource sharing using open stan-
dards providing a quality of service that could not be achieved
otherwise. This paper investigated some of the relevant is-
sues that must be considered in designing grid applications
that deliver appropriate QoS for commercial applications:
definition of metrics, relationships between resource alloca-
tion and SLAs, and QoS-related mechanisms.

Capacity planning, performance modeling, and analysis are
still open and interesting problems for grid architectures.
The main problem lies in the fact that resources are shared
in a dynamic way. Moreover, the allocation and scheduling
mechanisms used at the global and local level play an impor-
tant role in the performance of grid applications. A model
that takes into account the priority of local resource own-
ers over global computations in a heterogeneous networked
environment was considered in “Performance Prediction of
Parallel Applications on Networks of Workstations” [43].
Static and dynamic heuristic scheduling mechanisms for
heterogeneous multiprocessors that process parallel jobs rep-
resented as arbitrary task graphs was addressed in “Static
and Dynamic Processor Scheduling Disciplines in Heteroge-
neous Parallel Architectures” [45]. Studies of that nature
have the potential to be applied with extensions and new
assumptions to grid environments.

It is also relevant to consider how local resources should be
designed so that they can plug-and-play in a grid environ-
ment in a way that QoS mechanisms at the local and global
level can interact seamlessly. The framewok for QoS-aware



software components developed in “A Framework for QoS-
aware Software Components” [44] could be useful when
designing software for the grid.
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