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Probabilistic Scalable P2P Resour ce L ocation Services
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Abstract on the Internet [4, 9]. Therefore, it is essential to design scal-
able and robust directory and resource discovery services in

Scalable resource discovery services form the core of diregUpport of other middleware services. As indicated in [15],
tory and other middleware services. Scalability requiremen@ccessful middleware solutions must be scalable in terms of
preclude centralized solutions. The need to have directoRmber of nodes, number of resources, and the performance
services that are highly robust and that can scale with tHf individual components.

number of resources and the performance of individual nodes, hi dwith the desi ¢ scalabl
points to Peer-to-Peer (P2P) architectures as a promising alBt IS paper we are concerned with the design of scalable re-

proach. The resource location problem can be simply statgguree discovery services that form the core of directory and

as “given a resource name, find the location of a node or nogather middleware services. Scalability requirements preclude
that manage the resource.” We call this treerministic lo- centralized solutions. The need to have directory services that

cation problem. In a very large network, it is clearly not fea-2r€ highly robust and that can scale with the number of re-

sible to contact all nodes to locate a resource. Therefore, w@Urces and the performance of individual nodes, points to
modify the problem statement to “given a resource name, finge€/-to-Peer (P2P) architectures as a promising approach.

with a given probability, the location of a node or nodes thaIrhe traditional client-server model, which forms the basis of

zanrigi; h\?véesroeusrecr?f a“:;gigﬁ:;}'ifgﬁg Q?Afslorc:;';?n art1rc]je World Wide Web, underutilizes the Internet’s bandwidth
pp ’ b P P nd places severe burden on dedicated servers as the load on

develop an analytical model to compute the probability thatiem increases [6]. P2P computing relies on the increasing
a directory entry is found, the fraction of peers involved in :

_ _ . itv of individual i

a search, and the average number of hops required to fmqumputmg power and storage capamty of individua comput

directory entrv. Numerical results clearly show that the orot'> to better utilize bandwidth and distribute the load in a
osed ay roa)gh achieves hiah robab'l"?l of finding the §mrself—organizing way. Nodes in a network, callgstrs, act as

pOSeC appre 1ev Igh p ility ot inding oth clients and servers in their interactions with other peers.

while involving a relatively small fraction of the total number

of peers. The analytical results are further validated by resul

8eers form an application level network and are responsible

. . . .TOr routing messages such as requests to locate a resource.
obtained from an implementation of the proposed protocol i 9 9 q

a cluster of workstations.

he design of these routing protocols is of paramount impor-
tance to the efficiency of P2P applications. Naive approaches
such as Gnutella’s flood routing can add a large amount of
traffic [1, 6]. P2P computing also has the potential of en-

1 Introduction hancing reliability and fault-tolerance since it does not rely
on dedicated servers [6]. It has been shown that many P2P

Middleware has been defined as a collection of componerg¥Stems that exhibit the “small-world” property—most peers
such as resources and services that lie above the transgdft’€ few links to others and a few peers have many con-
layer but below the application environment [2]. Exampled'€ctions to others—are highly robust to random attacks but
of middleware services include authentication, authorizatiofighly vulnerable to targeted attacks [5, 7].

accounting, policy management, directory, resource manage: . .
9. policy g . Y . . gSZP relies on awareness of the surrounding area and does not
ment, networked information discovery and retrieval services.

Many middleware services are supported by directory sefguIre any a prior relationships between peers [6]. In this

vices. A directory service associates attributes to resourcggggl’]zaecsr;tpne]zrr];naggtinseae:?ﬁgl 2[:;?%;; Itc:]irir(]:ttgiset:(r)lttr?ee\c,
(e.g., files, people, servers, printers, etc) and implemen{ ges. Ap y y

a mapping between human-readable resource names to Qfother peers. Cache entries do not need to be accurate; they

. may be hints.
chine readable names that are used to locate resources. y

Epere are many important applications of P2P technolo-
gies including distributed directory systems and P2P domain
names [6], new e-commerce models [3, 13], and Web ser-
vice discovery [22]. All these applications require efficient
resource location mechanisms.

1Department of Computer Science, MS 4A5, E-center for . . s
E-Business, George Mason University, 4400 University Dr.J € resource location problem can be simply stated as “given
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The September 2001 special issue of the Communications
the ACM refers to the future Internet as the “Invisible Inter-
net, Always On, Always Available,” predicting that by 2006,
there will be almost a billion devices interacting worldwide
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a resource name, find the location of a node or nodes that
manage the resource.” We call this tteter ministic location
problem. In a very large network, it is clearly not feasible to
contact all nodes to locate a resource. Therefore, we modify
the problem statement to “given a resource name, find with a
given probability, the location of a node or nodes that manage
the resource.” We call this probabilistic location approach.

We present a probabilistic resource location protocol that can
trade performance and scalability for the probabiltythat a
resource is located. The protocol behavior depends on proba-
bilistic parameters, which can be set to obtain a desired value
of P; that the resource is located. The goal is to achieve a
probability Py close to one with a cost much lower than that
of the deterministic case. Cost can be measured in the num-
ber of messages exchanged, used bandwidth, or the number
of peers contacted. The results of an analytic model discussed

here show that probabilistic resource location methods can be g

quite efficient.

The rest of this paper is organized as follows. Section two

presents the basic assumptions. The next section discussey,

the probabilistic search protocol. Section four presents the

analytic model and section five discusses numerical results

obtained with the model. Section six presents the architec-

ture of an implementation of the proposed protocol and shows

the results of several experiments. The next section discusses
related work and the last section presents some concludi
remarks.

(id, loc) where “id” is the GUID of a resource and “loc”
the network address of a peer node that may store the
resource locally. Directory entries migrate from Local
Directories to Directory Caches at other nodes to adjust
to access patterns.

5. Each pees has a locaheighborhood, N (s), defined

as a set of peers that are close (e.g., at one hop distance
or within the same local area network) to the peer. As
indicated in [18], the Internetis a collection of intercon-
nected groups of LANs under shared technical adminis-
tration. Traffic that crosses the borders of these groups
is more expensive than local traffic from an ISP’s point
of view. The notion of neighborhood can be extended
to indicate a set of peers that have business dealings
with a peer as in an e-commerce setting.

For purposes of resource location, every peer only con-
tacts peers in its neighborhood as well as peers indi-
cated in the Directory Cache (DC).

The number of peers is very large and the network
topology is unknown.

3 A Distributed P2P Directory Search Protocol

n
Vge present here a protocol that solves the following problem:

“Given a resource with GUIDes, locate with probability” ,
the set of peer nodes that manage the resource.”

2 Basic Assumptions

The peer node where the search starts is callesbilree. We

provide a high-level description of the protocol in Fig. 1 using
ConsiderN nodes in a network, called peer nodes, and théhe following notation:

following assumptions about them:

r: M(a,b,c) message M with fields a, b, ¢ received at
1. There is a network path between any two peers. peert
[x] » execute x with probability p

2. Any peer has a Local Directory (LD) that points to the
resources (e.g., files, web pages, processes, devices)

managed locally. Each peer has total control over its |O]_'he algorithm in Fig. 1 uses two messages with the following
cal resources and its LD. This means that resources mﬂ?'dS:

be added or deleted from the LD without the authoriza-
tion of other peers. This assumption distinguishes our
work from other work [5, 17, 19, 20, 26], that assumes
that resources can be replicated and can migrate to any
node at the will of the P2P system.

3. Each resource has a unique, location-independent,
global identifier (GUID), which can be generated by
several means. For example, Freenet uses secure SHA-
1 hashes of a file content to generate GUIDs [5, 12].
In a distributed online bookstore application one could
use ISBNs as GUIDs.

e SearchRequest (s, res, rp, TTL): request sent by source

“s” to locate resource “res”. The message can only
be propagated to at most TTL peers. “rp” is the se-
guence of peers that received this message so far. This
sequence is used as a reverse path to the source.

ResourceFound (s, res, rp, v): indicates that resource
“res” being searched by source “s” was found at peer
“v". The reverse path to reach the source is “rp”.

When the SearchRequest message is received, a peer searches
4. Each peer has a Directory Cache (DC) that points tibs local directory first and then its Directory Cache. If the re-
the presumed location of resources managed by othsource is found in the local directory a ResourceFound mes-
peers. Entries in this cache may just be hints to the Issage is sent along the path traversed by the SearchRequest
cation of remote resources. An entry in the DC is a paimessage until it reaches the source. This message updates the
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r: SearchRequest (source, res, (s1,- -, 8m), TTL)
If resin LD
Then send ResourceFound (source, res,
(81, Ty Smfl)ﬂ") t0 s,
Else If (res, loc) in DC
Then /* send request to presumed location */
Send SearchRequest (source, res,
(s1,"**,8m,r), TTL — 1) toloc
Else If (TTL > 0)
Then For every € N (r) do
[Send SearchRequest (source,

two of its three neighbors. Peer n does not have a directory
entry for the resource in its directory but does not propagate
the request to any of its neighbors. Every peer that has an
entry for the resource and receives a SearchRequest message
(peers ¢, e, i, |, 0, p) sends a ResourceFound message that
will propagate up the tree to the source. As a result of this,
the next request from the same source would not need to con-
tact any other peer. A request to the same resource from peer
b would also be satisfied locally as indicated in the new tree
shown in Fig. 3. As we can see, there are directory entries
for the resource cached at peers a through i, I, o, and p. In
general, as the frequency by which resources are referenced
increases, the probability of locating it at a directory closer to

res,(s1, -+, sm,7), TTL — 1)], tow. the source also increases. Clever cache replacement policies
r: ResourceFound (SOUrca, res, (1, , 5m), v) have_to be designed. For example, one may want to reduce the
' AT Emp caching probability for peers further away from the source of
If r - source the request.
Then Begin
send ResourceFound (source, res, L
($1,° " Sm—1),v) tO 8y,

Add (res,v) to DC.
End 2
Else Request resource res from peet* end search */

Figure 1: Distributed Resource Location Protocol

OOO

the SearchRequest message is sent to the peer pointed by the () peer without directory entry

DC. Itis possible that that peer no longer has the resource, so
the request will continue to be processed from that point on.
If a peer does not find the resource in its LD nor in its DC, it
will send the request to each peer in its neighborhood with a
certain probability, called thieroadcast probability. Note that

the probability may vary with the length of the path traversed
by the request.

@ peer with directory entry

""""" link to peer in the neighborhood
Search Request message

Figure2: Example of a search tree.

The protocol in Fig. 1 does not address cache replacement
policies in the Directory Cache nor cache invalidation op-
tions. For example, one could extend the protocol to allow for
invalidation of DC entries when a SearchRequest is received
as a result of finding an entry for the resource in the DC. Sup-
pose peer finds an entry for the resource in its DC pointing
to peerv. If peerv does not have the resource any longer, it3 'O

could indicate so to peerso that it can delete this entry from / k}

its DC. Other details of the protocol are not shown. For ex- g
ample, we need a provision to avoid broadcasting a message({
O O O

more than once.
O peer without directory entry

Figure 2 illustrates how the SearchRequest message would ® peer with directory entry

flow from the source to other peer nodes. In the figure, the link to peer in the neighborhood
maximum number of nodes to be traversed by a SearchRe- Search Reqest message

quest message is 4 not counting the source. Peer c in the
figure does not propagate the request to its neighbors since it
has a directory entry for the resource. Peer d does not have a
directory entry for the resource and propagates the request to

Figure 3: Example of a modified search tree.
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4 An Analysis of the Probabilistic Search Method (1,1,2),(1,2,1),(2,1,1). Thus,
This section presents an analysis of the efficiency of the prol!)j—r[R(i) =n|R(i-1)=j]=

abilistic search method discussed previously. We start this iken ) J k
analysis by considering that the source of a search requestfs (1 —pi)” Z B, ma, - -, my) H < M >

s=1 °

1,---,

at the root of ak-ary tree of heightl. So, all peers have ex- m € T(4n.k) =

actly k neighbors and a search request can visit at mhest n =0, Jk
peers. We number the levels of the tige- -, d from the root

down. (2)

We compute first the probability distribution of the numbe™hereZ (j,n, k) = {(m1,---,m;) [ 32i_;ms =n & 0 <
of peers at level that receive a SearchRequest message. T8s < k & m, <m, for r <s}and

make the analysis easier to follow, we consider two cases: 1) n

none of the peers at levels- - - ,d — 1 have an entry for the B(j,ma,---,mj) = 5 (3)
resource in their directory. So, the search request has to be 1oy a(ms)!
propagated down to the leaves of the tree. 2) any peer from

levels2, - - -, d may have a directory entry for the resource. where_a(ms) is the number of times that the value, ap-
pears in the sequenee,, - - -, ms. Using the previous exam-

Let ¢; be the probability that a peer at levighas a directory ple, 7 (3,4,2) = {(0,2,2),(1,1,2)}, 3(3,0,2,2) = 3, and
entry for the resource. Note that = 0. Let?(i) be the num-  3(3,1,1,2) = 3. An algorithm to generate the elements of
ber of peers at levelthat receive a SearchRequest messag#le set7 (j, n, k) is given in the Appendix.
R(i)=0,---,k' "L fori > 1andR(1) = 0. 3
We can now compute the probabilif§r[R(i) = n] thatn
peers receive a SearchRequest message at lasel

Case 1. Directory entries for resources are at levebnly

(i.e.,qs =0fori=2---,d—1and0 < g4 < 1) Pr[R(i) =n] =
ki—?
Let us compute the conditional probabilifyr[R(i) = n | Z Pr[R(i)=n| R(i—1) =j]. Pr[R(i — 1) = 7]
S(i — 1) = j] thatn peers receive SearchRequest message§—,
at leveli given thatj peers at level — 1 may propagate n=0,- Kl &i>2 (4)

SearchRequest messages one level down. Since in this case,

directory entries for the resource may be found only at 'ev%quation (4) can be computed recursively by noting that
d, all peers that receive a SearchRequest message may propg[R(l) = 1] = 1,Pr[R1) = 0] = 0,Pr[R(G) =
bilistically propagate it down. S&(i — 1) = R(: — 1). O[R(i —1) = 0] = 1, andPr[R(i) = n|R(i — 1) = 0] = 0

Each of thej peers at level — 1 can select from zero tb of for n > 0.

its neighbors to send a SearchRequest message. The decisipa average number of SearchRequest messaggesent to
to send a message to peers at lewacurs independently for g, peers is

each peer with probability;. Letm;,---,m; be the num-
ber of children to receive the SearchRequest message from d k-1
each of thej peers at level — 1. LetS(j,n, k) = {m = M= Z Z n . Pr[R(i) = n]. (5)
(ma,---,m;) | Yl ms=n & 0<my <k} Thus, i—2 n—=0
PrlR(i) =n|R@i—1)=j] = Note that)M is also the average numbeX,, of peers (not

; including the source) involved in processing SearchRequest

Z H ( k > x p™ (1 —p)kms (1) Mmessages. The valué has to be compared with the number
ms of peers that would have to process the SearchRequest mes-

sage in the deterministic case (i.g;,= 1 fori = 2,---,d).
Note that the value of Eq. (1) does not depend on the orddfis numberis: (1 — k11— k).
that the valuesn, - - -, m; appear inn. So, the computation
of Eq. (1) can be made more efficient by computing the ter
in the summation for each set of values, - - -, m; and then
multiplying by the number of different vectors that have the
same set of values. Consider for example that 3, n = 4,
andk = 2. Then,S(3,4,2) = {(0,2,2),(2,0,2),(2,2,0),
(1,1,2),(1,2,1),(2,1,1)}. But, the term inside the summa- =1
;uon is the same _1‘0(0,2,2), (2,0,2), and (2,2,0). Simi- Pr=1-Py=1- Z(l —q)".PrlR(d) =n] (6)
arly, the term inside the summation has the same value for

Vi € S(jink) s=1

The probability P; that a directory entry for a resource is
r?ound can be computed as- P, s, whereP,,; is the proba-
bility that an entry for the resource is not found, which can be
computed by conditioning on the number of peers at level
that receive a SearchRequest message. Thus,

n=0
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that an entry is not found at level With arguments similar
Case 2: Directory entries may be at any levél & ¢; < 1for tothose of Eqg. (10), we can write that
1=2,---,d—1)

k571
The main difference between this case and Case 1 iSthat Poy(s) = Z (1 —gs)".Pr[R(s) = n] (11)
1) is not necessarily equal ®(:—1). So, in this case, Eq. (1), n=0
isindeedPr[R(i) =n | S(i— 1) = j] as repeated in Eq. (7). So
Thus, ' i—1 B ,
Prini) = [Tz Pas(s)] [ = Prp ()] (12)

Pr[R(i)=n|St—-1)=j]= Py

J
p?(l_pi)j'kin Z ﬁ(jvmlv"'amj)H

k _
( M ) The average number of hops can then be computed as

m € T(j,n,k) s=1
n:Oaajk -7 ¢ . min /-
H=> (i—1) PP"(i). (13)
(7) =2
We can now comput&r[R(:) = n] as Another important consideration is the load handled by each
_ peer. Suppose that each node generates search requests at a
Pr[R(i) =n] = rate of \ requests/sec. In the deterministic case (e 1),
k2 all peers receive requests generated by all peers. So, each

Z Pr[R(i) =n|SGE—1)=4]. Pr[S(i—1)=j]. (8) peerhasto be able to proces¢n — 1) requests/sec. In the
j=0 probabilistic search case, each peer sees a fragtiohthe
. ) ) requests generated by each peer. So, the overall load on each
But, the probabilityPr[S(i — 1) = j] can be computed by peeris) (n—1) F. Due to the caching of directory entries the

conditioning on the numberof peers that receive SearchRe-, 5),e of F tends to be very low thus reducing the processing
quest messages at leyél 1). Thus, load in each peer.

Pris(i—1)=j]=

k,i—2

> Pr[S(i—1)=j | R(i—1)=1].Pr[R(i —1) =7] = 5 Numerical Results

r=j

2 This section presents numerical results obtained with the an-
Z r ) g (1 - gi—1) PrlR(i—1)=r] alytic model of Sectpn 4. Figures 4 and 5 assume: 3,

— J d =5,andp; = pfori = 2,---,d. So, the total number of

peers, not including the sources, is 120.
©)
Figure 4 shows two types of curves for the two cases analyzed
The equation foliZ and N is the same as in Eq. (5). The before: i) directory entries only at levél(qs = 1 andg; = 0

expression for the probability that a directory entry for thd©r ¢ = 2,3,4) and ii) directory entries for resources at any
resource is found is given below. level (q2 =0.5,¢qg3 =0.25,q4 = 0.1 andQ5 = 001) ngher
values ofg; closer to the source can be justified by the use of

d caching of directory entries.
P = 1- H Prldirectory entry not found at level 4]
i=2 For each case, we present a curvelfprand one forF" defined
d kit as the ratio between the average number of p@érsvolved
= 1— H Z (1 —q;)™.Pr[R(i) = n] (10) in the search and the total number of peers not including the
i=2 n=0 source. So,
N
We compute now the average number of hdpsrequired to Fo= W
find a directory entry for a resource. Eventhough a directory =27
entry may be found at more than one level, we consider, for _ N (14)
the purposes of this calculation, the minimum number of hops (k—kd)/(1—k)

needed to find the entry. We start by computing the probabil-

ity P}“i“(z’) that the closest level to the source in which the

entry is found is level, given that the entry is found. This can As it can be seen from the figure, as the probabilitin-

be computed from the probability that the entry is not founatreases, the probability that a directory entry for the resource
at any level from 2 ta — 1. Let P, ¢(s) be the probability is found increases and exceeds 0.9 for a valug efjual to
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0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

—— Pfound - Entries at level d only —{-Frac. Peers - Entries at level d only
—a— Pfound - Entries at any level —Frac. Peers - Entries at any level

Figure4: Py andF vs.p

0.6. At that value, only 17.8% of the peers would have been (i.e.,g2 = 0.5,¢93 = 0.25,¢4 = 0.1, andgs = 0.01).
involved in the search (i.eF = 0.178) for the case in which

directory entries are found at levéland 10.5% of the peers 4. Fixed message broadcasting probability (pg.= 0.7
are involved in the case in which entries may be found atany ~ fori =2,---,d — 1) and caching (i.eg> = 0.5, ¢3 =
level. For case ii), the entry may be found with probability 0.25,94 = 0.1, andg; = 0.01).

0.8 when only 6.3

h hen caching is used, the probability of finding the entry
r the resource closer to the source increases. Therefore,
e broadcasting probability; should decrease as one gets
urther away from the source. Scenarios 3 and 4 illustrate
this point. As can be seen in the figure, with a decresing

ii). For example, for case ii), a directory entry for the resourcéound is 0.813, 3.7% of the 120 nodes are involved, and when
can be found with probability 0.63 when only 3.5% of the 121the search succeeds, the average number of hops is 1.13. If

peers are involved. A value of 0.989 B would be achieved the probability is fixed, the success probability increases to
if 25.7% of the peers are involved. 0.885, but 12.0% of the peers are involved and the average

path length increases to 1.25. It may be desirable to dissem-
Figure 6 shows the probability that an entry is found, the avinate the request to all neighbors of the source (p.g.= 1)
erage number of peers involved, and the average number @fid decrease the probability from that point on.
hops required to find an entry for the following four scenarios
assumingc = 3 andd = 5.

For case ii), resources can be found with probability 1.0 wit
participation of 54.4% of the peers. In case i) all peers woul
have to be involved to locate a directory entry for the resourc
with probability 1.

6 Experimental Validation
1. Deterministic case (i.ep; = 1 fori =2,---,d — 1)

and no caching (i.eq; = 0fori = 2,---.d —1and 14 ygjidate the ideas described in previous sections, we im-
qa = 0.01). Itis assumed that an entry can be found ahjemented the probabilistic directory service in Java using a
all peers in levetl. distributed testbed available at the Department of Computer

1,p3s = 0.7,ps = 0.4 andps = 0.3) and no caching ter of super workstations connected by a 1.2 Gbps Myrinet

(i.e.,qi =0fori=2,---,d—1andgs = 0.01). switch.

3. Decreasing message broadcasting probability € Each node in the cluster hosts several peers. Each peer is
0.7,p3 = 0.4,p4 = 0.3 andps; = 0.1) and caching a thread that spaws other threads. As indicated in Fig. 7, a
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Figure5: F'vs. Py

cluster node runs a Message Dispatcher (MD) process, sev- search for resource entries in the distributed global di-
eral peer processes, and one External Message Router (EMR) rectory. The parameters used to guide the workload
process. generation process are stored in a Workload Table (WT)
initialized before an experiment is run. These parame-
ters determine the distribution of resources requested so
that uniform and skewed distributions can be generated.

Search Engine (SE): implements the probabilistic di-
rectory search service. The SE thread accesses the Lo-
cal Directory (LD), the Directory Cache (DC), and the
Neighborhood Table (NT).

mr>zom-Xm
[ ]

mO>nvomg

Message Handler (MSGH): uses the Routing Table
(RT) to determine whether a message to another peer
peer should be sent to a peer within the same cluster node or

whether that peer resides in another cluster node. In the
(1) il e (THe
!

case of local peers, MSGH delivers the message by us-

wr ing local message passing. In the case of external peers,

i Dc@ % % the message is delivered to the External Message Han-
dler process.

mO>nunmzg
[ ]

IMIO—-A>»TwW—0O

Ixm-H4cCcOoOxn

Figure 7: Processes and Threads in a Cluster Node.
The External Message Handler process uses UDP to commu-

nicate with the Message Dispatcher of other cluster nodes.

The Workload, Neighborhood, and Routing tables are all ini-
The Message Dispatcher process receives UDP messaggfized by a process called Experiment Controller, not shown
from other nodes in the cluster, determines to which peer thg Fig. 7. We experimented with randomly generated topolo-
message is addressed, and places the message in the i The process used to generate the topology for a network
queue of the Search Engine (SE) thread of the correspondipgth N peers is as follows. We start with a regular graph with
peer process. k neighbors in every node. We then rewire the graph by taking
each edge in turn and with a certain probability move it to con-
nect to a randomly chosen vertex. If the resulting graph is not
connected, the process is restarted. This approach can be used
e Workload Generator (WG): generates requests tto generate graphs that exhibitthe so-called “small-world” be-

A peer process has three main threads:
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Scenarios:
3.5 1 1. Deterministic; No-caching.
2. Decreasing Probability pi; No-caching.
3.0 1 3. Decreasing Probability pi; Caching.
4. Fixed Probability pi; Caching.
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1.0 A 0.813 0.885
0.5 1 0.484
0.197
i 0.037 0.120
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‘ mF mPf B Avg. Num Hops

Figure 6: Various Scenarios.

havior. These networks are characterized by a power-law dis*’
tribution of graph degree, i.ef(z) ~ z~* wheref(z) is the =~ *°]
distribution of number of routing table entries [5]. 081
0.7 4
For each combination of the set of parameters, we generated |
ten random topologies with the same initial node dedree s
and rewiring probability and generated as many requests pey, |
peer in order to achieve at least a 5% precision with a 95%,, |
confidence interval. The results reported in Figs. 8 and 9 as;, |
sume 30 peerg; = 4, rewiring probability equal to 0.1, and
. 0.1 4
a cache size per peer equal to 1% of the total number of re- /'//
sources stored by all peers. LRU is the cache replacement 04 02 03 04 05 06 o7 08 08 1

policy. Broadcast Probability (p)
[=—Probability Object Found —s— Cache Hit Ratio |

)

Figure 8 shows two curves as a function of the broadcasting

probability p. The first shows the probabilityy,, that a re- Figure 8: Experimental result foP; vs. p.

source is found and the other, the cache hit ratio. The exper-

imental results show a similar trend as the analytical results

derived in the previous section, i.&% achieves very high . -

values for much smaller valuesjaf For example, fop = 0.5  Increases because a higher broadcast probability means that
in Fig. 8, P; = 0.84. For the same value gfin Fig. 4, the ~Peers further away from the source are contacted and the re-
two curves show values df; very close to 0.8. The cache Source tepds to be_found ata big_ger distance from the source.
hit ratio increases with since more peers get involved in theAs p continues to increase, the increased value of the cache
search, and more than one peer will end up finding the rdlit ratio, as seen in Fig. 8, allows for resources to be found
source. When that happens, more caches in the reverse p@i@ser to the source, decreasing the valéfofNote that the

to the source will know about the resource, which increasdgaximum value of the curve in Fig. 9 occurs for= 0.5. At
the cache hit ratio. this value, a resource is found with probability 0.84 within 3.4

hops from the source on average.
Figure 9 shows the variation of the average number of hops,
H, needed to find a resource normalized by the total number
of peers that would need to be contacted if all peers, except 7 Related Work
the source, were sent a search request message. The curve
also shows the 95% confidence intervals for the measur

ments. It can be seen that initially the average number of ho geveral relevant P2P systems should be mentioned here in-

F():?uding Gnutella, Freenet, Gridella, and Sun’s JXTA Search.
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JXTA [21, 23] is a suite of protocols that facilitates P2P com-
munication. JXTA Search is a decentralized P2P search en-
gine. Information providers publish a description of queries
they are willing to answer. JXTA Search uses specialized
peers, calletiubs, which can register with other hubs as infor-
mation providers. JXTA Search is a middle ground between
the decentralized Gnutella model and the centralized Napster
approach. A concept similar to a hub peer is that of a super
peer introduced in [24].

Avg. No. Hops / (No. Peers - 1)
o o =] =]
o o o S
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| | | |

o

o

R
.

o0 o2 v e e ; An approach presented in [11], called Cluster-based Architec-

Broadcast Probability (p) ture for P2P (CAP) systems, uses the notion of network-aware

. clustering. In this case, peers that are topologically close and

Figure9: Experimental result fof{ /(No. peers — 1) vs. p.  under common administration are clustered. CAP is not to-
tally distributed since it uses a centralized server to perform

network aware clustering and cluster registration. Each clus-

r has adelegate node that acts as a directory server for the

Gnutella is an open, decentralized group membership ar% . : . i
search protocol, used mainly for file sharing. Its goals argijects stored in the cluster. Krishnamurthy et al [10] modi-

dynamic operability, performance and scalability, reliability, led an open source Gnutella client to passively monitor and

and anonymity [8, 18]. Gnutella uses flood routing to broadl-Og all Gnutella messages routed through '.ti The authors re-
rt on the measurements and on the positive impact of net-

cast queries, which can generate a large amount of unnecg%rk aware clusterin
sary traffic [1]. Ripeanu et al [18] have identified a mismatch" 9-

between Gnutella’'s overlay network topology and the Intera interesting approach by Yang and Garcia-Molina [25] re-
net infrastructure. They show that this mismatch has Critic%uces the number of peers that process a query by using a
performance implications. Directed BFS technique. They evaluated their approach us-
Aberer et al [1] discuss Gridella—a Gnutella compatible P2I‘-‘ngI Gnutella_s datfa. P:axtoréetbgl. [16.5] prggeqtb an czjalgor!thm
é? ocate copies of replicated objects in a distributed environ-

system based on the Peer-Grid (P-Grid). P-Grid is a virtu ¢ Thei h that a virtual heiaht-bal d
binary search tree that distributes replication overacomm%—]en' €lr approach assumes that a virtual height-balance

nity of peers. This approach is different from ours since w: (r)iztz :nngipepceécijnt?)t;?gcsalllatrr:);rﬁi?rsdrItE)air:)nmtwacntt?an;ﬁ t(()aers
do not assume that resources can be replicated on other p ) y or by gaip

0- X :
ples machines. A P-Grid improves on Gnutella by reducin tZi;ﬂgtrfoe r;o:ta: daj[!g?ht:e;ifwgﬁl_? (fl_ahS: (:S?L:Irt:]r:’tgz(f
bandwidth requirements due to a superimposition of a binar, q propag P | y

ihformation about objects has to be updated on all nodes that
tree on top of the P2P network. . .
P know about them when objects are inserted or deleted. They

Freenet is a distributed information storage system designé@ Not assume an active caching mechanism nor a probabilis-
to address information privacy and survivability concerns [5iC forwarding of requests, although their approach randomly
12]. Freenet operates a self organizing P2P network that podi§Signs labels to the peer nodes. This random assignment is
unused disk space across potentially hundreds of thousandg/§€d in the object location mechanism.

computers to create a collaborative virtual file system. Filegi allv. the reader is encouraged to read a rather comorehen-
managed by Freenet are stored in locations determined ?c Y: Y P

their GUIDs. By using a similar procedure to insert files and've SUvey of Peer-to-Peer computing prepared by Milojicic

to retrieve files, Freenet is able to locate the files from wher%t al. [14].

they should have been stored. Freenet uses a steepest-ascent

hill-climbing search: each node forwards queries to the node

that it thinks is closest to the target. It has a local store with 8 Concluding Remarks

GUID and node addresses. If a file is not found in the local

store, a request is sent to the node in the table with the C|OSW§ presented in this paper a P2P pro[oco| to search for nodes
key. Once a file is found it is passed upstream and possibiifat manage a given resource. The protocol avoids the inef-
cached [5]. In Freenet, peers have no control over where filggiency of flood broadcasting methods by using a probabilis-
will be stored. Freenet makes it hard to discover which COMtic message dissemination method combined with a caching
puter stores which file to address privacy concerns. Freengiechanism. By adjusting the probability of routing search re-
like CAN [17], Chord [20], Pastry [19], and Tapestry [26], quest messages, one can vary the probability that the search
uses hashing to store and locate objects. These systems diffeguccessful.

from our approach since we are interested in finding resources

that are managed by the peers, who have complete autonoifiye protocol presented here lends itself to many interesting

p. 9



variations related to how the values of the broadcasting prob-
ability should vary with the distance from the source of the
request and regarding the caching policy.
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Appendix

We present in Fig. 10 the algorithm to generate the set
T(j,n,k). Elements of this set are built in the vector V.
The functions NextMinVal and Incr are presented in Figs. 11
and 12.
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