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ABSTRACT

Web services have the potential to dramatically reduce the
complezxities and costs of software integration projects. The
most obvious and perhaps most significant difference between
Web services and traditional applications is that Web ser-
vices use a common communication infrastructure, XML
and SOAP, to communicate through the Internet. The method
of communication introduces complezities to the problems of
verifying and validating Web services that do not exist in
traditional software. This paper presents a new approach to
testing Web services based on data perturbation. FEzist-
ing XML messages are modified based on rules defined on
the message grammars, and then used as tests. Data per-
turbation uses two methods to test Web services: data value
perturbation and interaction perturbation. Data value per-
turbation modifies values according to the data type. Inter-
action perturbation classifies the communication messages
into two categories: RPC communication and data commu-
nication. At present, this method is restricted to peer-to-peer
interactions. The paper presents preliminary empirical evi-
dence of its usefulness.
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1. INTRODUCTION

Web applications run large-scale software applications for
e-commerce, entertainment, and numerous other activities
[13]. They run on distributed hardware platforms and het-
erogeneous computer systems. The addition of Web ser-
vices provide a common communications infrastructure that
is supported by many Web application vendors. They are
based on a distributed environment that does not require a
specific underlying technology platform for development or
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deployment.

Testing Web services is difficult because they are distributed
applications with numerous runtime behaviors that are dif-
ferent from traditional applications. A service subscriber
has to use black-box testing because the design and im-
plementation details of Web services are not available. A
single business process often involves multiple Web services.
Moreover, these multiple Web services might be located on
different servers, and belong to different companies. Web
services interact by passing messages and data in structured
ways. Although technologies exist to verify syntactic as-
pects of the interactions, the problem of whether the two
Web services behave correctly with all possible messages is
more difficult. This paper presents a novel technique for
testing the interaction between pairs of Web services. Our
approach is called data perturbation, and is based on mod-
ifying values in request messages, then analyzing the values
in response messages.

The rest of this paper presents details about the data pertur-
bation method. Some general background on Web services
and testing is given, with specific definitions for the terms
used in this paper. Then a model is constructed for Web ser-
vice interactions, which is used to develop tests. The paper
also presents initial results from an empirical investigation
of data perturbation.

2. BACKGROUND

This section provides an overview of Web services, XML,
and XML schemas. Then some of the early attempts to test
Web services are presented.

2.1 Web Services and XML Schemas

One difficulty with scientific research in this area is the many
definitions for Web services [10], many of which are contra-
dictory and imprecise. This is often acceptable for prac-
titioners who need to express concepts in a local context,
but generally accepted definitions are required for scientists
to develop ideas and results in a global context. The term
“Web service” is also used in different ways by writers who
have only passing familiarity with the technology. As a
working definition for our research, we define a Web service
to be an Internet-based, modular application that uses the
Simple Object Access Protocol (SOAP) for communication
and transfers data in XML through the Internet.



The goal of this communication is to allow Web services
to be described, advertised, discovered and invoked through
the Internet. This infrastructure uses several technologies to
let Web services function together. The FEaxtensible Markup
Language (XML) [18] is used to transmit messages and data.

The Universal Description, Discovery and Integration (UDDI)

specification is used to maintain directories of information
about Web services. These directories record information
about Web services, including location and requirements,
in a format that other Web services and applications can
read. The Web Services Description Language (WSDL) is
used to describe how to access Web services and what oper-
ations they can perform. The Simple Object Access Protocol
(SOAP) helps software transmit and receive XML messages
over the Internet.

Figure 1 illustrates the roles of these technologies for Web
services. The components and legacy system are “wrapped”
into Web services by using SOAP and XML wrappers. The
components are put into a Web service server container and
compiled by this server container. Then the server container
generates a WSDL file for this Web service and publishes
this WSDL file onto the Internet. The process of putting a
component into a Web service server container then publish-
ing the WSDL file onto the Internet is called “wrapping a
component using a SOAP interface,” because other applica-
tions can now use SOAP to call this Web service. The UDDI
registry holds the specification of services and the URL that
points to the WSDL specification of services. The applica-
tions can look up a Web service in the UDDI registry. After
applications have the URL and specification of a Web ser-
vice, they can use XML and SOAP to communicate with
that service.

Like HTML, XML uses tags, which are textual descriptions
of data enclosed in angle brackets (<’ and ’>’). However,
unlike HTML, XML follows strict SGML syntax. XML doc-
uments must be well-formed, that is, have a single document
element with other elements properly nested under it, and
every tag must have a corresponding closing tag. A simple
example XML document for books is shown in Example 1.
This example is used throughout the paper to illustrate the
model and test strategy.

ExaMpPLE 1. : Simple XML for Books

<?xml version="1.0" encoding="UTF-8"7>
<!--Sample XML file for books-->
<books xmlns:xsi=
"http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="C:\Books\books.xsd">
<book>
<ISBN>0-672-32374-5</ISBN>
<price>59.99</price>
<year>2002</year>
</book>
<book>
<ISBN>0-781-44371-2</ISBN>
<price>69.99</price>
<year>2003</year>
</book>
</books>

XML documents can be constrained by grammar definitions.
The grammars can be defined in either Document Type Def-
initions (DTD) or the more recent XML schema [21]. XML

schemas provide more facilities for things like data types
than DTDs do. Programmers can validate XML documents
against either XML DTDs or schemas. Example 2 shows a
schema for books.

The World Wide Web Consortium (W3C) has released sev-
eral different recommendations concerning XML, including
the XML recommendation [18], the Namespace recommen-
dation [17], the Infoset recommendation [20], the XPath rec-
ommendation [22], and the Schema recommendation [21].

ExamMpLE 2. : XML Schema for Books
<?xml version="1.0" encoding="UTF-8"7>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"
elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xs:element name="books">
<xs:annotation>
<xs:documentation>XML Schema for Books
</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element name="book" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="ISBN" type="xs:string"/>
<xs:element name="price" type="xs:double"/>
<xs:element name="year" type="yearType"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:simpleType name="yearType">
<xs:restriction base="xs:int">
<xs:totalDigits value="4"/>
</xs:restriction>

</xs:simpleType>

</xs:schema>

2.2 Testing Web Services

One way to describe Web services is that the components
are wrapped with SOAP interfaces so they can exchange
XML-based messages. This is simple and reasonably accu-
rate, but it masks some of the complexities. To consider
their complexities, we need to consider how traditional soft-
ware evolves to Web services. Aoyama describes three evo-
lutionary ways [1]: (1) from components to Web services,
(2) from application service provider to Web server, and (3)
from stand-alone application to applications that are inte-
grated across organizations. In each of these, Web services
are used to publish traditional software on the Internet or
to integrate subsystems within an organization. One ram-
ification is that Web services are more widely distributed
than traditional software. The fundamental objective of us-
ing Web services today is the same as that of distributed
computing technologies 20 years ago: to allow applications
to work cooperatively with other applications over a com-
mon network [7]. However, these three methods of software
evolution highlights some differences between Web services
and traditional software.

A major difference that affects testing is that companies
use Web services to reduce the cost of integrating heteroge-
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Figure 1: The Roles of Technologies in Web Services

neous subsystems across the organizations [1, 5, 23]. Web
services can be considered to be more heterogeneous than
‘Web applications. Web applications use multiple program-
ming languages, but Web services also use different oper-
ating systems, different server containers [23].

Another difference is based on the fact that Web services
do not have user interfaces [8]. This difference has more of
an impact on a practical level than a theoretical level by af-
fecting how testing is applied. Traditional applications and
‘Web applications always have Uls for testers to input values.
However, Web services use XML and SOAP to communicate
directly from software component to software component.
To be able to find, request, and receive “services” automat-
ically and dynamically, they use a dynamic and loosely cou-
pled Service-Oriented Architecture (SOA) [4, 7]. That is,
Web services features dynamic integration. This is dif-
ferent from earlier distributed computing architectures that
link applications together with static connections.

Current IT projects often treat Web services as being made
up of special kinds of software components that “expose”
their functionality via SOAP interfaces. Some testing tech-
niques that are used to test software components are being
extended to Web services. Some testing techniques for dis-
tributed applications are also used to test Web services. A
few papers [5, 8, 4] have presented testing techniques for
Web services, but the dynamic discovery and invocation
capabilities of Web services bring up many testing issues.
Three main aspects of Web services must be tested: (1) the
discovery of Web services, (2) the data format exchanged,
and (3) the request/response mechanisms. Bloomberg dis-
cusses several issues involving testing Web services [4, 5]:

o Testing SOAP messages. This activity targets the
request/response mechanism aspect of Web services.
Since Web services do not have Uls, testers must use
SOAP to supply test cases. When testing SOAP mes-
sages, the tester should also test the format of the mes-
sages. Lee & Offutt presented an initial test approach
for testing software that communicate with XML mes-

sages [11] (although not relying on SOAP).

o Testing WSDL files and using WSDL files for test plan
generation. Businesses use WSDL to expose specific
application programming interfaces as services avail-
able on the Internet. As a side benefit, testers can use
the information in WSDL files to generate black box
test plans [16].

o Testing the publish, find, and bind capabilities of an
SOA. A fundamental characteristic of SOAs is the “pub-
lish, find, and bind” triangle. A Web service provider
publishes WSDL files of Web services in a UDDI reg-
istry, where Web services consumers can find it. The
consumers then bind to the services based on the WSDL
file in the UDDI registry. From a testing perspective,
this is a new way to integrate software that requires
new testing techniques.

o Web services consumer and producer emulation. Test
tools can emulate the consumer of a Web service by
sending test messages to another Web service. In turn,
test tools can emulate the producer of the Web service
by returning a response message to the other Web ser-
vice after the consumer sends a request message.

Bloomberg [4, 5] also presents other testing capabilities,
such as testing synchronous and asynchronous capabilities,
testing SOAP intermediaries, testing service-level agreement
(SLA) and quality of services (QoS).

Most of these current testing tools currently focus on test-
ing SOAP messages, testing WSDL files, and emulating con-
sumer and producer emulation. Most Web services testing
tools that test SOAP messages focus on testing RPC com-
munications, and do not include general XML data commu-
nications. The research presented in this paper uses data
perturbation to test the integration of software components
that rely on both kinds of communications.

3. XML MESSAGE MODEL

Web services interact by passing messages that exchange
data and activity state information. Figure 2 illustrates an



Figure 2: Multilateral Web Services Interaction
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application that has six Web services. The arrows indicate
possible message flows among the services. A peer-to-peer
interaction is a message between two Web services. A mul-
tilateral interaction is a sequence of messages among mul-
tiple Web services, and are formed by aggregating multiple
peer-to-peer interactions. As a first step, our research fo-
cuses on testing peer-to-peer interactions; multilateral in-
teractions will be addressed in future work.

Figure 3 illustrates a simple peer-to-peer interaction be-
tween two Web services. Web service A sends a request
to Web service B under HTTP over the Internet. This re-
quest might be a message for a remote procedure call or
an XML data document. Web service B sends a response
message back to A. This response might be a computation
result from a remote procedure call or an XML document.
Web services organize both kinds of messages in SOAP.

Peer-to-peer tests are based on XML messages. To con-
struct them, we need a formal model for XML documents.
Several formal models have been created [2, 6, 12, 14], each
to satisfy a different purpose. So far these models are pri-
marily syntactic in nature and capture information about
structure and types. Syntactic models are appropriate for
XML as it is seldom used to describe behavior. Makoto
[12] and Chidlovskii [6] give two similar models, which we
extend for testing. Our formal model is a regular tree gram-
mar (RTG). We use RTG as a formal representation of
an XML schema, and derive an XML document tree based
on the RTG. A regular tree grammar (RTG) is a 6-tuple
< E,D,N, A, P,ns >, where:

Ns books
Ny
(a) (b)
books books
book book
n; nr ny ISBN price year

() (d)

Figure 4: XML Document Tree Derivation

FE is a finite set of element types

D is a finite set of data types

N is a finite set of non-terminals

A is a finite set of attribute types

AN

P is a finite set of production rules of two forms:
e n — a < d >, where n is non-terminal in N, a is
either an attribute type in A or an element type

in F, and d is a data type in D
e n — e < r >, where n is non-terminal in N,e

is an element in F, and r is a regular expression
comprised of non-terminals

6. ns is the starting non-terminal, ns € N

An RTG model can be created automatically from an XML
schema or DTD. Given a sequence of non-terminals, we can
repeatedly replace non-terminals with the right-hand side
of the corresponding production rules. Consider the Books
schema from Example 2 in Section 2.1. It is captured by an
RTG G =< E,D,N, A, P,ns > where:

o = {books, book, ISBN, price, year}
D = {string, double, yearType}
N = {ns, np, ns, ny, Ny}
A = {string, double yearType}
P = {n, — books < (np)* >
ny — book < ni n, ny >
n; — ISBN < string >
ny — price < double >
ny — year < yearType >}

Figure 4 shows the derivation steps for the book XML doc-
ument tree. The derivation starts with the starting non-
terminal ns in Figure 4.a. The productions for ns and ny
are shown in Figures 4.b and 4.c. The productions for n;, n,,
and ny are in Figure 4.d.

RTG has two kinds of production rules: production to a
non-leaf and production to a leaf. The non-leaf productions



reflect what are known as entity relationships (ER) in the
database literature. However, XML schemas use a slight
change to the usual ER semantics [2]. Database papers usu-
ally express the relationships between two entities with a
foreign and primary key, XML schemas do not.

4. DATA PERTURBATION (DP)

Data Perturbation (DP) is our primary method for testing
Web service components. The process works by modifying
request messages, resending the modified request messages,
and analyzing the response messages for correct behavior.
Messages that supply traditional RPC calls using SOAP are
said to be RPC communications. Web services are some-
times programs that transfer data from place to place, for
example, Java servlets. Messages whose purpose is to trans-
fer data are called data communications. In data commu-
nications, WSDL files are not enough for testing because
WSDL files do not have information about the message for-
mat. Most Web services testing tools that test SOAP mes-
sages focus on testing RPC communications, and do not
include data communication. This research uses data per-
turbation to test both kinds of communications.

To do so, data perturbation includes both data value per-
turbation and interaction perturbation. Data value pertur-
bation modifies values in SOAP messages in terms of the
types of the data. Interaction perturbation modifies mes-
sages in RPC and data communications.

There are some differences between RPC communications
and data communications that affect the practical aspects
of testing. Primarily, the method needed to extract data
from a message is different. Values in RPC communications
are directly extracted by the remote procedure functions.
Programmers do not need to parse the messages. Values in
data communications must be parsed by the program.

Another difference is in the relationships between message
elements. RPC messages have a flat format. In terms
of the tree structure, RPC data elements are all siblings,
whereas data communication often use XML, which allows
a more complicated hierarchical structure among the ele-
ments. Data communication messages can include informa-
tion about data entity relationships and constraints. Data
types for data communications messages are specified in
XML schemas that two Web services agree to follow. When
two Web services use data communications, they must have
an agreement on the message format, which is usually en-
coded in an XML schema or DTD. RPC communications
have no agreement on their message format.

The next three subsections describe variants of data pertur-
bation. Data value perturbation modifies values, RPC com-
munication perturbation tests data uses, and data commu-
nication perturbation tests the relationships and constraints
on the data.

4.1 Data Value Perturbation (DVP)

Data value perturbation (DVP) modifies the values in SOAP
messages according to rules defined on the types of the val-
ues. Data value perturbation relies on ideas from boundary
value testing [3]. W3C’s XML datatype recommendation
[19] lists 19 primitive data types. Our research considers

Data Type Boundary Values

String Maximum length, minimum length,
upper case, lower case

Numeric Maximum value, minimum value, zero

Boolean true, false

Table 1: Boundary Values for Data Value Perturba-
tion

all 19 types, but due to space limitations we only list rules
for the five types that correspond to primitive types in most
programming languages. Test cases are derived from default
boundary values of XML schemas. The boundary values
for numeric (decimal, float and double), string and boolean
types are listed in Table 1. Tests are created by replacing
each value with each boundary value, in turn, for the appro-
priate type.

In Table 1, the mazimum and minimum length for Strings
are the allowable maximum and minimum length of strings
in XML schemas. The upper and lower case values are in-
terpreted as operators that set the case for every letter in
the string. The mazimum and minimum value for numeric
values are the allowable maximum and minimum values in
XML schemas. The zero operators changes numeric values
to zero. Boolean type has two values: true and false. The
XML document for a book from Examples 1 and 2 uses three
data types: string, int and double. Some of the DVP test
cases that would be created are shown in Table 2 (due to
space restrictions, only representative values are shown, not
all). The string “—” represents a null value.

4.2 RPC Communication Perturbation (RCP)
Web services are often used to simplify remote procedure
calls (RPCs) by using SOAP to format and transmit the
calls. The RPC messages include values for the arguments
of remote procedure functions. As previously said, the el-
ements in RPC messages are siblings, and values for these
elements are directly extracted by the functions. The re-
sponse messages are results that are computed by the func-
tions. RPC communication perturbation focuses on testing
the data uses, as broken into two types: normal data uses
and SQL uses. Normal data uses are when values are used
within programs, and SQL uses occur when strings are used
as inputs to a database.

Mutation analysis [9] is a software testing technique that
creates modified versions of programs, called mutants, and
then asks the tester to find test inputs to cause the mutant
programs to fail. In the past, mutation has only been used
on program text. This research uses the same concept, mak-
ing small modifications to syntactic objects, but applies it to
modify values instead of programs. This constitutes a ma-
jor advance and divergence in the application of mutation
analysis.

Data perturbation is used to generate values that are related
to normal data uses, and SQL injection [15] is extended
to test SQL uses. Traditional mutation operators modify
source code, not data, so different types of operators have
been defined.



Original Value Perturbed Values Test Case

<ISBN>(0-672-32374-5</ISBN> | 00000000000000000000000000 | maximum length
— minimum length

<price>59.99</price> 203 1 maximum value
—253 minimum value
0 Z€ero

<year>2002</year> 257 1 maximum value
—2%2 minimum value
0 Z€ero

Table 2: Book Document Tests for Data Value Perturbation

First, we present an abstract definition of a mutation op-
erator that can apply to both program text mutation and
data perturbation. Formally, an abstract mutation operator
is defined as:

DEFINITION 1. Given a set of all element instances N, a

mutation operator is v = f(ni, ... ,n;), where f is a func-
tion, i > 1, each ni, ... ,n; € N and has the same data type,
and v has the same data type as ni, ..., n;.

The following numeric data type operators have been de-
fined:

Divide(n): Change value n to 1+ n, where n is double
data type
Multiply (n): Change value n to n X n

Negative (n): Change value n to —n

Absolute (n): Change value n to | n |

When a Web service has two arguments of the same type,
then can be exchanged. An SQL injection occurs when an
SQL statement is included in a string value that is submit-
ted to a Web application or service. The expectation is that
the string will be stored in a database, and the foreign SQL
statement will be executed. This can allow unauthorized
access to databases on the server, with significant potential
consequences to the server and database. Spett described
several common SQL injection techniques [15]. We extend
authorization bypass to SQL uses and define it with the op-
erator Unauthorized(). The definitions of Exchange() and
Unauthorized() are:

e FEzxchange (n1, n2): Replace value ni with no and vice
versa, where both n; and ng have the same type
o Unauthorized (str): Change string value str to
str’ OR'1' ="1
Example 3 contains a SOAP message that requests a login.
The values in the message are used in an SQL query to verify
whether the username and password are valid.

ExAMPLE 3. : A SOAP Message for Login Request

<?xml version="1.0" encoding="UTF-8"7>
<soapenv:Envelope
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<soapenv:Body>
<adminLogin soapenv:encodingStyle=

"http://schemas.xmlsoap.org/soap/encoding/">

<arg0 xsi:type="xsd:string">turing</arg0>
<argl xsi:type="xsd:string">enigma</argl>

</adminLogin>
</soapenv:Body>
</soapenv:Envelope>

The Unauthorized() operator modifies the example in the
following way:

ExXAMPLE 4. : The Modified SOAP Body of Login
Message
<soapenv:Body>
<adminLogin soapenv:encodingStyle=
"http://schemas.xmlsoap.org/soap/encoding/">
<arg0 xsi:type="xsd:string">turing’ OR ’1°=’1</arg0>
<argl xsi:type="xsd:string">enigma’ OR ’1’=’1</argl>
</adminLogin>
</soapenv:Body>

The original SQL query looks like:
SELECT username FROM adminuser WHERE username=’turing’ AND
password =’enigma’

After the Unauthorized() operator is used, the SQL query
becomes:

SELECT username FROM adminuser WHERE username=’turing’ OR
’1’="1’ AND password =’enigma’ OR ’1°=’1’

The first SQL query selects just the record where username
= “turing” and password = “enigma”, and returns a null
table if that combination is not in the database. The second
SQL query selects all usernames from the table adminuser.

4.3 Data Communication Perturbation (DCP)
Most test tools for SOAP messages focus on testing RPC
communications and do not include data communication.
However, data communication is an important part of Web
service interaction and must be tested. As an example, con-
sider an online book store. The Web server for the book
store collects information for a customer’s order in XML
format, organizes the XML document in SOAP format, and
sends the SOAP message to the book publishers’ servers.
The XML document includes information about the cus-
tomer and the order. The purpose of data communication is
to transfer data, so it usually includes more data than RPC
communication messages do. For example, it is common
to include database relationships and constraints. There-
fore, data communication perturbation focuses on testing
these relationship and constraints. However, the semantics
of these relationship and constraints are slightly different
from those in the database literature [2].



To handle this difference, we use the RT'G formal model to
define the messages. The relationships and constraints are
included in the finite set of production rules p in the RTG.
The production rule n — a<d> is a production rule from a
non-terminal element to a terminal element or an attribute.
n — e<r> is a production rule from a non-terminal element
to another non-terminal element. Formally, the relationship
and constraints can be defined with RTG as follows:

DEFINITION 2. Given an XML schema G =< E, D, N,
A, P, ns >, a relationship is a production rule in P: n —
e < r >, where n is a non-terminal in N, e is an element in
E, and r is a regular expression made up of non-terminals.

DEFINITION 3. Given an XML schema G =< E, D, N,
A, P, ns >, a constraint is a production rule in P: n — <
T >, where n is a non-terminal in N, (3 is an element in E
or an attribute in A, and T is a data type in D.

For relationships, we focus on testing the referential in-
tegrity, which is the set of rules that govern the relationships
between primary keys and foreign keys of tables within a
relational database. They are used to determine data con-
sistency. XML schemas define relationships as parent-child
associations between two non-terminal elements. An XML
schema uses maxOccurs to specify referential relationships
between parent elements and child elements. In a regular
expression of a relationship, the ‘?’, ‘+’, and ‘*’ operators
denote zero-or-one, at least one, and any number of element
occurrences. These operators reflect cardinality constraints
in an XML schema. In term of these operators, three testing
strategies are defined as follows:

e Given arelationship n — e<r>, if there is an expression
«a? in r, there will be two test cases. One contains one
« instance and the other contains an empty instance.

e Given arelationship n — e<r>, if there is an expression
a+ in r, there will be two test cases. One contains one
« instance and the other one contains an allowable
number of « instances.

e Given a relationship n — e<r>, if there is a expression
a” in r, there will be two test cases. One contains o«
and the other contains a*~!, where a*«a duplicates
one element instance and o ! deletes one element in-
stance.

The RTG for the book XML schema contains two relation-
ships, ns — books<(ny)*> and ny, — book<n; n, ny>. Ex-
ample 1 for the book XML schema contains two instances
for the element book. Test cases will duplicate one element
instance and delete one element instance. Two test case
examples are shown below in Examples 5 and 6.

ExAMPLE 5. : Test Case for Duplicating Book In-
stance

<?xml version="1.0" encoding="UTF-8"7>
<!--Sample XML file for books-->
<books xmlns:xsi=
"http://www.w3.org/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:\Books\books.xsd">
<book>
<ISBN>0-672-32374-5</ISBN>
<price>59.99</price>
<year>2002</year>
</book>
<book>

<ISBN>0-781-44371-2</ISBN>
<price>69.99</price>
<year>2003</year>

</book>

<book>
<ISBN>0-781-44371-2</ISBN>
<price>69.99</price>
<year>2003</year>

</book>

</books>

EXAMPLE 6. : Test Case for Deleting Book Instance

<?xml version="1.0" encoding="UTF-8"7>
<!--Sample XML file for books-->
<books xmlns:xsi=
"http://www.w3.0org/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:\Books\books.xsd">
<book>
<ISBN>0-672-32374-5</ISBN>
<price>59.99</price>
<year>2002</year>
</book>
</books>

Database constraints are rules that govern the expressions
of attributes in tables within a relational database. For ex-
ample, null not allowed and non-null uniqueness are often
used in a database. In XML schemas, the definition of con-
straints is slightly different. A constraint in an XML schema
is a parent-child association between a non-terminal element
and a terminal element. All component constraints defined
in W3C’s XML datatype recommendation [19] are consid-
ered.

Consider the XML schema for books. The production set
P contains three constraints: (1) n; — ISBN<string>, (2)
n, — price<double>, and (3) ny — year<yearType>. The
first two production rules have no component constraints.
The component constraint for the third production rule is
<zs : totalDigitsvalue = 74”>. The test case created for
this component constraint is 9999.

5. EMPIRICAL RESULTS

An initial proof-of-concept empirical study has been carried
out. We have built a small collection of Web services, the
Mars Robot Communication System (MRCS), and applied
data perturbation to create tests. MRCS is an experimen-
tal system that simulates support for a scientific mission to
Mars by carrying geological and meteorological data from
Mars to a space station in orbit around Earth, then to a
ground control system that stores the data in a database
and provides access to scientists. MRCS has three sepa-
rate components: A robot on Mars, the space station, and
ground control in Houston. The ground control system is
a 3-tier Web application that includes the Web server, an
application server, and a database server. All communica-
tions between the three components and among the servers
in the ground control system are in XML under SOAP. The
interaction diagram for MRCS is shown in Figure 5.

MRCS contains five Web services that use RPC communi-
cation, six servlets that use data communication, and two
Java beans. All servlets output XML messages and five of
them also produce an HTML Web page. The MRCS has six

primary functions:
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Figure 5: The Interaction Diagram of MRCS

1. Administrator Login: Administrators need to log into
the application server on the ground before command-
ing the robot on Mars or accessing the database

2. Command the Robot: Administrators operate the robot
on Mars from the application server in the ground con-
trol system.

3. Data request from the ground: Administrators request
data that the Robot collected about its own status or
Mars.

4. Scientist Login: Scientists must login from the Web
server in the ground control system before they can
access the database or carry out computations.

5. Data request from scientists: Scientists can request
data from the database.

6. Computing data request from scientists: Scientists can
carry out computations on the data in the database.

Functions 1, 2, 4, and 6 use RPC communication. These
RPC communications have ten different SOAP message con-
tents. Functions 3 and 5 use data communications. The
SOAP messages for these communications are based on four
XML schemas: rock.xsd, weather.xsd, status.xsd, and
requestType.xsd.

We inserted 18 faults into MRCS, as summarized in Table
3. Five were faults in predicates, three were faults in com-
putation statements, three were SQL mistakes, three called
an incorrect method, two were mistakes related to the use
of XML and SOAP, one was an incorrect initial value for a
variable and the final fault was incorrect HTML output.

We generated 100 DVP tests, 15 RCP tests, and 27 DCP
tests, for a total of 142. These tests found 14 of the 18

Number of faults

Predicate faults
Computation faults
SQL faults

Wrong method call
XML and SOAP faults
Other faults

NN Lof Qof | Ut

Table 3: The Seeded Faults Distribution

faults (78%), as summarized in Table 4. Three computation
faults were not found because they were in methods that
do not have arguments, but compute their results based on
data taken from the database. For example, one fault mod-
ified the following statement by replacing the multiplication
operator with the plus operator:

distance += Math.sqrt (dx[0] * dx[0]+dy[0]*dy[0]);
distance += Math.sqrt (dx[0] + dx[0]+dy[0]*dy[0]);

The array dx[] was read from a database on the server, and
our testing has no way to modify those values so could not
detect that fault. Thus our tests do not have any way to
“stress” the incorrect computations. This brings up a con-
trollability issue: it is difficult to develop tests that depend
on values in the database.

The fourth fault was related to saving the changes in SOAP
messages before the messages were sent out. The tests also
found two naturally occurring faults. One is related to a
security problem found by the RCP test cases, and the other
was no XML document validation against the XML schema,
found by test cases in DVP.



DVP | RCP | DCP | Total
Number of test cases 100 15 27 142
Faults found (seeded) 14 7 4 14
Faults found (natural) 1 1 0 2

Table 4: Test Cases and Results

6. CONCLUSION AND FUTURE WORK

This paper has presented a new approach for the problem of
testing Web services. Data perturbation works by modifying
values in request messages and analyzing the response mes-
sages. Data perturbation has two components: data value
perturbation and interaction perturbation. Data value per-
turbation generates test cases according to the types as spec-
ified in the XML schema or DTD. Interaction perturbation
classified the communication into two categories, RPC com-
munication and data communication. Separate test strate-
gies are designed for each.

In our preliminary study, the DVP tests found many more
faults than the RCP and DCP tests. In fact, DVP found
all of the faults the others did, plus more. This data is too
preliminary to throw out RCP and DCP, but their relative
usefulness will definitely be a topic of future experiments as
this research project continues.

One part of testing Web services that we have not addressed
is related to controllability. Specifically, when values come
from a database or other data store, it is difficult for the
tester to control those values. This issue is common with
Web applications as well as other software that relies on
disk storage.

The testing so far relies on peer-to-peer interactions (be-
tween two components at a time). Multilateral interactions
allow scenarios such as a message from Web service com-
ponent A flowing to component B, which causes another
message to flow to C, and the resulting message flows back
to B, and then in turn to A. In addition to the messages,
this requires testing of aspects of the states of the Web ser-
vices. As this ongoing research project progresses, we expect
to address issues that arise from multilateral interactions.

Another limitation is that we presently have no theory to de-
cide whether the data perturbation operators are complete.
More experience with specific types of faults that occur in
Web services will help us address this problem.

The approach in this paper also relies strictly on syntactic
information about the XML messages. We are currently at-
tempting to bring in behavioral information by considering
the XML schema to define communication protocols, and
then apply methods from specification-based testing such as
model checking. This should allow for more detailed kinds
of analysis.
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