
Abstract
The quality of service (QoS) provided by a distributed software
system depends on many system parameters, such as network
bandwidth, reliability of links, frequencies of software component
interactions, etc. A distributed system's deployment architecture
can have a significant impact on its QoS. Furthermore, the deploy-
ment architecture will influence user satisfaction, as users typically
have varying QoS preferences for the system services they access.
Finding a deployment architecture that will maximize the users'
overall satisfaction is a challenging, multi-faceted problem. In this
paper, we present a framework model and a set of generic algo-
rithms that can be tailored and instantiated to address this problem.
We also provide an evaluation of our approach by applying it on a
large number of representative scenarios.

1. Introduction
Consider the following scenario, representative of a large num-

ber of present-day distributed software applications. The scenario
addresses distributed deployment of personnel in cases of natural
disasters, search-and-rescue efforts, and military crises. A com-
puter at “Headquarters” gathers information from the field and dis-
plays the current status and locations of the personnel, vehicles,
and obstacles. The headquarters computer is networked to a set of
PDAs used by “Commanders” in the field. The commander PDAs
are connected directly to each other and to a large number of
“Troop” PDAs. These devices communicate and help to coordinate
the actions of their distributed users. The distributed software sys-
tem running on these devices provides a number of services to the
users: requesting and sending information to each other, viewing
the current field map, managing the resources, etc.

Such an application is frequently challenged by the fluctuations
in the system’s parameters: network disconnections, bandwidth
variations, unreliability of hosts, etc. Furthermore, the different
users’ usage of the functionality (i.e., services) provided by the
system and the users’ quality of service (QoS) preference for those
services will differ, and may change over time. For example, in the
case of a disaster search-and-rescue effort scenario, “Commander”
users may require a secure and reliable messaging service with the
“Headquarters” when exchanging search-and-rescue plans. On the
other hand, “Troop” users may be more interested in having a low
latency messaging service with other “Troop” users when sending
assistance requests.

For any such large, distributed system, many deployment archi-

tectures (i.e., mappings of software components onto hardware
hosts) will be typically possible. Some of those deployment archi-
tectures will be more effective in delivering the desired level of
service quality to the user. For example, a service’s latency can be
improved if the system is deployed such that the most frequent and
voluminous interactions among the components involved in deliv-
ering the service occur either locally or over reliable and capacious
network links. This problem becomes quickly intractable for a
human engineer if multiple QoS dimensions (e.g., latency, security,
availability, power usage) must be considered simultaneously,
while taking into account any additional constraints (e.g., compo-
nent X may not be deployed on hosts Y and Z).

In this paper, we consider the problem of finding a deployment
architecture such that the QoS preferences (i.e., utility) accrued by
a collection of distributed end-users is maximized. We would like
our solution to be applicable to a wide range of application scenar-
ios (i.e., differing numbers of users, hardware hosts, software com-
ponents, application services, QoS dimensions, etc.). However, a
widely applicable solution to this problem is challenged by the fol-
lowing: (1) A very large number of system parameters influence
QoS dimensions (e.g., security, availability) of a software system;
while it may be possible to identify a subset of system parameters
(e.g., network bandwidth, frequencies of interactions) that influ-
ence the majority of QoS dimensions, it may not be possible to
identify all of them; (2) Many services and their corresponding
QoS influence the users’ satisfaction; (3) Different QoS may be
conflicting (i.e., improving one may degrade another); and (4) The
space of possible deployment architectures is extremely large. 

Therefore, a solution that meets the challenges identified above
will need to (1) provide an extensible model that supports inclusion
of arbitrary system parameters; (2) support definition of new QoS
dimensions using the system parameters; (3) allow users to specify
their QoS preferences; and (4) provide broadly applicable algo-
rithms that find a solution (i.e., deployment architecture) which
maximizes the users’ satisfaction in a reasonable amount of time.

In this paper, we present a tailorable framework that is targeted
at the above requirements. The framework relies on the notion of
QoS utility, which indicates a user’s (desired) degree of satisfaction
with a system. The framework’s objective is to maximize the over-
all utility, i.e., the cumulative satisfaction with the system by all its
users. Given an application scenario, the system architect instanti-
ates (configures) the framework by defining the appropriate system
parameters and the QoS of interest. The framework is then popu-
lated with the actual data from a distributed application and users’
preferences for the QoS dimensions of each application service.
Finally, one of the algorithms supplied by the framework is used to
find an improved deployment architecture. We provide an evalua-
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tion of our approach by demonstrating its two key aspects: (1) tai-
lorability via the framework’s instantiation for different application
scenarios, and (2) the algorithms’ performance and accuracy in
improving the users’ satisfaction with the system.

We should note that ours is not the first effort of this kind. Sev-
eral previous works [1,5,8,11] have realized the impact of a sys-
tem’s deployment architecture on its QoS and have explored
techniques for finding an improved deployment of the system.
However, these solutions are all either motivated by a particular
application scenario or based on simplifying assumptions that
make them inapplicable to most systems (e.g., single QoS dimen-
sion, single user, small system, and/or particular definition of a
QoS dimension). Furthermore, since each approach has created its
own, limited model of a system and domain-specific algorithms, it
is extremely hard to compare and interchange the different
approaches. The contribution of our work has been to address these
shortcomings by constructing a generic framework that can be tai-
lored to the specific needs of a multitude of scenarios. In the pro-
cess, we have developed a highly expressive approach to
specifying users’ QoS preferences in terms of system parameters.
We have devised and evaluated several algorithms that operate on
the generic model and perform fine-grained trade-off analysis with
respect to users’ preferences. Our implementation of the frame-
work results in an environment that allows the system architect to
bridge system modeling, analysis, simulation, implementation, and
deployment activities. Finally, the framework provides the means
for comparing different solutions, which in turn paves the way for
further research in this area.

The remainder of the paper is organized as follows. Section 2
discusses the related work. Section 3 presents the framework’s sys-
tem model, its instantiation for an example scenario, and the
accompanying algorithms. Section 4 discusses our tool support that
realizes the framework. Section 5 provides evaluation results. Sec-
tion 6 presents a discussion of the framework and its usage. Finally,
the paper concludes with an outline of future work.

2. Related Work
Numerous researchers have looked at the problem of improving

a system’s QoS through resource scheduling [7] and resource allo-
cation [9,14]. However, only a few have considered the users’ pref-
erences in improving QoS. The most notable of these approaches
are Q-RAM [9] and the work done by Poladian et al. [15]. Q-RAM
is a resource reservation and admission control system that maxi-
mizes the utility of a multimedia server based on the preferences of
simultaneously connected clients. Poladian et al. have extended Q-
RAM by considering the problem of selecting applications among
alternatives such that the cost of change to the user is minimized.
Neither of these works considers the impact of the software sys-
tem’s deployment architecture on the provided QoS. Furthermore,
these approaches are only applicable to resource-aware applica-
tions, which can be customized based on the available resources. 

Several researchers have considered modifying a software sys-
tem’s deployment architecture to improve a specific QoS dimen-
sion of the system. Most notable of these are I5 [1], Coign [5],
Kichkaylo et al. [8], and our own prior work [11,12]. I5 [1], pro-
poses the use of the binary integer programming model (BIP) for
generating an optimal deployment of a software application over a
given network. This approach uses minimization of overall remote
communication as the only criterion for optimality. Additionally,
solving the BIP model is exponentially complex in the number of

software components, rendering I5 applicable only to systems with
very small numbers of software components and target hosts. 

Coign [5] provides a framework for distributed partitioning of
COM applications across the network. Coign monitors inter-com-
ponent communication and then selects a distribution of the appli-
cation that will minimize communication time, using the lift-to-
front minimum-cut graph cutting algorithm. However, Coign can
only handle scenarios with two-host client-server applications. Its
authors recognize that the problem of distributing an application
across three or more hosts is NP hard and do not provide approxi-
mative solutions for such cases.

Kichkaylo et al. [8], provide a model, called component place-
ment problem (CPP), for describing a distributed system in terms
of network and application properties and constraints, and an AI
planning algorithm, called Sekitei, for solving the CPP model. The
focus of CPP is to capture a number of different constraints that
restrict the solution space of valid deployment architectures. How-
ever, CPP does not provide facilities for specifying the goal, i.e., a
criterion function that should be maximized or minimized. There-
fore, it only searches for a valid deployment that satisfies the con-
straints, without considering the quality of the found deployment. 

In our own prior work [11,12], we devised a set of algorithms
for improving a software system’s availability by finding an
improved deployment architecture. The novelty of our approach
was a set of approximative algorithms that scaled well to large dis-
tributed software systems with many components and hosts. How-
ever, our approach was limited to a predetermined set of system
parameters, and a predetermined definition of availability. 

None of the above approaches (including our own previous
work) considers the system users and their QoS preferences. Fur-
thermore, none of these approaches attempt to improve more than
one QoS dimension of interest. Finally, no previous work has con-
sidered users’ QoS preferences at the granularity of the applica-
tion-level services. Instead, the entire distributed software system
is treated as one service with one user, and a particular QoS dimen-
sion serves as the only QoS objective.

3. Framework
In this section we describe the framework model, the frame-

work’s instantiation, and the accompanying generic algorithms.

3.1. Framework Model
Our primary objective in the design of the model has been to

make it practical: enable it to capture realistic distributed system
scenarios and avoid making assumptions that will restrict its appli-
cability. For example, we wanted to avoid prescribing a predefined
number of system parameters, or particular definitions of QoS
dimensions. The framework model provides the minimum skeleton
structure required to model a distributed system’s deployment and
the system parameters that affect that deployment. Each skeleton
element of the model can be extended and arbitrarily refined by the
system architect. Figure 1 shows the framework’s formal model.
We model a distributed software system as: 
1. A set H of hardware nodes (hosts) with the associated param-

eters (e.g., available memory or CPU on a host), and a function
hParam that maps each parameter to a value. 

2. A set C of components with the associated parameters (e.g.,
required memory for component’s execution or JVM version),
and a function cParam that maps each parameter to a value.

3. A set N of physical network links with the associated parame-
ters (e.g., available bandwidth, reliability of links), and a func-



tion nParam that maps each parameter to a value.
4. A set I of logical interaction links between software compo-

nents in the distributed system, with the associated parameters
(e.g., frequency of component interaction, average event size),
and a function iParam that maps each parameter to a value.

5. A set S of services, and a function sParam that provides val-
ues for service-specific system parameters. An example ser-
vice-specific system parameter is the number of component
interactions resulting from an invocation of a single service.

6. A set DepSpace of all possible deployment mappings.
7. A set Q of QoS dimensions, and a function qValue that quan-

tifies a QoS dimension (e.g., security) for a given service (e.g.,
“find the best route to the disaster area”) in the current deploy-
ment mapping. Also, a function qType that represents the min-
imization or maximization aspect of the QoS dimension.

8. A set U of users, and two complementary functions qosRate
and qosUtil that denote a user’s preference for a QoS dimen-
sion of a service. qosRate returns the rate of change, while
qosUtil returns the utility for that rate of change. For example,
the user may denote a utility of 0.1 for a change of 0.2 (i.e.,
20%) in a particular QoS dimension of a service. Relative
importance of different users is determined by two threshold
values: MinRate and MaxUtil. MinRate denotes the minimum
rate of change a user is allowed to specify, while MaxUtil

denotes the maximum utility. In general, a smaller value of
MinRate and a larger value of MaxUtil indicates higher impor-
tance (or relative influence) of the user in the final solution.

9. A set PC of parameter constraints, and a function pcSatisfied
that, given a constraint and a deployment architecture, returns
1 if the constraint is satisfied and 0 otherwise. For example, if
the parameter constraint is “bandwidth satisfaction”, the corre-
sponding constraint function may ensure that the total volume
of data exchanged across any network link does not exceed
that link’s bandwidth in a given deployment architecture.

10. Using the loc function, deployment of any component can be
restricted to a subset of hosts. Using the colloc function, con-
straints on collocations of components can be specified.

Note that some elements of the framework model are intention-
ally left “loosely defined” (e.g., system parameter sets, QoS set).
These elements correspond to the many and varying factors that
are found in different distributed application scenarios. As we will
see in the next section, when the framework is instantiated, the sys-
tem architect specifies these loosely defined elements.

For brevity we use the following shorthand notations in the
remainder of this paper: Hc is a host on which component c is
deployed; Ic1,c2 is an interaction between components c1 and c2;
Nh1,h2 is a network link between hosts h1 and h2; finally, Cs is a set
of components that constitute service s.

A distributed system is modeled in terms of 
1. a set H  of hardware nodes, a set HP  of host parameters, a function ℜ→×HPHhParam :   
2. a set C  of components, a set CP  of component parameters, a function ℜ→×CPCcParam :  
3. a set N  of network links, a set NP  of network link parameters, a function  ℜ→×NPNnParam :  
4. a set I  of logical links (interactions), a set IP  of logical link parameters, a function ℜ→× IPI:iParam  
5. a set S  of services, and a function ℜ→∪∪∪×∪∪∪× }{}{: IPNPCPHPINCHSsParam  of values for service-specific system parameters 

6. a set { },...d,dDepSpace 21=  of all possible deployment mappings, where |C||H||DepSpace|   =  

7. a set Q  of quality of services, a function ℜ→×× DepSpaceQSqValue :  that quantifies the achieved level of QoS, and  
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Figure 1. Framework Model.

Figure 2. Problem Definition.
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is maximized, and the following conditions are satisfied:     
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In the most general case, the number of possible deployment architectures is |C||H||DepSpace|   = .  

However, some of these deployments may not satisfy one or more of the above three conditions. 

Figure 2 shows the formal definition
of the problem based on the framework
model. The function overallUtil repre-
sents the overall satisfaction of the users
with the QoS delivered by the services
they use. The goal is to find a (new)
deployment architecture that maximizes
overallUtil and meets the constraints on
location, collocation, and system
parameters (items 9 and 10 in Figure 1).

3.2. Framework Instantiation
To configure the framework model

for an application scenario, its loosely
defined parts must be specified. We
illustrate the framework’s instantiation



using four QoS dimensions: availability, latency, communication
security, and energy consumption. Note that any arbitrary set of
QoS dimensions can be used in our framework. Also note that the
framework does not place any restrictions on the manner in which
QoS dimensions are defined and quantified. This allows an engi-
neer to tailor the framework to her specific needs. Below we give
sample quantifications of these selected four QoS dimensions in
the context of distributed systems.

The first step in instantiating the framework is to define the rel-
evant system parameters. Item 1 of Figure 3 shows a list of param-
eters that we have identified to be of interest for specifying the four
QoS dimensions. We should note that additional parameters may
be found to be relevant as well. Those parameters can be similarly
instantiated in our framework. Once the parameters of interest are
specified, the parameter realization functions (e.g., hParam,
cParam of Figure 1) need to be defined. These discrete functions
can be defined in many ways: monitoring the system, relying on
system engineer’s knowledge, extracting from the architectural
description, etc. We provide a detailed discussion of this issue in
Section 4, where we present our tool support for the framework.

A software system’s availability is commonly defined as the
degree to which the system is operational when required for use
[6]. Availability is the QoS dimension denoting whether a service
is present or ready for immediate use. In the context of distributed
environments, where the most common failure is a network failure,
we quantify availability as a function of successfully completed
inter-component interactions in the system [11,12]. Item 2 of Fig-
ure 3 defines availability for a single service s in a given deploy-
ment d. A software service’s latency is commonly defined as the
time elapsed between making a request for service and receiving
the response [6]. The most common causes of communication
delay in a distributed system are the unreliability of network links,
low bandwidth, and network transmission delay. Item 3 of Figure 3
defines latency for a service s. Note that for simplicity in our spec-
ification of latency we did not consider the computational delay
associated with each software component’s execution; however, it

should be evident that the framework does not prevent one from
including a more elaborate and accurate quantification of latency.
A major factor in the security of distributed systems is the level of
encryption (e.g., 128-bit versus 40-bit encryption) capability pro-
vided in remote communication [18]. Item 4 of Figure 3 defines
communication security for a service s. Finally, energy consump-
tion (or battery usage) of each service is determined by the energy
required for the transmission of data among hosts plus the energy
required for the execution of application logic in each software
component for the service. Item 5 of Figure 3 defines energy con-
sumption of a service s. For ease of exposition in this paper we
have provided a simplified definition; a more sophisticated energy
consumption model can be found in our recent work [17].

The definitions of the four QoS dimensions in Figure 3 are
intended to serve primarily as an example of how QoS dimensions
are quantified and used in our framework. A more detailed expla-
nation of these QoS dimensions is beyond the scope of this paper.
We do not argue that these are the only, “correct”, or even most
appropriate definitions for these four dimensions. In fact, our
framework can accommodate arbitrary definitions of these as well
as other QoS dimensions, so long as they are quantifiable.

For illustrating parameter constraints we use the memory avail-
able on each host. The constraint in item 6 of Figure 3 specifies
that the total size of the components deployed on each host may
not be greater than the total available memory on that host. Other
constraints, such as “bandwidth satisfaction”, are included in the
same manner, but have been elided from the figure for brevity.

We also need to populate the set S with the services and the set
U with the users of the system (recall Figure 1). Finally, the users’
preferences are determined by defining the two functions qosRate
and qosUtil. The users define the values these two functions take
based on their preferences, as discussed in more detail in Section 4.

3.3. Framework Algorithms
The above problem is an instance of multi-dimensional optimi-

zation problems, characterized by many QoS dimensions, system

1. System parameters 
HPhostMem∈  available memory on a host 

 HPshostEnrCon ∈ average energy consumption per opcode 
CPcompMem∈  required memory for a component 
CPopcodeSize∈  average amount of computation per event 

IPfreq∈  frequency of interaction between two components 
IPevtSize∈ average event size exchanged between two components 

NPbw∈ available bandwidth on a network link 

NPrel∈  reliability of a network link 
NPtd ∈  transmission delay of a network link 

NPenc∈ encryption capability of a network link 
NPscommEnrCon ∈ energy consumption of transmitting data 

Qenergyurity,secy,ty, latencavailabili ∈   four QoS dimensions 
PCmemConst ∈  constraint on host’s available memory parameter 
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Figure 3. Framework instantiation example.



users and user preferences, and constraints that influence the objec-
tive function. Our objective has been to devise reusable algorithms
that provide highly accurate results regardless of the application
scenario. An in-depth study of the general applicable strategies
resulted in four algorithms for solving the described problem,
where each algorithm is suitable to a particular class of systems as
will be further discussed in Section 6. Unlike previous works that
depend on the knowledge of specific system parameters, we have
developed a number of novel heuristics for improving the perfor-
mance and accuracy of our algorithms independently of system
parameters. Therefore, regardless of the specific application sce-
nario the system architect simply executes the algorithm most suit-
able for the system (e.g., based on the size of the system, or
stability of system parameters) without any modification.

Of the four general approaches we have adopted and adapted,
two (Mixed-Integer Nonlinear and Mixed Integer Linear Program-
ming, a.k.a. MINLP and MIP [19]) are best characterized as
generic techniques developed in operations research to deal with
multi-dimensional optimization problems. These techniques are
accompanied by widely used algorithms and solvers. We tailor
these techniques to target them specifically at our problem and
introduce heuristics that improve their results. The remaining two
approaches (greedy and genetic) can be characterized as generally
applicable strategies, which we have employed in developing spe-
cific algorithms tailored to our problem. In this section, we provide
a discussion of all four techniques, with an analysis of their algo-
rithmic complexity as well as their inherent trade-offs.1 

3.3.1.Mixed-Integer Nonlinear Programming (MINLP)
A linear (or non-linear) programming problem consists of three

parts: decision variables, constraint functions, and an objective
function. A linear programming problem has a linear objective
function, while a non-linear programming problem has a non-lin-
ear objective function. In a mixed-integer programming problem
[19] the decision variables can only take on integer values within a
specified domain. As we will see, since our objective function is a
non-linear function, our problem is by default a MINLP problem.
While we cannot solve the MINLP representation of our problem
optimally, off-the-shelf MINLP solvers can approximate a solution
most of the time. In Section 5, we compare the solution of our two
approximative algorithms (introduced below) to the solutions pro-
duced by these MINLP solvers. Furthermore, in the next section
we demonstrate a technique for converting a MINLP problem into
a linear programming problem, which can be solved optimally.

The first step in representing our problem as a MINLP problem
is defining the decision variables. We define decision variable xc,h,
which corresponds to the decision of whether component c is to be
deployed on host h or not. Therefore, we need |C|*|H| binary deci-
sion variables, where xc,h=1 if component c is deployed on host h,
and xc,h=0 if c is not deployed on h.

The next step is defining the constraints, which includes the
representation of both parameter and locational constraints in
MINLP. For example, the memory constraint for a host h (Item 6 of
Figure 3) is specified in this way:

Other parameter constraints are represented similarly. The fact
that a software component c can only be deployed on one host is

another constraint that needs to be specified: . Other

locational constraints are represented similarly.
Finally, we need to define the objective function. Below we

show the MINLP representation of the objective function for the
scenario introduced in Section 3.2. In the interest of brevity, we are
only showing availability and its contribution to the objective func-
tion; other QoS dimensions are included very similarly. 

The function availValue corresponds to the qValue function
defined in item 2 of Figure 3. The function availUtil calculates a
user’s utility for the availability of a service. initAvail is a constant
which represents the availability of the service for the initial
deployment of the system. Note that as a result of decision variable
multiplication (xc1,h1*xc2,h2), the objective function is non-linear.

As mentioned earlier, while there are approximative algorithms
for estimating a solution to a MINLP problem, there is no known
algorithm for solving it optimally. Furthermore, for problems with
non-convex functions (such as ours), MINLP solvers are not guar-
anteed to find and converge to an improved approximate solution
[19]. Finally, given the non-standard techniques for solving
MINLP problems, it is hard to determine a complexity bound for
these MINLP solvers.2 We provide an empirical evaluation and
comparison of MINLP solvers with other algorithms in Section 5. 

3.3.2.Mixed-Integer Linear Programming (MIP)
While MIP problems can be solved optimally in principle,

doing so is computationally expensive even for small problems.
However, by leveraging appropriate heuristics, it is possible to cut
down the search space while maintaining the optimality criterion.
Below we describe a technique for transforming our MINLP prob-
lem into an MIP one and then present a heuristic we have devel-
oped that improves the resulting MIP algorithm’s performance.

In order to transform the MINLP problem to MIP, we need to
introduce |C|2*|H|2 new binary decision variables tc1,h1,c2,h2 to the
specification formula of each QoS. We want tc1,h1,c2,h2=1 if com-
ponent c1 is deployed on host h1 and component c2 is deployed on
host h2, and tc1,h1,c2,h2=0 otherwise. To ensure that the variable t
satisfies the above relationship, we need to add the following three
new contraints:

Using the new variable t and the three new constraints, we can
rewrite the availValue function (as well as the other QoS functions)

1. Due to space constraints we are only able to provide a brief background
for each of the four strategies. This should allow an informed reader to
follow our discussion of the specific enhancements we have introduced.
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to arrive at an equivalent linear problem:

MIP solvers use branch-and-bound to solve the problem effi-
ciently. Therefore, our problem has the upper bound of: 

However, most MIP solvers support specification of the order
in which the variables are to be branched by assigning different pri-
orities to the decision variables. Thus, by assigning a higher prior-
ity to x variables and lower priority to t variables, we are able to
reduce the complexity of the algorithm significantly, to O(2|H||C|).
This is because, after solving the problem for the x variables, the
values of t variables trivially follow from the three constraints dis-
cussed in the previous paragraph. Finally, the constraint that each
software component can be deployed on only one host (recall Sec-
tion 3.3.1), allows for significant pruning of the branch-and-bound
tree, thus reducing the complexity of our problem to O(|C||H|). Fix-
ing some components to selected hosts, or specifying that a pair of
components have to be collocated on the same host further reduces
the algorithm’s complexity [11].

As we will see in Section 5, even after all this reduction, the
MIP algorithm remains computationally very expensive. It may
still be used in calculating optimal deployments for systems whose
characteristics are stable for a very long time. In such cases, it may
be beneficial to invest the time required for the MIP algorithm, in
order to gain maximum possible overall QoS utility. However, note
that even in such cases, running the algorithm may become infeasi-
ble very quickly, unless the number of allowed deployments is sub-
stantially reduced through locational constraints.

3.3.3.Greedy Algorithm
The high complexity of MIP and MINLP solvers, and the fact

that the MINLP solvers do not always find an improved solution,
motivated us to devise additional domain-specific approximative
algorithms that significantly reduce this complexity while exhibit-
ing good precision. Our approach leverages several heuristics in
finding solutions that come close to the optimal found by MIP (for
smaller systems) and are on par with those found by state-of-the-
art MINLP solvers (for much larger examples).

Greedy algorithms are iterative algorithms that incrementally
find better solutions. Unlike the previous algorithms that need to
finish executing before returning a solution, a greedy algorithm
generates a valid and improved solution in each iteration. This is a
desirable characteristic for systems where the parameters change
frequently and the available time for calculating an improved
deployment varies significantly: whenever the algorithm is termi-
nated, it returns either the initial deployment or one that is better
than it. In each step of the algorithm, we take a single component
aComp and estimate the new deployment location for it (i.e., a
host) such that the objective function overallUtil is maximized.
Our strategy is to improve the QoS dimensions of the “most impor-
tant” services first. The most important service is the service that
has the greatest total utility gain as a result of the smallest improve-
ment in its QoS dimensions. The importance of service s is calcu-
lated via the following formula:

Going in the decreasing order of service importance, the algo-

rithm searches for the host bestHost that maximizes the total utility
when aComp is deployed on it. bestHost is the host that has the
maximum value of hValue, calculated via the following formula:

where d’ is the initial deployment, d is the new deployment when
aComp is deployed on h, and p(S) is a subset of services in whose
provision aComp is involved.

If the bestHost for aComp satisfies all the parameter constraints
(e.g., the host memory constraint), the solution is modified by
mapping aComp to bestHost. Otherwise, the algorithm tries to find
all “swappable” components sComp on bestHost, such that after
swapping a given sComp with aComp (1) the parameter constraints
associated with HaComp and bestHost are satisfied, and (2) the
overall users’ utility is increased. Among the swappable compo-
nents, we choose the component whose swapping results in the
maximum utility gain, calculated as follows:

If no swappable components exist, the algorithm selects the
host with the next highest hValue and repeats the above process. 

The algorithm continues improving the overall utility by find-
ing the best host for each component of each service, until it deter-
mines that a stable solution has been found. A solution becomes
stable when during a single iteration of the algorithm all compo-
nents remain on their respective hosts. Note that the heuristics
implicitly disallow moves that decrease the quality of a solution
and thus the algorithm is guaranteed to terminate when it stops
improving the quality of the solution. The complexity of this algo-
rithm in the worst case with k iterations is:3 

However, since typically only a small subset of components
participates in a given service and swappable components are only
a small subset of components deployed on the bestHost, the aver-
age complexity of this algorithm is typically much lower. Finally,
similar to the analysis of the MIP algorithm, specification of loca-
tional constraints decreases the number of times we calculate
hValue, thus resulting in further complexity reduction.

An important heuristic we have introduced in this algorithm is
the swapping of components: this significantly decreases the possi-
bility of getting “stuck” in a bad local optimum, alleviating a com-
mon shortcoming of greedy strategies. Further enhancements to the
algorithm are possible that would result in improving the results at
the cost of higher complexity. For example, simulated annealing
[16] could be leveraged to explore several solutions and return the
best one by conducting a series of additional iterations over our
algorithm.
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3.3.4.Genetic Algorithm
We present another approximative solution to our problem that

is based on a well-known class of stochastic approaches called
genetic algorithms [16]. Unlike the greedy algorithm, the genetic
algorithm can easily be extended to execute in parallel on multiple
processors with no additional overhead. Furthermore, in contrast
with MINLP and greedy algorithms that eventually stop at “good”
local optima, a genetic algorithm continues to improve the solution
until it is either explicitly terminated by a triggering condition or
the global optimal solution has been found. However, the perfor-
mance and accuracy of the genetic algorithm significantly depend
on its mechanism design (i.e., the representation of the problem
and the heuristics leveraged in promoting the good properties of
individuals). In fact, the genetic algorithm we developed initially,
using conventional heuristics typically suggested in literature, sig-
nificantly under-performed in comparison to the other three algo-
rithms. Instead, we had to devise a novel mechanism specifically
tailored at our problem, as discussed below.

In a genetic algorithm, an individual represents a solution to the
problem. Each individual is composed of a sequence of genes that
represent the structure of that solution. A population contains a
pool of individuals. An individual for the next generation of the
population is evolved in three steps: (1) two or more parent indi-
viduals are heuristically selected from the population; (2) a new
individual is created via a cross-over between the parent individu-
als; and (3) the new individual is mutated via slight random modi-
fication of its genes.

In our problem, an individual is a string of size |C| that corre-
sponds to the deployment mapping of all software components to
hosts. Figure 4a shows a simple representation of an individual for
a problem of 10 components and 4 hosts. Each block of an individ-
ual represents a gene and the number in each block corresponds to
the host that the component is deployed on. For example, compo-
nent 1 of Individual 1 is deployed on host 4 (denoted by h4), as are
components 4, 5, and 8. The problem with this representation is
that the genetic properties of parents are not passed on to future
generations as a result of cross-overs. This is because the compo-
nents that constitute a service are dispersed in the gene sequence of
an individual and a cross-over may result in a completely new
deployment for the components of that service. For example,
assume that in Figure 4a service 1 of Individual 1 and services 2
and 3 of Individual 2 have very good deployments (with respect to
users’ utility); then as a result of a cross-over, we may create a new
individual that has an inferior deployment for all three services: the
components collaborating to provide service 2 are now distributed
across hosts 1, 3, and 4, which is different from the deployment of
service 2 in both Individuals 1 and 2.

Figure 4b shows a mechanism we have developed for the repre-
sentation of an individual in response to this problem. In this repre-
sentation, the components of each service are grouped together via
a mapping function, represented by the Map sequence. Each block
in the Map sequence tells us the location on the gene sequence of
an individual to which a component is mapped. For example, com-
ponent 2 is mapped to block 5 on the gene sequence (denoted by
i5). Thus, block 5 of Individual 1 in Figure 4b corresponds to block
2 of Individual 1 in Figure 4a, and both denote the fact that compo-
nent 2 is deployed on host 1. If the component participates in more
than one service, the component is grouped with the components
providing the service that is most important. Similarly to the

greedy algorithm, the most important service results in the highest
utility gain for the smallest improvement in its QoS dimensions,
calculated via the svcImp function from the previous section. We
only allow cross-overs that occur on the borders of services. For
example, in Figure 4b, we may perform cross-overs at two loca-
tions: the line dividing blocks 4 and 5, or the line dividing blocks 7
and 8 of Individuals 1 and 2. Note that as a result of the cross-over
in Figure 4b, we have created an individual that has inherited the
deployment of service 1 from Individual1 and the deployment of
services 2 and 3 from Individual2. 

After the cross-over, the new individual is mutated. This corre-
sponds to changing the deployment of a few components. To
evolve populations of individuals, we define a fitness function that
evaluates the quality of each new individual. The fitness function
returns zero if the individual does not satisfy all the parameter and
locational constraints, otherwise it returns the value of overallUtil
for the deployment that corresponds to the individual. The algo-
rithm improves the quality of a population in each evolutionary
iteration by selecting parent individuals with a probability that is
directly proportional to their fitness values. Thus, individuals with
a high fitness value have a greater chance of getting selected, and
increase the chance of passing on their genetic properties to the
future generations of the population. Furthermore, we directly copy
the individual with the highest fitness value (i.e., perform no cross-
over or mutation on it) from each population to the next generation,
thus keeping the best individual found in the entire evolutionary
search. The worst case complexity of this algorithm is:

We can improve the results of the algorithm by instantiating
several populations and evolving each of them independently. For
further improvement, these populations may be allowed to keep a
history of their best individuals and share them with other popula-
tions at pre-specified time intervals.

4. Tool Support
To provide an implementation of the framework we leveraged

DeSi [13], our visual deployment exploration environment that
supports specification, manipulation, visualization, and (re)estima-
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tion of deployment architectures for large-scale, highly distributed
systems. DeSi exports an API for modifying its deployment model,
which can be used to define new system parameters. We leveraged
this API to instantiate our framework. DeSi’s visualization facili-
ties automatically get updated to reflect the model. DeSi provides a
pluggable utility for adding new algorithms that operate on the
model, which we used to add the framework’s algorithms. We
instrumented DeSi to transform its internal model to GAMS [2],
which is a popular algebraic optimization language. DeSi was then
integrated with state-of-the-art MIP and MINLP solvers [3] for
solving the generated GAMS models. DeSi was also extended to
allow for specification of arbitrary QoS dimensions and parameter
constraints, which are added to DeSi’s model structure.

Once the appropriate framework model is specified and instan-
tiated, the model is populated with the proper data about system
parameters and user preferences. DeSi provides the option of either
generating a random application scenario or acquiring the data
from an external source. To acquire the data about system parame-
ters from a real application, DeSi has been integrated with Arch-
Studio [4] and Prism-MW [10]. ArchStudio is an architecture-
based software development environment which, at its core, uses
an extensible architecture description language (ADL). DeSi uses
ArchStudio to populate its model with system parameter values
that are available at design time: initial deployment of the system,
available memory on each host, etc. Prism-MW is a middleware
platform that enables efficient implementation, deployment, and
execution of distributed software systems. Prism-MW provides
monitoring facilities that are used by DeSi to populate its model
with system parameter values at runtime: frequencies of interaction
among components, available bandwidth on each network link, etc. 

Calculating an improved deployment architecture is only a part
of the larger problem of improving the QoS in a running system.
As part of our on-going work we have developed techniques and
tools for system monitoring, component deployment and migra-
tion, and dynamic system adaptation [10,12,13]. The integration of
the framework presented in this paper with our previous work pro-
vides a comprehensive solution to user-aware analysis, selection,
and effecting of a system’s deployment architecture.

5. Evaluation
In this section we evaluate the results of the algorithms dis-

cussed in Section 3.3 for several instances of the scenario intro-
duced in Section 3.2. Recall that in this scenario we tailored the

framework with four QoS dimensions. We leveraged DeSi’s hypo-
thetical deployment generation capability to create the scenario
instances. In the generation of deployment scenarios all system
parameters are populated with randomly generated data within a
specified range, and an initial deployment of the system that satis-
fies all the constraints is provided. DeSi thereby enabled us to eval-
uate our approach on a large number of generated examples. 

Figure 5 shows the input into DeSi for the generation of exam-
ple scenarios and benchmarks. The values in Figure 5 represent the
allowable ranges for each system parameter. The numbers of hosts,
components, services, and users vary across the benchmark tests
and are specified in the description of each test. Note that both the
framework and DeSi are independent of the unit of data used for
each system parameter. For example, in the case of transmission
delay, neither the framework nor DeSi depend on the unit of time
(s, ms, etc.). It is up to the system architect to ensure that the right
units and appropriate ranges for the data are supplied to DeSi.
After the deployment scenario is generated, DeSi simulates users’
preferences by generating hypothetical desired rates of change
(qosRate) and desired utilities (qosUtil) for the QoS dimensions of
each service. While users may only use and specify QoS prefer-
ences for a subset of services, we evaluate our algorithms in the
most constrained (and challenging) case, where each user uses all
the services and specifies a QoS preference for each service.
Unless otherwise specified, the genetic algorithm used in the eval-
uation was executed with a single population of one hundred indi-
viduals, which were evolved one hundred times. Our evaluation
focused on five different aspects of our work, as detailed next.

Improving Conflicting QoS Dimensions. Table 1 shows the
result of running our algorithms on an example application sce-
nario generated for the input of Figure 5 (with 12 components, 5
hosts, 8 services, and 8 users). The values in the first eight rows
correspond to the percentage of improvement over the initial
deployment of each service. The ninth row shows the average
improvement for each QoS dimension of all the services. Finally,
the last row shows the final value of our objective function (overal-
lUtil). The results demonstrate that, given a highly constrained sys-
tem with conflicting QoS dimensions, the algorithms are capable
of significantly improving QoS dimensions of each service. As dis-
cussed in Section 3.3.2, the MIP algorithm found the optimal
deployment (with the objective value of 64 in this case).4 The other
algorithms also found good approximative solutions, which are

Table 1: Results of an example scenario with 12C, 5H, 8S, and 8U.
MIP MINLP Greedy Genetic
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service 1 56% -8% 18% -8% 33% 2% -5% 14% 24% -8% 4% -4% 16% -2% 18% -8%

service 2 93% 94% 97% 24% 91% 41% 32% 24% 83% 91% 62% 15% 93% 84% 35% 18%

 service 3 39% 30% 22% 49% 32% 38% 11% 69% 39% 30% 22% 49% 19% 30% 22% 49%

service 4 215% 97% 302% 7% 215% 97% 302% 7% 165% 50% 220% 12% 180% 91% 150% 10%

service 5 59% 7% 25% 26% 23% 5% 39% 21% 43% 7% 19% 18% 29% 5% 35% 33%

service 6 99% 55% 37% 44% 83% 35% 45% 32% 99% 55% 37% 44% 99% 55% 37% 44%

service 7 91% 57% 20% 47% 97% 29% 44% 25% 91% 37% 14% 23% 91% 43% 4% 49%

service 8 43% 22% 7% 56% 41% 11% -5% 72% 32% 21% -10% 58% 13% 51% 7% 72%

Average 86% 44% 66% 30% 76% 32% 57% 33% 72% 35% 46% 26% 67% 44% 38% 33%

overallUtil 64 57 55 52

Figure 5. Input for DeSi’s 
deployment scenario generation.
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within 20% of the optimal. Although space constraints prevent us
from detailing other experiments, as an example we select a bench-
mark of 20 randomly generated application scenarios, which
showed average improvements of 73% for availability, 61% for
latency, 51% for security, and 66% for energy consumption. Our
results indicate that our algorithms deliver the desired improve-
ments in multiple conflicting QoS dimensions.

Sensitivity to Users’ Preferences. Space constraints prevent
us from showing the preference tables for each of the 8 postulated
users and the 4 QoS dimensions of each of the 8 services. How-
ever, recall from Section 3.1 that the importance of a QoS dimen-
sion to a user (which we call QoS importance) is determined by the
ratio of the user’s qosUtil to qosRate for that dimension. Thus, QoS
dimensions of services that on average have higher importance to
the users typically show a greater degree of improvement. For
example, in the scenario of Table 1, the users have placed a great
degree of importance on service 4’s availability and security. This
is reflected in the results, which show a greater improvement of
these dimensions for service 4 than their average improvement
(e.g., in MIP’s solution, availability of service 4 is improved by
215% and security by 302%; the average respective improvement
of these two dimensions for all services was 86% and 66%). Note
that, for this same reason, a few QoS dimensions of some services
have degraded in quality, as reflected in the negative percentage
numbers. These were not very important to the users and had to be
degraded for improving other, more important QoS dimensions. 

We select as another illustration a benchmark of 20 randomly
generated application scenarios, which showed average QoS
improvements of 89% for services for which the users specified a
QoS importance of 1 or more, and 34% for services for which the
user specified a QoS importance of less than 1. Since the bench-
mark scenarios were generated for the input of Figure 5, QoS
importance could have taken values in the range of 0 to 100. How-
ever, a value of 1 represents the expected (statistical average) value
that QoS importance could have taken, and divides the data distri-
bution into two halves.5 In this comparison we have compared the
half with higher QoS importance values against the half with lower
QoS importance values, which verifies that improvements in QoS

are based on users’ QoS preferences.

Performance and Accuracy. Figure 6 shows the comparison
of the four algorithms in terms of performance (execution time)
and accuracy (value of the objective function overallUtil). Note
that the vertical axis is divided logarithmically, thus the slope of
lines may be deceiving. For each data point (shown on the horizon-
tal axis with the number of components, hosts, services, and users),
we created ten representative problems and ran the four algorithms
on them. The results correspond to the average values attained
from these benchmarks. As shown, the high complexity of MIP
and MINLP solvers made it infeasible to solve the larger problems.
Comparing results of MINLP, greedy, and genetic algorithms
against the optimal solution found by the MIP algorithm shows
that all three approximative algorithms come within at least 20 per-
cent of the optimal solution. The results also corroborate that the
greedy and genetic algorithms are capable of finding solutions that
are on par with those found by state-of-the-art MINLP solvers. On
the other hand, our greedy and genetic algorithms demonstrate
much better performance than both MIP and MINLP solvers, and
are scalable to very large problems. The MINLP solvers were
unable to find solutions for approximately 20% of larger problems
(beyond 20 components and 10 hosts). However, for a meaningful
comparison of the benchmark results we are not including prob-
lems that could not be solved by the MINLP solvers in Figure 6.

Sensitivity to QoS Dimensions. Figure 7 shows the sensitivity
of each algorithm’s performance to the number of QoS dimensions.
We executed a deployment architecture of 12 components, 5 hosts,
5 services, and 5 users for varying numbers of QoS dimensions.6
As expected, the performance of all four algorithms is affected by

4. An objective value has no absolute meaning, but is relative to the objec-
tive values of other deployments within the same application scenario.

5. Recall from Figure 5 that minRate=0.01 and maxUtil=1. Based on the
definitions of Figure 1, qosRate is randomly selected from 0.01 to 1, and
qosUtil is randomly selected from 0 to 1. Thus, expected average value
for these two variables can be estimated to be 0.5. The expected average
value for QoS importance is then equal to qosUtil/qosRate=0.5./0.5=1.
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Figure 7. Sensitivity of performance to QoS dimensions.
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the addition of new dimensions. However, the algorithms show dif-
ferent levels of sensitivity to the addition of new QoS dimensions.
The genetic algorithm shows the least amount of degradation in
performance. This is expected, since the analysis in Section 3.3,
suggests that the complexity of the genetic algorithm increases lin-
early in the number of QoS dimensions, while the complexity of
the greedy algorithm increases polynomially. Even though we do
not have access to the proprietary algorithms used by MIP and
MINLP solvers, we can see that their performance also depends
significantly on the addition of new QoS dimensions

Sensitivity to Heuristics. In Figure 8 we evaluate the heuristics
we have introduced in the development of our algorithmic solu-
tions. Figure 8a shows the effect of variable ordering on the perfor-
mance of the MIP algorithm. As discussed in Section 3.3.2 and
shown in the results of Figure 8a, specifying priorities for the order
in which variables are branched can improve the performance of
MIP significantly (in some instances, by an order of magnitude).

Figure 8b compares the greedy algorithm against a version that
does not swap components when the parameter constraints on the

bestHost are not satisfied. As was discussed in Section 3.3.3, by
swapping components we decrease the possibility of getting
“stuck” in a bad local optimum. The results of Figure 8b corrobo-
rate the importance of this heuristic on the accuracy of the greedy
algorithm: the heuristic has improved the algorithm’s accuracy by
up to 50% in a large number of evaluation scenarios.

Finally, Figure 8c compares three variations of the genetic algo-
rithm. The first two variations were discussed in Section 3.3.4,
where one uses the Map sequence to group components based on
service and the other does not. As expected, the results show a sig-
nificant improvement in accuracy when components are grouped
based on services, by up to a factor of 3. The last variation corre-
sponds to the distributed and parallel execution of the genetic algo-
rithm. In this variation we evolved three populations of one
hundred individuals in parallel, where the populations shared their
top ten individuals after every twenty evolutionary iterations. The
results show a small improvement in accuracy (along with the
expected significant time savings) over the simple scenario where
only one population of individuals was used. 

6. Discussion
As mentioned previously, our primary goal in the development

of the framework has been to provide a generic environment that
can be customized to the unique concerns of each application sce-
nario. While we have discussed the framework’s ability to model
the variation points among application scenarios (system parame-
ters, QoS dimensions, users, and so on), it may not be clear which
algorithms are best suited for each scenario. Below we discuss var-
ious classes of systems and suggest the best approach for improv-
ing their deployment architecture.

One aspect of a distributed system that influences the complex-
ity of improving its deployment architecture is its design paradigm,
or architectural style. The two predominant design paradigms for
distributed systems are Client-Server and Peer-to-Peer. Traditional
Client-Server applications are typically composed of bulky and
resource-expensive server components, which are accessed via thin
and comparatively more efficient client components. The resource
requirements of client and server components dictate a particular
deployment pattern, where the server components are deployed on
capacious back-end computers and the client components are
deployed on users’ workstations. Furthermore, the stylistic rules of
Client-Server applications disallow interdependency among the
clients, while the exact client components that need to be deployed
on the users’ workstations are determined based on users’ require-
ments and are often fixed throughout the system’s execution.
Therefore, the software engineer is primarily concerned with the
deployment of server components among the back-end hosts.
Given that usually there are fewer server components than client
components, and fewer server computers than user workstations,
the actual problem space of many client-server applications is
much smaller than it may appear at first blush. In such systems,
one could leverage the locational constraint feature of our frame-
work to limit the problem space significantly. Therefore, it is feasi-
ble to run the MIP algorithm for a large class of client-server
systems and find the optimal deployment architecture in a reason-
able amount of time.

In contrast, a growing class of Peer-to-Peer applications are not
restricted by stylistic rules or resource requirements that dictate a
particular deployment architecture pattern. Therefore, locational
constraints cannot be leveraged in the above manner, and the prob-

6. Recall from Section 3 that our framework allows arbitrarily specified
QoS dimensions. This allowed us to simply introduce “dummy” QoS
dimensions as needed in the course of our evaluation.

Figure 8. Results of the heuristics used by the algorithms.
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lem space remains exponentially large. For any even medium-sized
Peer-to-Peer system, the MIP algorithm becomes infeasible and the
software engineer has to leverage one of the three approximative
algorithms to arrive at a sub-optimal, but significantly improved
deployment architecture.

In large application scenarios, both the greedy and genetic
approaches have an advantage over the MINLP approach, since
they exhibit better performance and have a higher chance of find-
ing a good solution. When the application scenario contains a large
number of QoS dimensions, the genetic algorithm will typically
outperform the greedy algorithm. This is because the genetic algo-
rithm is only linearly affected by the number of QoS dimensions,
while the greedy algorithm is polynomially affected by this param-
eter. On the other hand, when the application scenario includes
very restrictive constraints, the greedy algorithm has an advantage
over the genetic algorithm. This is because the greedy algorithm
makes incremental improvements to the solution, while the genetic
algorithm depends on random mutation of individuals and may
result in many invalid individuals in the population. 

Another class of systems that are significantly impacted by the
quality of deployment architecture are mobile and resource con-
strained systems, which are highly dependent on unreliable wire-
less networks on which they are running. For these systems, the
genetic algorithm is the best option: it is the only algorithm in the
framework that allows for parallel execution on multiple decentral-
ized hosts, thus distributing the processing burden of running the
algorithm among several hosts.

7. Conclusion and Future Work
As the distribution and mobility of computing environments

grow, so does the impact of a system’s deployment architecture on
its QoS properties. While several previous works have studied the
problem of assessing and improving quality of deployment in a
particular scenario, none have addressed it in its most general
form, which may include multiple, possibly conflicting QoS
dimensions, many users with possibly conflicting QoS preferences,
many services, and so forth. In this paper, we have presented a
novel, extensible framework for improving a software system’s
QoS by finding the best deployment of software components onto
the available hardware hosts. The contribution of our approach is a
QoS trade-off model and accompanying generic algorithms,
whereby given the users’ preferences for the desired levels of QoS,
the most suitable deployment architecture is found. We demon-
strated the tailorability of our solution and its ability to handle
trade-offs between QoS dimensions by instantiating it for four rep-
resentative, conflicting dimensions. We also discussed four generic
approaches to solving our multi-dimensional optimization prob-
lem, and presented several domain-specific heuristics for improv-
ing the performance of each approach. The design of the
framework model and algorithms allows for arbitrary specification
of new QoS dimensions and their improvement. The framework
provides a uniform approach to compare algorithmic solutions to
this problem, and provides a solid foundation for future research
and development of new distribution scenarios and algorithms.
This work is part of an integrated solution, in which the data about
system parameters are either acquired at design-time (via an ADL
or system architect) or at runtime (via monitoring), and an
improved deployment architecture is calculated and effected
[10,12,13].

While our results have been very positive, a number of perti-
nent questions remain unexplored. Our future work will span
issues such as considering a negative utility for the inconvenience
of changing a system’s deployment architecture at runtime, and
providing autonomic solutions for the selection of the appropriate
algorithm(s) based on system characteristics.
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