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ABSTRACT
Continuously and unobtrusively identifying the phone’s
owner using accelerometer sensing and gait analysis has a
great potential to improve user experience on the go. How-
ever, a number of challenges, including gait modeling and
training data acquisition, must be addressed before unobtru-
sive gait verification is practical?In this paper, we describe
a gait verification system for mobile phone without any as-
sumption of body placement or device orientation. Our sys-
tem uses a combination of supervised and unsupervised learn-
ing techniques to verify the user continuously and automati-
cally learn unseen gait pattern from the user over time.We
demonstrate that it is capable of recognizing the user in nat-
ural settings. We also investigated an unobtrusive training
method that makes it feasible to acquire training data without
explicit user annotation.
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INTRODUCTION
Smart phones have evolved rapidly from a pure voice commu-
nication devices to a general purpose mobile computers and
personal assistants. Security of mobile devices is becoming
more crucial over time as these devices start to accumulate a
lot of sensitive data about their users, such as emails, calen-
dar, pictures, communication data, financial data and recently
a lot of sensor data including location.

Typing a password is still the most common authentica-
tion mechanism, which is clearly cumbersome especially on
the go. Recently new methods of authentication have been
used including finger print recognition, drawing a pattern on
screen, or face recognition. While these methods are trying
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to reduce the burden , they still require explicit user interac-
tions and are not very conducive to high mobility scenarios.
While a mobile assistant running on your phone might want
to whisper in your ear (through your headset) the location of
your next meeting that you are running late to, or the latest
urgent message from your family that you missed, requiring
you to take your phone out to authenticate yourself before it
can help you is clearly undesirable. The recent advancement
in alternative user interaction modalities like speech and ges-
ture recognition promise to improve on-the-go experiences
considerably, but will require a “lighter weight/touch” au-
thentication to complement these solutions. Today devices
offer binary security, for example you can activate the pass-
word on an iPhone for all apps except for the camera which
can be accessed in the clear to reduce latency and improve the
user experience. We imagine in the future to have many lev-
els of security that tradeoff usability and accessibility given
the risk imposed. Accessing a user’s bank account clearly re-
quires higher security than retrieving the location of the next
meeting and occurs less frequently, hence creating an oppor-
tunity to improve the user experience accordingly.

We propose an unobtrusive, continuous, and implicit au-
thentication method for smartphones leveraging gait analysis.
Gait is a person’s manner of walking. Gait analysis has been
important in the field of healthcare for a long time. Detect-
ing changes in walking can help identify early indicators of
the onset of Parkinson disease and multiple sclerosis. It is
also widely used in orthopedics, physical therapy and athletic
training. Researchers from psychology, healthcare and bio-
metrics [10, 18, 29] have widely acknowledged that human
gait contains distinctive patterns that can be used for security
purposes. While research is still underway, it has attracted in-
terest as a method of authentication because gait authentica-
tion is non-invasive, does not require the subject’s explicit co-
operation, and provide continuous authentication while walk-
ing. Another advantage is that gait recognition is a biomet-
ric method – it relies on the biological or behavioral identi-
fication characteristics, similar to fingerprint or face recogni-
tion, it is not likely to be stolen or forgotten like a password.
An impostor may observe how the authentic user walks but
would still have difficulty to replicate the gait pattern.

Gait analysis could be used in two types of security tasks:
verification or identification. In verification, the system vali-
dates a person’s identity by comparing the captured data with
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his enrolled gait pattern. It is a one-versus-others task. In
identification, the system recognizes an individual among a
group of users who have enrolled in the database. It answers
the question “who is the walker”. The focus of this paper is
primarily on verification, given the assumption that mobile
phones are typically personal devices. Even though efforts
are being made to make gait verification as accurate and us-
able as possible, it might never reach the same level of re-
liability as other stronger biometrics such as fingerprint or
iris recognition. However it could be used as a method of
continuous authentication for accessing less sensitive appli-
cation/content on a smartphone (such as games,books, and
newsstands) or be used in conjunction with other biometrics
(e.g. speech recognition) [27] to provide more reliable au-
thentication.

All existing research related to accelerometer based gait
recognition has focused on fixed body placement and device
orientation, such that the accelerometer’s axes are aligned
with the human body to facilitate analysis. Usually, the de-
vice is fixed on the shoe, ankle, lower leg, or around the hip
or waist. However, to be practical in everyday scenarios, a
gait verification system for a mobile phone needs to be able
to deal with various device contexts (placement and orienta-
tion) encountered in typical phone usage. Also, a user’s gait
may vary over time due to changes in clothing (e.g. shoes
and pants), terrain, mood, and health condition, making it im-
practical to enroll an individual’s gait patterns under all pos-
sible conditions. It is therefore advantageous to have a means
for systematically evolving gait models automatically using
an unsupervised method to lower the enrollment/training bur-
den. Since the mobile phone is a personal device, it is mainly
used and carried by its owner. Therefore, it provides a unique
opportunity for a gait verification system to learn from the
user without explicitly bothering them with enrollment.

This paper presents a method to verify the user’s gait on a mo-
bile phone. To reduce the training effort, our system learns
from the user implicitly over time as the user interacts with
the device naturally. The contributions of this paper are as
follows. We experimentally show that: 1) Gait verification
can be done on smartphones in real life environments. 2) A
gait model can be automatically adapted to specific users over
time in everyday usage, thereby lowering the cost of enroll-
ment. 3) The proposed gait verification pipeline can run in
real-time on off-the-shelf Android mobile phones.

RELATED WORK
Gait recognition has been studied as a behavioral biometric
for more than a decade. It was first proposed by medicine
and psychology researchers [6] [2] [14], who demonstrated
human ability of recognizing family and friends by gait pat-
terns [6], or inferring the walkers’ gender from their gait [2].

Early machine based gait recognition research typically uti-
lized computer vision techniques [3,16,22,23,26,28] by ana-
lyzing the movements of human body parts, e.g., the knee, the
foot, the shoulder, etc. The features for classification are often
spatio-temporal features (step length/width/interval, walking
speed) and kinematic features (rotation of the hip/knee/ankle,
joint angles of the hip/knee/ankle/thigh/trunk). An inherent

advantage of vision-based gait recognition system is that it
captures gait of the person from a distance when other types
of biometrics (e.g. fingerprints) are not accessible. Currently
the performance of the vision based gait biometrics is lower
than other stronger biometrics(e.g. fingerprints), as it is still
in research [4,21,22]. In a multi-biometric system, the perfor-
mance could be improved when vision based gait recognition
is combined with other biometrics, e.g., face recognition [15]
or shoe pressure sensors [5]. Another type of appearance-
based approach leverages radar [13]. It uses a continuous-
wave radar to measure the Doppler shift of the signal bounc-
ing off of people while they are walking. One advantage of a
radar based system is that radar is less sensitive to the color
and texture of the individual’s clothing and the ambient light
condition. Both vision and radar based solutions require de-
ploying external sensors in the infrastructure, so they are not
suitable for user authentication on mobile device.

Most accelerometer based gait authentication systems use
pattern matching techniques [1, 7–9, 11, 18, 20]. An enroll-
ment sample (usually a template of step or the histogram/FFT
spectrum of a step) of the user is previously obtained and
stored in the database. During authentication, the system
acquires sensor data from an individual, segments out one
step (often by local minimums and maximums), normal-
izes the data, and compares it to the enrollment templates
in the database using a distance measurement, such as Eu-
clidian distance, Dynamic Time Wraping (DTW), or correla-
tion. This family of techniques works well with fixed body
placement, usually on shoes [1], ankles [12], lower legs [11],
waist [25, 27], or hip [10, 20, 27] . This is due to the fact that
the accelerometer’s axes are aligned with the human body,
and thus the vertical, forward-backward and sideways mo-
tion can be easily obtained. It is appropriate and light weight
to implement in wearables, which usually have specific body
placements and limited computation resources.

However, the assumption of fixed body placement and sensor
orientation is not realistic with phone usage. We intend to
relax the requirement of fixed placement by carefully design-
ing our system to account for uncertainty of body placement
and device orientation. We divert from the template match-
ing technique and use a statistical modeling approach for two
reasons (1) when the body placement (and orientation) of the
sensor is not fixed, the segment of step cycle is less reliable
due to placement and clothing (e.g. bounce in the pocket).
The segmentation error will propagate into normalization and
template matching phase, and greatly degrade the accuracy.
(2) the user’s gait may varied over time due to factors such
as terrain, footwear, clothing, load on the body, mood, and
fitness, etc. It is cumbersome, if not impossible, to enroll the
user in all possible circumstances.

On the other hand, since a smart phone is carried mainly by its
user, the system could learn from the user over time through
online learning technique. Moreover, there is an opportunity
for implicit labeling - when the system fails to recognize the
user and the user has to unlock the phone by other means.
This gives a hint of new gait patterns that the current gait
model is not familiar with. Hence, it serves as a good op-
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Figure 1: Algorithm Overview

portunity to update the gait model with the new pattern. We
propose a statistical framework to perform gait verification
and automatically personalize the gait models to learn from
users over time as they interact with their mobile phones in a
natural way.

DESIGN OVERVIEW
This section provides an overview of the system work flow.
We briefly describe each architectural component in turn, pre-
senting a high-level overview of how they work in unison. In
reality, the gait verification system waits until it gets a good
amount of walking data, extract features, compares it to the
particular user, and, if the pattern does not match, the user
needs to fall back to conventional authentication method like
finger print or passcode. Our proposed architecture comprises
the following key components, shown in Figure 1:

Preprocessing. In this stage, accelerometer data is seg-
mented into frames. Frame is the unit for feature extraction
and classification. Not all frames are considered for process-
ing. Energy level is used to filter frames that have no motion.
Samples in admitted frames are projected onto global verti-
cal (gravity) and horizontal direction to make the processing
resilient to device orientation.

Feature Extraction I. A set of features are extracted from the
projected frame for walking detection. For efficiency, this set
of features are light weight yet still provide enough informa-
tion for walking/non-walking classification.

Walking Detector. Gait analysis is only meaningful during
walking. This stage discern the walking data from other ac-
tivities. A decision tree classifier is applied using feature set
computed by feature extraction I. Non-walking frames are
dropped and will not be processed further.

Feature Extraction II. More relevant features are extracted
for gait analysis. These features are more computationally
intensive compared to feature set I. Feature set I and II are
combined and used for gait verification.

Gait Analysis. We use a Gaussian Mixture Model - Uni-
versal Background Model (GMM-UBM) framework [24] for
gait verification. The design objective is to 1) authenticate the
user, 2) adapt the gait model such that it could account for dif-
ferent body placements and over time variance in the user’s
gait pattern. We adopt a technique similar to speaker verifica-
tion. The authentication is done by comparing the likelihood
score from a user gait model (representing the user’s specific
gait pattern) and a universal back ground model (which mod-
els human gait patterns in general). Naturally, if the walker is

the user, the score from the user model should be higher than
the UBM, and vice versa. The model adaptation component
allows the model to learn from failure, so the user gait model
can automatically personalize to the user over time, thereby
lowering the training burden. Every time the algorithm fails
to authenticate the user (false reject) and the user unlocks the
phone by other means, data from previous walking session is
used to update the gait model. In this process, the user just
interact with the phone in natural ways and no explicit enroll-
ment is required.

ALGORITHMS

Data Preprocessing

Framing
Segmenting sensor data stream into uniform frames is com-
mon practice for feature extraction and classification. In our
system, the accelerometer samples at 100 Hz. The prepro-
cessing starts with segmenting the raw accelerometer data
into frames of 512 samples (5.12 seconds) with 50% overlap.
The frame length of 512 samples are chosen to balance be-
tween estimation accuracy and latency. Not all the frames are
admitted for further processing. All stationary (no motion)
frames are dropped according to an energy threshold. Other
non-walking activities and movements will also be skipped
later by using activity recognition.

Projection
Each admitted accelerometer sample is projected onto a
global coordinate system, which is insensitive to device orien-
tation. Each sample in the frame, ai = (xi, yi, zi), is project
into ~vi and ~hi which are the components in the vertical and
horizontal direction respectively.

First we low-passed accelerometer readings using a mean fil-
ter to estimate the direction of gravity [19]. Specifically, for
each frame, gravity is estimated by

~G = (mean(X),mean(Y ),mean(Z)) (1)

where X,Y , and Z are samples of respective axes in the
frame. If ~G changes dramatically compared to the previous
frame, the orientation of the device has been changed, so the
frame will be dropped. Then we project each sample ai onto
~vi and ~hi. vi is the projection along the vertical (gravity) di-
rection. Its sign indicates the acceleration direction (up or
down). ~hi is horizontal. But its direction is not meaningful,
because accelerometer along does not give us the absolute di-
rection in the horizontal plane. So its magnitude |~hi| is used.
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stage I
Time mean, variance, skewness, kurtosis, energy, mean crossing rate,

domain energy ratio between ver./hor. components
Frequency spectrum peak, spectral entropy

domain ratio between low freq. band energy and high freq. band energy
stage II

Frequency compressed sub-band cepstral coefficients
domain compressed sub-band cepstral coefficients of autocorrelation

Table 1: Motion Feature

vi and ~hi are given by

vi = ~ai · ~G (2)
~hi = ~ai − (vi × ~G/|G|) (3)

This operation is repeated for each of the 512 sample in the
frame. The frame of raw accelerometer data is then convert
to {(vi, |~hi|), i = 1, 2, . . . , 512}, which is resilient to device
orientation and used in feature extraction.

Feature Extraction I
Our system uses a combination of time-domain, frequency-
domain, and auto-correlation features. They are summarized
in Table 1. We computed them in two stages - the set of fea-
ture required for walking detection is computed first; another
set of more complex features are only computed on-demand
based on walking activity detection. The same set of features
are computed on both the vertical and horizontal components
to characterize vertical and horizontal motion patterns.

Six time-domain features are computed on both directions:
mean, variance, skewness, kurtosis, energy, mean-crossing
rate. Then, the energy ratio between the vertical and horizon-
tal components are also used. In the frequency domain, all
features are based on spectrum analysis. Different activities
have different energy distributions over the frequency spec-
trum. Walking usually has a peaks around 1 − 2Hz, whereas
other activities like running or in a moving vehicle usually
show more energy in high frequency bands. So the ratio be-
tween lower freq. band (<3Hz) energy and higher freq. band
(>3Hz) energy provides useful information as well. The fea-
tures computed in stage I are used for walking detection.

Walking Detection
As a front-end trigger, the activities of users are classified into
one of the following classes: walking, non-walking motion
(running, biking, in moving vehicle), and random movements
(transitional motion), using the feature set I. We adopt an ap-
proach similar to [17]. Classification is done using a decision
tree. We collected training data in various body placements
(pockets, bags, belt clips, in hand, etc.) from both indoor and
outdoor environments. A Markov Model smoother is applied
on top of the sequence of inference results output by the de-
cision tree to remove outliers.Using a smoothing length of 10
seconds, we obtain the confusion matrix shown in Table 2.

Feature Extraction II
Once the walking detector confirms that the frame contains
walking data. More relevant features are extracted for gait
analysis. The first set of feature computed in this stage is the
compressed sub-band cepstral coefficients (CSCC), which is
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Figure 2: (a) projected vertical component. (b) normalized
autocorrelation of the vertical component. (c) projected hori-
zontal component. (d) normalized autocorrelation of the hor-
izontal component.
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Figure 3: Algorithm workflow for (a) generate user gait
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inspired by MFCC feature set for audio analysis. MFCC is
a compact set of features used to describe the characteristic
of audio signal. It is widely used in speech recognition and
speaker identification systems.

The compressed sub-band cepstral coefficients is computed
by the following procedure, 1) compute the energy spectrum
using the FFT spectrum which is already calculated in pre-
vious stage, 2) map the energy spectrum it into 26 bands
using triangular overlapping bands and sum up the energy
in each band, and 3) take the discrete cosine transform of
the sub-band energy to form a compact 12-dimension vector
representation. We use more bands in lower frequency than
higher frequency in order to have better resolution in lower
frequency, where most of the energy from human gait concen-
trates in. Like MFCC which encodes the pitch and formants
structure of the voice, the compressed sub-band cepstral co-
efficients summarize the fundamental frequency of the move-
ment and higher frequency vibrations in the data.
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Another set of features extracted from this stage is autocor-
relation features. Walking is a cyclic movement. Autocor-
relation is useful in extracting the cycle, periodicity, and ca-
dence of gait, even when the data is noisy. Figure 2 visualized
projected vertical and horizontal components of a frame and
their autocorrelation respectively. The data is collected from
a phone carried in the front pocket of pants while the user is
walking. It is known that the peak location in autocorrelation
corresponds to the cycle length. We choose to use autocor-
relation rather than the traditional method of segmenting the
steps with a threshold based methods, because it is hard to
make reliable step segmentation while the body placement
is not fixed and the phone may not be tightly mounted. As
shown in figure 2, due to bounce within the pocket, a local
maximum or minimum could be spotted in the middle of a
gait cycle, which could yield inaccurate step boundaries. In
contrast, even with rather noisy input signal, the autocorre-
lation is still able to reveal the gait cycle robustly, especially
with longer frame length. That’s partially why we use a 5-
sec frame to make sure that a frame captures at least several
steps. Autocorrelation shows regular periodicity and struc-
ture in both components. Due to the bilateral symmetry of
human gait, the autocorrelation will sometimes have a lower
peak half way between each pair of major peaks. This effect
is prominent in the vertical component, as Figure 2 (b) shows.

We extract the same compressed sub-band cepstral coefficient
features from the autocorrelation to summarize the shape and
structure of the autocorrelation of a frame. Even though we
didn’t use features such as cycle length (step interval) explic-
itly, the information of the cycle length and periodicity of gait
is contained in the compressed band energy coefficients of
autocorrelation, just like pitch and formants are encoded in
MFCC implicitly.

Again, all features are computed in both the vertical and hor-
izontal components to capture the patterns in both directions.
The computational load of feature set II is considerably heav-
ier than feature set I. Therefore it is computed on-demand,
after walking detection stage. Combined with the feature set
I, we have a 87 dimension feature vector for gait verification.

Classification Framework
We use a GMM-UBM verification framework, which is
widely studied for speaker verification systems [24]. Fig. 3
shows a block diagram of the proposed algorithm. The al-
gorithm can be divided into three major parts: offline UBM
training, user gait model generation, and runtime inference
and adaptation.

The UBM is a large universal background GMM trained from
a data pooled from lots of subjects. It represents a subject-
independent distribution of gait patterns under various condi-
tions. In other words, the UBM is intended to represent how
human beings walk in general. As a GMM, the UBM is pa-
rameterized as λ(w, µ,Σ) where w, µ,Σ are mixture weight,
mean, and covariance matrix. Conceptually, the Gaussian
components (parameterized by µ and Σ) in the trained UBM
present different walking patterns exhibited by population of
subjects in different conditions (terrain, placement, etc). The
mixture weights, w, is the probability distribution over these

walking patterns in the overall population. It can be seen as
the prior distribution of walking patterns. For efficiency, our
system uses diagonal covariance matrix. To avoid over fitting
the training data, a variance limiting technique [24] is applied
with the standard expectation maximization (EM) algorithm
to train the UBM models.

The individual user’s gait model is a GMM as well. Instead
of employing the standard EM training, we derive the indi-
vidual user’s gait model by adapting the parameters of the
UBM using Bayesian adaptation. This provides a tighter cou-
pling between the user’s model and UBM which not only re-
quires less training data and produces better verification per-
formance, but also facilities further adaptation during run-
time to learn from the user as discussed later in this sec-
tion. The training process is illustrated in Fig. 3 (a). The
Maximum-a-Posteriori (MAP) adaptation [24] we used is a
non-iterative online process and is therefore performed only
once for new samples. It is designed to maximize the poste-
rior probabilities of the GMM given the training observations
from a user. MAP adaptation takes the UBM and training
samples(features) from the user, X = {x1, . . . , xn}, where n
is the number of samples. For the gaussian component i, the
component’s posterior probability given observation xt is

p(i|xt) =
wipi(xt)∑M

j=1 wjpj(xt)
(4)

Using the posterior probability of component i, we can calcu-
late the sufficient statistics for the weight, mean and variance:

ni =

T∑
t=1

p(i|xt), Ei(x) =
1

ni

T∑
t=1

p(i|xt)xt,

Ei(xx
′) =

1

ni

T∑
t=1

p(i|xt)xtx′t, αi = ni/(ni + r) (5)

The updated parameters of the MAP adapted GMM are cal-
culated as follows:

ŵi = [αini/T + (1− αi)wi]γ (6)
µ̂i = αiEi(x) + (1− αi)µi (7)

σ̂i
2 = αiEi(xx

′) + (1− αi)(σ
2
i + µ2

i )− µ̂2
i , (8)

where r is a relevance factor that determines how much rele-
vancy the original model should hold. We set r to 16 empiri-
cally. γ is a scaling coefficient that ensures

∑M
i ŵi = 1.

Essentially, the MAP adaptation personalizes the UBM
model by adjusting the shape of its Gaussian components
and the mixture weight. For each walking style shown in
the user’s training data, MAP adaptation highlights (via the
posterior probability) the corresponding Gaussian component
in the UBM, and adjusts the Gaussian component’s shape ac-
cordingly by update µ and σ, and increases its mixture weight
wi, such that the derived individual gait model fits the user’s
data (gait pattern) much better than the original UBM. In our
system, the training data could be either supervised (user la-
belled walking data) or unsupervised (rely on the output the
walking detector, and accumulate the data automatically over
time).
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During runtime, the features extracted from the walking
frame is evaluated against both the derived user gait model
and the UBM model, as illustrated in Fig 3 (b). The verifi-
cation decision is made by comparing the log likelihood of
the user gait model and the original UBM. If the walker is the
user, the log likelihood of the user model will be higher than
UBM model. Otherwise, if the walker is an impostor, the log
likelihood of the UBM will be higher. Formally, the score, ∆,
for a feature vector X is computed as

∆ = log(p(X|λuser))− log(p(X|λubm)). (9)

therefore the verification decision is made by,

∆

{
≥ θ : walker is user
< θ : walker is imposer

(10)

where θ is a threshold we set empirically as discussed in next
section. In addition to the binary decision based on θ, the
score, ∆, itself is a good indicator of the confidence level, it
can be used to provide a soft decision.

MAP adaptation is also used at the runtime to adapt the gait
model further to learn new gait patterns of the user. A phone
tends to be used by a single person and the user is unlikely
to share the device with others often, therefore gait detected
by the walking detector could be candidates for adaptation.
What is even better, the system could learn from its failure.
False negatives (signals by user’s manual unlock, face recog-
nition could also be used as a safeguard) indicates a potential
new walking pattern which is not emphasized in the current
user model. As such the longer the system observes the user
the better it fits to user’s profile. For each of the candidate
walking session, the first and last a few frames are not used
for adaption, because they contains the acceleration and de-
celeration phases where gait is less stable.

The user model itself is adapted from UBM, which contains
many walking patterns to begin with. The adaptation during
training process does not remove any of the component in
the original UBM, therefore, the user model still contains all
the components (patterns) but just assigning them very low
weights. Intuitively, the runtime adaptation works by high-
lighting the existing underweighted Gaussian component cor-
responding to the new pattern of the user, and adjusting it
by giving it higher weight and update its mean and variance
to fit to the user’s data better. Comparing to re-training the
user model using EM, which requires storing all the training
data and require lots of computation, this adaptation method
is online, light weight, and requires less user data, yet con-
verges faster. Also, the adaptation is unsupervised in a sense,
it leverages the walking detector’s inference result and user’s
unlock action, no extra user interaction is required for adap-
tation specifically.

EXPERIMENT
To evaluation the proposed gait verification system in differ-
ent settings, we collected data sets with off-the-shelf android
phones (including Samsung Galaxy S3, S4, Google Nexus
5 and Intel Xolo) in both controlled environments and real-
world environments. Three data sets are used for evaluation:

classified as→ sedentary walking other motions random
walking 0.014837 0.949555 0.011869 0.023739
biking 0.008180 0.021267 0.910702 0.059851
running 0.000000 0.000000 0.970588 0.029412
vehicle 0.056477 0.000582 0.935953 0.006987

Table 2: Confusion matrix of the walking detector

1. the data set used for training walking detector and UBM. It
consists of 47 subjects, including 19 females and 28 males.
The subjects performed the following activities with equal
proportion: stationary(sitting, standing), walking, biking,
running, vehicle, random movements. They are instructed
to carry the phone in different body placements and per-
form the activity naturally. Not all the subject performed
all the activities. In total we have about 18 hours of data.

2. the data set used for evaluating supervised training of
gait model. We collected 12 subjects’(5 females and 7
males) gait data with annotations (start/end, body place-
ment, speed). The subjects were told to carry the phone
in at least 2 of their natural placements (such as pant
front/back pocket, jacket pocket, belt clip, jacket pocket,
and bags). The data collection is performed in multiple ses-
sions in order to capture different placements and walking
speed (slow, normal, fast). We got about 1 hour of walking
data from each subject.

3. the data set used for evaluating unsupervised training. We
collect this data set in real-world setting with longer time
horizon. Accelerometer data is collected 24/7 from 8 sub-
jects who contributed data for two to three weeks. Their
height ranges from 1.6 to 1.95 meters, and their weight
ranges from 60 to 115 kilograms. Their phones are pro-
grammed to start data collection automatically on boot.
Unless the user intentionally turns off the data collector
or the battery runs out, accelerometer data is continuously
collected in the background. The subjects just use the
phone as their primary phone, and no specific instruction
is given to them. The data is unlabeled. On average, we
extracted 5 hours of walking data from each of the subjects
using the walking detector.

These three data sets are collected in three different geo-
locations and do not overlap each other.

Table 2 shows the confusion matrix of the walking detector
with 10s smoothing window. The result is derived from 10-
fold cross validation on data set 1. Overall, the precision of
the walking detector is about 98% and the recall is about 95%.
As a front-end trigger of gait analysis, the walking detector is
tuned for higher precision in order to reduce false positives.

Figure 4 (a) and (b) illustrates the distribution of the score
(log-likelihood ratio, ∆) of authentic users and impostors re-
spectively. For each of the 12 users, 1/3 of the data is used
to learn the user gait model and the other 2/3 is used for
testing. The log-likelihood ratio is the main criteria for gait
verification. Intuitively, the score of authentic user is higher
than the score of impostors. The user’s score is well above
zero,whereas the impostors’ score centers around zero. A
score close to zero indicates that the user gait model is not
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Figure 6: ROC curve of unsupervised
training method

familiar with the input gait pattern ? the user does not exhibit
that gait pattern, so the Gaussian component corresponding
to that pattern is not adapted much by the training process
(even though its weight might be reduced), therefore the log-
likelihood from user model is not very different from the log-
likelihood from UBM. The score is a good indicator of the
confidence level, but the final decision depends on the thresh-
old θ, which controls the trade off between incorrect rejection
and false admission. The proper value of θ might be set ac-
cording to the application scenario. In this evaluation, we
focus on the equal error rate (EER), which is a measurement
of the overall performance.

Figure 5 presents the ROC curve of the gait verification sys-
tem with user annotated data. We experimented with differ-
ent proportions of data for training, ranging from 2% to 50%,
the rest of data is used for testing. As expected, using larger
amount of training data increases the accuracy. The benefit
however levels off after more then 10% of data is used from
training. The ERR is about 14% when 20% of annotated data
is used for user gait training. The placement of the device
greatly shapes the gait pattern that it senses. Some place-
ments are better than others for gait analysis purpose. Taking
a closer look into the errors, we noticed that body placements
where the phone is tightly coupled with body motion (e.g.,
pants pocket, hip clip) are better than placements where the
phone is loosely correlated with motion of gait (e.g., holding
in hand, where the motion of gait is compensated by move-
ment of the hand).

A similar experiment is repeated on data set 3, and the re-
sult is shown in Figure 6. The data is unannotated, so we
first applied the walking detector on the data to identify walk-
ing frames. We also vary the amount of data for training.
Clearly, the spread between different training percentage is
narrower than that of supervised data set. It is due to the
fact that we have abundant data for training with the unsuper-
vised approach. It demonstrated one of the key advantages
of the unsupervised method ? it is not constrained by user’s
willingness to annotate data, therefore it could leverage larger
amount of unlabeled training data. Over time, the quantity of
data available could compensate for the disadvantage of lower
quality data. Another observation is that even when 20% of
the data is used for training, the accuracy is still about 5%
lower than in the previous supervised case. The reason could
be twofolds (1) the training data selected by walking classifier
is less clean due to the unsupervised nature of this approach,

Stage Avg. Runtime (microsecond)
projection & admission 855.156
feature extraction I 3872.707
walking detector 41.667
feature extraction II 9100.677
gait analysis 13993.379

Table 3: Runtime Benchmark

and (2) this data set spanned longer time period and was col-
lected in totally uncontrolled environment, thereby it contains
richer real-world conditions and more realistic walking styles
of users. Both factors make the gait analysis more difficult.

To best understand the cost of running gait verification on
a mobile phone, we conducted a detailed component bench-
mark test, as shown in Table 3. We implemented and bench-
marked a prototype gait verification system on Google Nexus
5 running Android 4.4.2. The runtime shown in Table 3 is
measured with one single processing thread. Note, however,
that the stages are only engaged when necessary, e.g., in the
case of sedentary, the motionless frames would be drop im-
mediately and not even reach the first projection&admission
stage. Feature extraction and gait analysis (verification and
adaption) are two heaviest operations. However, even when
the whole pipeline is fully engaged, it only take less than 30
millisecond to process a frame (5 seconds) of accelerometer
data. During full operation, the CPU usage is below 3% (in-
cluding overhead of a simple UI), whereas the memory usage
is about 8MB which again includes Android UI and service
overhead. Our results show that it is feasible to implement
a continuous gait verification system on off-the-shelf phones.
Insights and results from this initial implementation will serve
as a basis for the further development and optimization.

We are aware that gait verification requires continuous ac-
celerometer sensing, which could keep the phone CPU awake
and drain the battery overtime, but we do believe the problem
of power consumption could be mitigated by the adoption of
task-offloading techniques, such as Apple’s M7 motion pro-
cessor and batch sensing model offered in Android 4.4.

CONCLUSION AND FUTURE WORK
We presented an adaptive method for gait verification in di-
verse scenarios for smartphones. Unlike conventional authen-
tication methods, gait verification does not require user’s ex-
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plicit input. Using a non-iterative MAP adaptation scheme for
Gaussian Mixture Models, we demonstrated that it is feasible
to customize the gait model using only unlabeled data at a
low computational overhead. Our proof-of-concept software
demonstrates that it can run on off-the-shelf Android smart
phone in real time.

As part of our future work, and building on our initial pro-
totype implementation, we plan to conduct a user study in a
larger scale. On one hand, we could harvest a diverse range
of gait data in the wild from heterogeneous participants for
better UBM training. The performance of gait verification
greatly depends on the quality (generality) of the UBM. The
UBM trained on a relatively small number of subjects in this
work could be a bottle neck of current implementation. With
a more representative UBM, we expect to see an improvement
in the verification accuracy. On the other hand, the behavior
of a gait verification system depends heavily on the setting
of its parameters. Trade-offs can be made to balance perfor-
mance and usability. For example, longer smoothing window
and tighter threshold help to improve the verification accu-
racy, but require longer time to verify the user, which may
degrade the usability. Conducting user study will help us un-
derstand the user experience and give us insight for setting
practical trade-offs between verification accuracy and system
usability.
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