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ABSTRACT
An alarmingtrendin malwareattacksis that they arearmedwith
stealthy techniquesto detect,evade,andsubvertmalwaredetection
facilitiesof thevictim. On thedefensive side,a fundamentallim-
itation of traditionalhost-basedanti-malwaresystemsis that they
run insidetheveryhoststhey areprotecting(“in thebox”), making
themvulnerableto counter-detectionandsubversionby malware.
To addressthis limitation, recentsolutionsbasedon virtual ma-
chine(VM) technologiesadvocateplacingthe malwaredetection
facilitiesoutsideof theprotectedVM (“out of thebox”). However,
they gain tamperresistanceat thecostof losingthenative,seman-
tic view of thehostwhich is enjoyedby the“in thebox” approach,
thusleadingto a technicalchallengeknown asthesemanticgap.

In thispaper, wepresentthedesign,implementation,andevalua-
tion of VMwatcher– an“out-of-the-box”approachthatovercomes
the semanticgap challenge. A new techniquecalled guestview
castingis developedto systematicallyreconstructinternalseman-
tic views (e.g.,�les, processes,andkernelmodules)of a VM from
the outsidein a non-intrusive manner. Speci�cally, the new tech-
nique castssemanticde�nitions of guestOS datastructuresand
functionson virtual machinemonitor (VMM)-level VM states,so
thatthesemanticview canbereconstructed.With thesemanticgap
bridged,weidentify two uniquemalwaredetectioncapabilities:(1)
view comparison-basedmalware detectionand its demonstration
in rootkit detectionand(2) “out-of-the-box” deploymentof host-
basedanti-malwaresoftwarewith improveddetectionaccuracy and
tamper-resistance.We have implementeda proof-of-conceptpro-
totypeon bothLinux andWindows platformsandour experimen-
tal resultswith real-world malware,includingelusive kernel-level
rootkits,demonstrateits practicalityandeffectiveness.

Categories and Subject Descriptors D.4.6 [Operating Sys-
tem]: Securityandprotection– Invasivesoftware

GeneralTermsSecurity
Keywords MalwareDetection,Rootkits,Virtual Machines

1. INTRODUCTION
Internetmalware(e.g.,rootkitsandbots)is gettingincreasingly

stealthy andelusive: they strivenotonly to hidetheirpresencefrom
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detectionfacilities in the compromisedsystem,but alsoto detect
andsubvert existing anti-malwaresoftware.A detailedanalysisof
anAgobotvariant[1] hasrevealedthatthemalwarecontainsmali-
ciouslogic to detectandremovemorethan105anti-virusprocesses
in thevictim machine.

The threatsabove are partly attributed to a fundamentallimi-
tation on the defensive side: Most host-basedanti-malware sys-
temsareinstalledandexecutedinsidethevery hoststhat they are
monitoring and protecting(Figure 1(a)). Although such“in the
box” deploymentwill provide an anti-malwaresystemwith a na-
tive, semantic-richview of thehost,it in themeantimemakesthe
anti-malwaresystemvisible, tangible,andpotentiallysubvertable
to advancedmalwareresidingin thehost.

To addressthis problem,therehave recentlybeena numberof
solutions[32, 34,37] thatadvocateplacingtheintrusiondetection
facilitiesoutsideof the (virtual) machinebeingmonitored.Based
on virtual machinetechnologies[17, 26, 31], suchan “out of the
box” approachsigni�cantly improvesthe tamper-resistanceof in-
trusiondetectionfacilities.A virtualmachine(VM) achievesstrong
isolationandcon�nes processesrunninginsidetheVM suchthat,
even if they arecompromisedby malware, it will be hard, if not
impossible,to compromisesystemsoutsideof theVM.

However, a dilemmaexists in switchingfrom the “in the box”
approachto the “out of the box” approach:It is well-known that
thereexistsa“semanticgap” [29] betweentheview of theVM from
theoutsideandtheview from theinside– thelatterbeingseenby
the traditional, “in the box” anti-malwaresystems.For example,
insteadof seeingsemantic-level objectssuchas processes,�les,
andkernelmodules,weonly seememorypages,registers,anddisk
blocksfrom outsidetheVM, makingit dif�cult for “out of thebox”
malwaredetection.In otherwords,the “out of thebox” approach
gains tamperresistanceat the costof losing the native, semantic
view of thehostenjoyedby the“in thebox” approach.

The above dilemmamotivatesus to explore the possibility of
gaining the advantagesof both camps,namelyenablingtamper-
resistantmalwaredetectionwithout losing the semanticview. In
this paper, we presentthe design,implementation,andevaluation
of VMwatcher– a VMM-based,“out of the box” approachthat
overcomesthesemanticgapchallenge.Morespeci�cally, VMwatcher
instantiatesthe generalvirtual machineintrospection(VMI) [34]
methodologyin a non-intrusive mannerso that it can inspectthe
low-level VM stateswithout perturbingtheVM' s execution. Fur-
thermore,a new techniquecalledguestview castingis developed
to systematicallyre-constructingtheVM' s internalsemanticview
(e.g., �les, directories,processes,and kernel-level modules)for
out-of-the-boxmalwaredetection.Thenew techniqueis basedon
thekey observationthat theguestOSof a VM providesall neces-
sarysemanticde�nitions of guessdatastructuresandfunctionsto
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Figure1: Malwar edetectionin the traditional “in the box” approachand in our VMwatcher approach

constructtheVM' s semanticview. As such,we cancastthemon
theVMM-level observationsandexternallyreconstructtheseman-
tic view of thetargetVM (Figure1(b)).

VMwatcherprovidesnew capabilitiesof detectingstealthy mal-
warethatarepreviously dif�cult or impossibleto achieve. In this
paper, we identify anddemonstratetwo suchcapabilities:(1) view
comparison-basedstealthymalwaredetection, whichinvolvescom-
paringa VM' s semanticviews obtainedfrom both insideandout-
sidefor possiblediscrepancy detectionand(2) out-of-the-boxexe-
cutionof unmodi�ed,off-the-shelfanti-malware software with im-
proveddetectionaccuracy. This is anextremetestto VMwatcher's
semanticgap-narrowing techniqueand,interestingly, it furtheren-
ablescross-platformmalwarescanningwhereanti-virussoftware
developedfor oneplatform canbe readily usedfor anotherplat-
form.

We have implementeda VMwatcherprototypeon both Linux
andWindows platformsandevaluatedit with a collectionof real-
world malwareinstances(e.g.,kernelanduser-level rootkits). Ex-
perimentalresultswith theseelusiverootkitsdemonstrateVMwatcher's
uniquecapabilityof enablingview comparison-basedmalwarede-
tection. Our VMwatcherprototypealso supportsout-of-the-box
deploymentof avarietyof off-the-shelfanti-malwaresoftwaresuch
asSymantecAntiVirus [12] andMicrosoftWindowsDefender[7].

Therestof thispaperis organizedasfollows: Section2 presents
thedesignof VMwatcher, followedby the implementationdetails
in Section3. We thenpresentevaluationresultsin Section4 and
discusspossiblelimitations in Section5. Finally, Section6 dis-
cussesrelatedwork andSection7 concludesthispaper.

2. VMWATCHER OVERVIEW

2.1 DesignGoalsand Assumption
Figure1 illustratesthekey differencebetweenthetraditional“in-

the-box” approachandthe VMwatcherapproachfor malwarede-
tection. VMwatcherachieves tamper-resistanceby moving mal-
ware monitoring facilities out of the VM being monitored. It is
basedontwo key enablingtechniques:(1) non-intrusiveVM intro-
spectionfor the procurementof low-level (VMM-level) VM state
without relying on any facility insidethe VM (Section2.2.1)and
(2) guestview castingfor theexternalreconstructionof VM inter-
nal semanticview (Section2.2.2). VMwatcherhasthe following
threedesigngoals:

First,VMwatchershouldnotperturbthesystemstateof theVM
beingmonitored.This will preventVMwatcherfrom affectingthe
normalexecutionof theVM andcausingadversesideeffects(e.g.,
systeminconsistency [37]) in theVM. This goal is realizedby our
techniquefor non-intrusive inspectionand analysisof low-level

VM states.Non-intrusivenessalsomakesit hardfor internalmali-
ciousprocessesto infer (external)VMwatcheractivities.

Second,VMwatchershouldsigni�cantly narrow the semantic
gap suchthat the samemalwaredetectionsystemthat runsinside
theVM canalsorun outsideof theVM. As to beshown, this goal
is critical in enablingthenew stealthy malwaredetectioncapabil-
ities. Speci�cally, the goal is realizedby our guestview casting
techniquefor externalreconstructionof VM semanticview. Based
on the reconstructedview, �le or memoryscanningoperationsof
anti-malwaresystemscanbeperformedasif they wereinsidethe
VM 1.

Third, VMwatchershouldbe genericandapplicableto a wide
rangeof existingVMMs. Currentlythereexist two mainstreamvir-
tualizationapproaches:full virtualizationandpara-virtualization.
Full virtualization(asin VMware[17] andQEMU [27]) transpar-
ently supportslegacy OSeswithout modifying the guestOS im-
plementation;while para-virtualization(asin Xen [26] andUser-
Mode Linux [31]) is less transparentas it needsto modify the
sourcecodeof guestOSes. VMwatchersupportsVMMs in both
categories.

We also note that different VMMs chooseto implementVMs
at different levels, imposingvarying complexity on VMwatcher.
More speci�cally, the lower the virtualizationlevel chosento im-
plementa VM, thewider thesemanticgap it will createand,con-
sequently, the greaterthe challengefor VMwatcherto bridgethe
semanticgap. For example,becauseof its systemcall level virtu-
alization(enabledby ptrace[31]), User-Mode Linux (UML) pre-
servesmuchof thesemanticinformation(e.g.,processes)andthus
leadsto a muchnarrower semanticgapthanin VMware,Xen,and
QEMU.
Assumption on trusted VMM In this paper, we assumea trust-
worthy VMM model: A malware instancecancompromisearbi-
trary entity and facility inside the VM – including the guestOS
kernelitself. However, it cannotbreakout of theVM andcorrupt
theunderlyingVMM. This modelis basedon theobservationthat
thecodebaseof a VMM is muchsmallerandmorestablethanthe
codein the legacy OSes.Further, it only needsto provide a rather
limited interface(that can be further examinedand hardened)to
untrustedVMs in the form of abstractingunderlyingphysical re-
sources.Note that this assumptionis consistentwith thatof many
otherVMM-basedsecurityresearchefforts[32,33,34,37,42]. We
will discusspossibleattacks(e.g.,VM �ngerprinting) in Section5.

1We needto point out that somehooking-basedfeaturesof anti-
malwaresystemsarehardto supportby VM introspection.Certain
high-level events(e.g.,Windows API callsor hooks),which areof
interestto someanti-virussoftware,cannotbeeasilycapturedfrom
low-level VMM observations.



2.2 Enabling Techniques

2.2.1 Non-IntrusiveVirtual MachineIntrospection
VMwatcherfollows theVM introspectionmethodologyto pro-

curelow-level VM statesexternally. For open-sourceVMMs such
as Xen, QEMU, and UML, we develop non-intrusive VM intro-
spectionextensionsto obtainfull VM stateincludingtheVM' sreg-
isters,memory, anddisk. To achieve non-intrusiveness,we follow
theprincipleof passiveobservationwith noactive in�uence on the
VM – this is importantasan improperin�uence would introduce
undesirableconsequencessuchasinconsistency in the VM' s sys-
temstateor perturbancein theVM' sexecution.

For close-sourceVMMs suchasVMware,we have a morelim-
ited accessto VMM-level observations. For example,we arenot
ableto readvirtualmachineregisters(e.g.,thecontrolregisterCR3)
or monitorvirtual interruptsusingtheoff-the-shelfVMware.With-
out the VMM' s sourcecode,VMwatcherhasto rely on whatever
low-level VM stateabstractionexposedby the VMM. In the case
of VMware,thelimited VM stateview includesthevirtual diskand
physicalmemory. Fortunately, theselimited VM observationsstill
allow for thereconstructionof semanticviews thataresuf�ciently
rich for importantmalware detectionoperationssuchas �le and
memoryscanning.Detailsof our non-intrusive VM introspection
techniquewill bepresentedin Section3.

2.2.2 GuestView Casting
GivenaVMM-level VM state,oursecondtechnique,guestview

casting,will externally reconstructthe semantic-level view of the
VM thusbridgingthesemanticgap. We observe thattheguestOS
datastructurede�nitions (e.g., �les anddirectories)andfunction
semantics(e.g., that of �le systemdrivers)canbe usedas “tem-
plates”to interpretlow-level VM states.As such,wecancastthese
guestdatastructuresandfunctionsemanticsontheVMM-levelVM
observationsso that theVM' s semanticview canberecreatedex-
ternally. For example,givena “li ve” virtual disk of a runningVM,
theguestfunctionssuchasguestdevicedriversandrelated�le sys-
tem driversallow us to reconstructsemanticinformationsuchas
�les anddirectoriesfrom the “raw” bits andbyteson the virtual
disk. Similarly, by castingguestmemorydatastructures(e.g.,pro-
cesscontrol blocks)andfunctionsto the physical memorypages
allocatedto a VM by the VMM, we canidentify eachindividual
runningprocesswith its attributessuchasPID andprocessname,
andderive semanticinformationabouteachloadedkernelmodule
insidetheVM.

Guestview castingfurther performshigh-�delity restorationof
semanticobjects,so that the restoredobjectsarepresentedto an
anti-malware systemin exactly the sameway as inside the VM.
For example,Tripwire [38] assumesastandardUNIX-lik e �le sys-
temlayoutandcalculatesthechecksumsof �les anddirectoriesto
identify possiblechanges;McAfee VirusScanexamineslocal �le
directoriesandattemptsto spotany existing malwarein thesedi-
rectories.As such,guestview castingneedsto further “package”
theobjects(e.g.,�les anddirectories)in thereconstructedseman-
tic view andseamlesslypresenttheseobjectsto the anti-malware
systemin their native,manipulableform.

Finally, wepointoutthatguestview castingis performedoutside
of the targetVM. Basedon the trustworthy VMM model(Section
2.1),any softwarerunninginsidetheVM is notableto tamperwith
the external reconstructionof VM semanticview. Moreover, the
factthatVMM-level VM statesareprocuredthroughnon-intrusive
VM introspectionimpliesthatany malwareinstanceinsidea target
VM is not ableto infer or in�uence thesemanticview reconstruc-
tion activitiesof VMwatcher.

2.3 NewMalwar eDetectionCapabilities
VMwatcherprovides the technicalbasisfor a numberof new

malwaredetectioncapabilities.The�rst capabilityisview comparison-
baseddetectionof self-hidingmalware.Wehaveseenanincreasing
numberof elusive malwareinstancesthatactively hidethemselves
aswell as related�les or processesby subverting anti-viruspro-
cessesrunning inside a system. With view comparison,we can
corroboratean internalview (generatedfrom insidetheVM) with
anexternalview (generatedfrom outsidetheVM) of thesameob-
jectsof interestanddetecttheexistenceof hiddenmalwarebased
on thediscrepancy exposed.We notethatview comparisoncanbe
basedon eitherthefull semanticviews of a VM, or morefocused,
customizedviews (e.g.,a list of �les/processessatisfyinga certain
condition)generatedby a malwaredetectionfunction. As an ex-
ample,running the ls commandinside a Linux VM can provide
an internal view of those�les underthe currentdirectory. With
VMwatcher, we canrun thesamels commandoutsideof theVM
andobtainan externalview of the �les underthe samedirectory.
Any differencebetweenthetwo ls resultswill immediatelyleadto
thedetectionof hidden�les.

View comparisonis not limited to a VM' s persistentstatessuch
asdisk �les. It canalsobeperformedon theVM' s volatile states
suchasrunningprocesses,loadedkernelmodules,or evencurrent
statisticsabouta particularNIC device. We �nd this capability
highly valuable,especiallywhendetectingadvancedkernel-level
rootkits that hide running processesor kernel modules(Section
4.1). We point out thatview comparisonwould beinfeasiblewith-
out VMwatcher: If separatedby a semanticgap, the internaland
externalviewsof aVM wouldnotbedirectlycomparable.

The secondcapability is “out-of-the-box” executionof off-the-
shelfanti-malwaresystems,whichimprovesthedetectionaccuracy
aswell astamper-resistanceof thesesystems.Moreover, sincethe
guestOSof aVM maybedifferentfrom thehostOS,it is possible
to performcross-platformmalwaredetection,whereanti-malware
softwaredevelopedfor oneplatform(e.g.,Windows)canbereadily
usedfor anotherplatform (e.g., Linux). We will show one such
examplein Section4.2.

3. IMPLEMENT ATION
We have implementeda prototypeof VMwatcher, which sup-

portsfour existingVMMs: VMware,QEMU, Xen,andUML. The
samedesignandimplementationmethodologiescouldalsobeap-
plied to otherVMMs suchasKVM [5] andVirtualBox[16]. In ad-
dition, VMwatcheris ableto reconstructsemanticviews of a vari-
etyof VMs, includingWindows2000/XP, RedHatLinux 7.2/8.0/9.0,
andFedoraCore1/2/3/4. In thefollowing, we describetheimple-
mentationdetails,with a focuson VMM-level VM stateprocure-
mentandsemantic-level VM view reconstruction.

3.1 VMM-Le vel StateProcurement

VMM-level observation
Full virtualization Para-virtualization

VMware QEMU Xen UML
Raw VM disk image

p p p p

Raw VM memoryimage
p p p p

Other VM hardware states
(e.g.,machineregisters)

� p p p

VM-relatedlow-level events
(e.g.,interrupts/traps)

� p p p

Table1: VMM-le vel VM stateobservations

Asmentionedin Section2.1,VMwatcherisdesignedtobegener-
ically applicableto variousVMMs. As a result,our prototypeis



basedon VMM-level VM stateabstractionscommonlysupported
by theseVMMs. Table1 lists the VMM-level VM stateobserva-
tionsofferedby thefourVMMs supported:theopen-sourceVMMs
– QEMU,Xen,andUML – allow full accessto low-level VM states
andevents;while the close-sourceVMwareonly exposesthe raw
diskblocksandraw memorypagesallocatedto aVM.

We focusour presentationon the procurementof a VM' s raw
disk and memorystates. More speci�cally, we needto accessa
VM' s raw disk and memorywhile they are being modi�ed by a
runningVM. To ensurestateconsistency, aVMM usuallygrantsan
exclusiveaccess(e.g.,with awrite lock) to thevirtualizedresources
(e.g.,memoryor disk) to a VM. As a result, it could prevent any
external processfrom accessingthem. Speci�cally, the �le lock
in Windows imposedby a runningVMware-basedVM instanceis
mandatory, which meansthat any otherexternalprocesssuchas
VMwatcheris notableto readthelocked�le. Therearetwo possi-
ble solutions:Oneis to follow thesameapproachtakenby current
systembackupsoftware,which utilizes theVolumeShadow Copy
Service(moredetailsin [18]) of Windowsto accessthelocked�les.
In otherwords,we cancreatea shadow copy of thelocked�le and
instructVMwatcherto accessthe shadow copy for VM statepro-
curement.Theotherapproachis to developadevicedriver thates-
sentiallysubvertsthehostWindows kernelandallows VMwatcher
to readthe locked�le directly throughthedevice driver. Our pro-
totype on the Windows platform takes the �rst approach,which
follows thenon-intrusive principleasit will not modify thelocked
�le. On UNIX platforms,the �le lock is advisory[19] by default,
whichmeanswecanignorethelock andjust readthelocked�le.

The above strategy resolves the “read-write” con�ict between
runningVMs andVMwatcherwhenboth aresimultaneouslyac-
cessingthesamedisk �le in thehostdomain.Note that for a run-
ning VM, a �le emulatingits virtual disk meansa root �le sys-
tem or a harddisk partition. While for VMwatcher, it is consid-
eredthe externally observableVM disk state. We also note that
VMware, QEMU (with KQEMU[28] support),and UML gener-
atea temporarymemory�le to emulatetheallocatedraw physical
memoryfor a VM, which allows for externalsimultaneousaccess
by VMwatcherfor inspectionandprocurement.However, Xenand
QEMU (without KQEMU support)do not createthe correspond-
ing memory�le. As such,we needto extend them to export a
VM' s physical memorypages. Fortunately, the open-sourcena-
ture of Xen andQEMU facilitatesour solution. In our prototype,
VMwatchertakesadvantageof the libxc library [22] to accessthe
memoryof a Xen-basedVM (or DomU) by mappingits physical
memorywith the API namedxc_map_foreign_range() to its ad-
dressspaceandthenreadingthecontentthroughthemappedmem-
ory. Similarly, we build our own library for QEMU, which es-
sentiallyallows for externalaccessof VMwatcherto theallocated
physicalmemorypagesfor aQEMU-basedVM.

3.2 SemanticView Reconstruction
BasedontheVMM-levelVM raw diskandmemorystates,VMwatcher

usestheguestview castingtechniqueto extracthigh-level semantic
information(e.g.,�les andprocesses)andthenpresentthemseam-
lesslyto anti-malwaresoftware. In thefollowing, we describeour
castingmethodsfor thetwo mainvirtualizedresources.
Disk statereconstruction: It is straightforwardto reconstructthe
semanticview from theraw virtual disk blocksof a VM, if we un-
derstandhow �les anddirectoriesareorganizedin thevirtual disk.
Particularly, our methodcaststhecorrespondingdevice driversas
well as�le systemdriversof theguestOSfor disk semanticview
reconstruction.For Linux, the castingis convenientasthe device
drivers and �le systemdrivers are likely part of the open-source

Linux kernel. However, this is not the casefor Windows. The
reasonis that the Windows kerneldoesnot have the correspond-
ing �le systemdrivers for the Linux root �le systems. For our
VMwatcherprototype,we have written Windows device driversto
interpretLinux �le systems(ext2/ext3 root �le systems).
Memory statereconstruction: It is amorechallengingtaskto re-
constructthesemanticview of volatileVM memory. Similar to the
disk, we areableto procurethephysicalmemorypagesallocated
to a VM by the VMM. However, the challengeis that it requires
accuratecastingof guestmemorydatastructuresandfunctionsto
understandhow thephysicalmemorypagesareutilized. Notethat
thecastedguestmemorydatastructuresandfunctionsarespeci�c
to aVM kernel.

For easeof presentation,we focusour discussionon the Linux
platformwith thecurrent32-bit architecture(which impliesthead-
dressablememoryrange[0, 4G-1]). In Linux, the 4G memory
spaceof a processis split betweenuserspace(the bottom 3GB
memory)andkernelspace(the top 1GB memory)andthe Linux
kernelis mappedinto everyuser-level processstartingatvirtual ad-
dress0xC 0000000. Basedonthephysicalmemorylayout,the�rst
Linux kernelpage(with virtual address0xC 0000000) is locatedin
the�rst physicalmemorypage(with physicaladdress0x00000000).
This providesthestartingpoint for our guestview castingmethod:
If we canaccessthe memory�le containingthe raw memoryof
a runningVM, the offset 0 in the memory�le will correspondto
the currentmemoryaddress0xC 0000000inside the VM. Next,
weutilize theexportedsymbolinformation2, andapplyguestview
castingto identify and reconstructthoseguestdatastructuresof
interest. Figure 2 shows how guestview castingcan be applied
to reconstructthe volatile kernel memorystateof a Linux-based
VM. Speci�cally, every processin Linux is representedby a pro-
cesscontrolblock(de�nedastask_struct) andall runningprocesses
arelinked by a doubly linked list. The headof this list is kept in
a structurecalled init_task_union, which is exportedand can be
identi�ed by queryingtheSystem.map�le. Following this pointer,
we canfurtherparsetheraw memoryimageandtraversethedou-
bly linked list to reconstructdetailedsemanticinformationabout
eachrunningprocess(e.g.,its pagetableandmemorylayoutin the
mm_structdatastructure).

Fromthesamememoryimage,we canalsocastandreconstruct
a numberof other importantkerneldatastructures(e.g., the sys-
temcall table,theinterruptdescriptortable,andthekernelmodule
list) and identify the areascontainingcore kernel instructionsor
instructionsin the loadablekernelmodules. It is worth mention-
ing thatwhenaccessinga user-level memoryaddress(< 3G), it is
usuallyreferringto a virtual memoryaddressspeci�c to a partic-
ular processrunninginsidetheVM. SinceVMwatcheris running
outsideof theVM, it needsto translatethevirtual memoryaddress
into the correspondingphysical memoryaddress,which canthen
beaccessedthroughthelow-level VMM observations.

We notethatexisting hardwarehasthecapabilityof automating
theprocessof traversingthepagetablefor theaddresstranslation.
However, it hasthe implicit assumptionthat the runningprocess
hasthe samepagetablebase(CR3) asthe memoryaddressto be
accessed.As a result, our prototypeneedsto externally identify
andwalk throughthepagetableof aninternalprocessto obtainthe

2For somecommercialOSessuchasWindows,whichmaynotpro-
videthelocationsof theseimportantsymbols,VMwatcherwill per-
form a full scanon the raw memoryand identify them by look-
ing for certain “signatures”[24] that are unique to kernel-level
data structuresof interest. For example, we have usedso far
0x03001b0000000000to identifypotentialprocessinstancesin the
WindowsXP raw memory�le.
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Figure2: Guestview castingfor volatile VM memory state(in Linux)

correspondingphysical memoryaddressand readits contentfor
inspection. The correspondingcodeis illustratedbelow in func-
tion vmwatcher_vir_mem_read32, whereaddr is thevirtual mem-
ory addressto bequeried;taskpointsto theprocesscontrolblock
(assumingthetask_structdatastructurein Figure2) of aninternal
processof interest;pdeandptereferto apagedirectoryentryanda
pagetableentryassociatedwith the internalprocess,respectively;
andvmwatcher_phy_mem_read32readstheactualphysicalmem-
ory contentwith thegiven physicalmemoryaddressfrom VMM-
basedobservations.

unsigned int vmwatcher_vir_mem_read32(task, addr) {

/* Step 1: obtain the page directory entry */
pde_addr = task->mm->pgd + (addr >>20) &~3;
pde = vmwatcher_phy_mem_read32(pde_addr);

/* Step 2: obtain the page table entry */
if ( !(pde & PG_PRESENT) ) return -1;
pte_addr = pde&~0xfff + (addr >> 10) & 0xffc;
pte = vmwatcher_phy_mem_read32(pte_addr);

/* Step 3: obtain the physical address */
if ( !(pte & PG_PRESENT) ) return -1;
phy_addr = pte&~0xfff + addr&0xfff;
return vmwatcher_phy_mem_read32(phy_addr);

}

Although the above descriptionis in the context of Linux, our
guestview casting-basedsemanticview reconstructionprovides
a generic,systematicmethodologythat canbe appliedto various
VMM platformsandoperatingsystems.During theprototypeim-
plementation,we have evaluatedhow differentoperatingsystems,
servicepatches,and systemcon�gurations impact the castingof
VM statesandevents. For example,operatingsystemsmay have
differentmemorylayouts(e.g.,theWindowsOShasa2G/2Gmem-
ory split betweenuserandkernelspace),affectingtheexternallo-
cationof importantkerneldatastructuresandsymbols.Moreover,

differentversionsof thesameOSmayhavesubtlevariationsfor the
samekernel-level datastructure.Con�guration variationover the
sameOS(e.g.PAE or swappartitionsupportin modernOSessuch
asWindows andLinux) addsadditionalcomplexity to VM seman-
tic view reconstruction.However, theguestview castingmethod-
ology remainseffective despitethesedifferences,asshown by our
evaluationin Section4.

4. EVALUATION
We evaluateour prototypeto demonstratethetwo new malware

detectioncapabilities(Section2.3)enabledby VMwatcher. In par-
ticular, we show: (1) how the view comparison-basedschemeef-
fectively detectsoneof themoststealthy malware– rootkits(Sec-
tion 4.1) and (2) how VMwatcherenables“out of the box” exe-
cution of legacy anti-malwaresystems(Section4.2). Finally, we
presentperformancemeasurementresultsin Section4.3.

4.1 View Comparison-basedMalwar e Detec-
tion

View comparison-basedmalwaredetectionattacksthe very na-
tureof rootkits– hidingattackprocessesandrelated�les. Wehave
sofarexperimentedwith morethan10Windowsrootkitsaswell as
a dozenLinux rootkits andthe view comparison-basedschemeis
ableto detectall therootkitstestedandpinpointthecorresponding
hiddenprocessesand/or�les. Dueto lackof space,weonly present
threeof ourexperimentsin detail.

Experiment I – view comparisonon volatile states The�rst
experimentinvolvesaWindowskernel-level FU rootkit [3]. Figure
3 shows thescreenshotof aninfectedsystemwheretheFU rootkit
runsandhidesa processwith PID 336. The systemis basedon
VMwarewhile the hostOS is Scienti�c Linux 4.4 and the guest
OS is Windows XP with SP2. In the �gure, the backgroundGUI
screenwith theWindowscommandshellwindow shows theinside



Figure3: A VMwar e-basedWindowsXP VM infectedby the FU rootkit

(a)Resultof runningSymantecAntiVirus from inside (b) Resultof runningSymantecAntiVirus from outside

Figure4: A demonstrationof differ ent viewsobtained fr om insideand outsideof a hxdef-infectedVM

of theVM while theforegroundscreen(encapsulatedwith adashed
box) on the left shows theVMwatcher-basedexternalview of the
runningprocessesin thesameVM.

Fromthe �gure, we canobserve thata Window commandshell
(PID: 1080)is createdandit is usedto invoketheFU rootkit to hide
process336. This hiddenprocessis a runningSSHclient program
– SSHSecureFile Transfer(version3.2.9). This screenshotalso
shows a short help messageon how to invoke the FU rootkit as
well ascurrentWindowsTaskManageroutput.TheWindowsTask
Managerdoesnot list the SSHclient process,indicatingthat this
(running)processhasbeensuccessfullyhidden.

By comparison,thehiddenprocessisexposedby theVMwatcher-
basedexternalview: Thesmallboxwith solid linesinsidethefore-
groundscreenhighlights the SshClient.exe process,which is not
shown by the (internal) output of Windows Task Manager. Al-
thoughwe manuallyconductthis rootkit attack,VMwatchercan
be readily adoptedby real-world honeypots to detectin-the-wild
rootkit attacks. In fact, recentincidents[9] show that the same
FU rootkit hasbeenactively usedto hidethepresenceof advanced
stealthy bots.

Experiment II – view comparisonon persistentstates In this
experiment,we preparea VMware-basedWindows XP VM that
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Figure5: A Xen-basedFedoraCore4 VM infectedby the adore-ngrootkit

containsthe �les of two rootkits, Hacker Defender(or hxdef) [4]
andNTRootkit [8], in thec : ndemodirectory. Bothrootkits,when
running,areable to hide selectedattack�les andprocesses.For
evaluationpurpose,weonly run thehxdefrootkit in theVM. After
activating hxdef, we run the SymantecAntiVirus software inside
theVM andthescanningresultis shown in Figure4(a).Theresult
indicatesthat the internal view successfullyidenti�es NTRootkit
but it misseshxdef,becausethelatterhashiddenany �le, directory,
or processwith thestring“hxdef” in its name.

Meanwhile,werunthesameversionof SymantecAntiVirusout-
sideof the VM in the hostOS and the scanningis basedon the
VM' s semanticview reconstructedby VMwatcher. The result is
shown in Figure4(b). Different from the internal result, the ex-
ternalresultcatchesbothNTRootkit andhxdef. Thedifferenceis
highlightedby thedashedboxin Figure4(b). Moreimportantly, by
comparingthetwo views, we caninfer thathxdef,not NTRootkit,
is theonethatis currentlyrunning.

Experiment III – view comparisonon both volatile and per-
sistentstates We describeourexperimentwith theadore-ng[13]
rootkit – anadvancedLinux kernelrootkit thatwill directly replace
certainkernel-level functionpointersto hide�les andprocesses.

Figure5 is a screenshotshowing an adore-nginfection against
a Xen-basedFedoraCore4 VM. Within the �gure, therearefour
numberedxtermwindows. The xtermwindow with the number0
ontheright showstheinsideof theVM, wheretheadore-ngkernel-
level module(LKM) is �rst loaded(insmod/lib/modules/2.6.16-
xenU/misc/adore-ng-2.6.ko). A user-level programcalled ava is
usedto control the LKM' s functionality. Then,a backdoor dae-
monis executed(/root/demo/backdoor). After that,adore-ngis in-

structedto concealthe existencesof any local �les named“back-
door” (ava h backdoor) and the backdoordaemonwhosePID is
1490 (ava i 1490). As revealedin the samexterm window, the
outputsfrom the commandsls andps arealreadymanipulatedto
concealthe existencesof any �le with the name“backdoor” and
any processwith PID 1490.

The externalview of the VM is shown on the left sideof Fig-
ure5. In particular, xtermwindow 2 lists the�les underthedirec-
tory /root/demo/in theVM; while xtermwindow 3 enumeratescur-
rent runningprocessesinsidetheVM. Fromxtermwindow 2, the
internally-concealedbackdoor�le is visiblewith VMwatcher. Sim-
ilarly, xtermwindow 3 highlightstheinternally-hidden“backdoor”
processwith PID 1490. This experimentfurtherdemonstratesthat
thesemanticview reconstructedby VMwatchercannotbemanipu-
latedby therootkit runninginsidetheVM. As such,view compari-
soneffectively exposestheexistenceof arootkit (evenif thehidden
�le andprocesshaveunsuspectednames).

4.2 “Out-of-the-Box” Malwar eDetection
By externallyreconstructingsemanticviewsof VMs, VMwatcher

alsosupports“out-of-the-box” executionof a numberof off-the-
shelf anti-malware systemsand naturally brings up the new ca-
pability of cross-platformmalware detection. We have success-
fully experimentedwith 11 real-world anti-virussoftwaresystems,
whichareshown in Table2. For eachexperimentedanti-virussoft-
ware,Table2 alsosummarizesthecorrespondingevaluationenvi-
ronment,i.e., theVMM, thehostOS,andtheguestOS,

In the following, we describean experimentthat deploys the
SymantecAntiVirus software(Windows version)“out of thebox”
to detectmalwareinstancesinsideaLinux VM honeypot.



(a)A screenshotof theSymantecAntiVirussoftwarebefore
launchingits scanning

(b) A screenshotof theSymantecAntiVirussoftwareaftercomplet-
ing its scanning

Figure6: External inspectionof a honeypotusing the SymantecAntiV irus software (version10.1.0.396)

Software VMM GuestOS HostOS
Symantec VMware WindowsXP (SP2) Windows
AntiVirus Server1.0.1 RedHat7.2,8.0,9.0 XP (SP2)
10.1.0396 build-29996 FC1,2, 3, 4, RHEL4

WindowsDefender VMware WindowsXP (SP2) Windows
(1.1.1592.0) Server1.0.1 XP (SP2)

MaliciousSoftware build-29996 RedHat7.2,8.0,9.0
Removal Tool 1.2 FC1,2, 3, 4, RHEL4

TrendMicro Xen3.0.2-2 RedHatFC4 Scienti�c
ServerProtect VMware WindowsXP (SP2) Linux 4.4
for Linux 2.5 Server1.0.1 RedHat7.2,8.0,9.0

build-29996 FC1,2, 3, 4, RHEL4
Kaspersky Xen3.0.2-2 RedHatFC4 Scienti�c

Anti-Virus5.5 VMware WindowsXP (SP2) Linux 4.4
(trial version) Server1.0.1 RedHat7.2,8.0,9.0

build-29996 FC1,2, 3, 4, RHEL4
F-Secure Xen3.0.2-2 RedHatFC4 Scienti�c

Anti-Virus5.20 VMware WindowsXP (SP2) Linux 4.4
Build 5050 Server1.0.1 RedHat7.2,8.0,9.0

build-29996 FC1,2, 3, 4, RHEL4
FriskF-PROT Xen3.0.2-2 Debian3.1 Scienti�c
AntiVirusFor QEMU RedHat7.2,8.0,9.0 Linux 4.4
Linux 4.6.6 0.8.2

McAfee UML RedHat7.2,8.0,9.0 RedHat
VirusScan4.24.0 2.4.24 (RHEL4)

Sophos QEMU RedHat7.2,8.0,9.0 RedHat
Anti-Virus4.05.0 0.8.2 (RHEL4)
Tripwire 4.05.0 UML RedHat7.2,8.0,9.0 RedHat
(OpenSource) 2.4.24 (RHEL4)
ClamAV 0.88.5 UML RedHat7.2,8.0,9.0 RedHat
(OpenSource) 2.4.24 (RHEL4)

Table2: A list of real-world anti-virus softwarewehaveexper-
imentedwith VMwatcher.

Experiment IV – cross-platform malware detection The
Linux honeypot is a VMware-basedRedHat 7.2 systemthatcon-
tains a numberof remotely exploitable vulnerabilities. We run
SymantecAntiVirus (version10.1.0.396)in theWindows hostdo-

main to detectpossibleinfectionsinside the honeypot. Figure 6
shows two screenshotsof the sameSymantecAntiVirus software
(version10.1.0.396):onebefore launchingthe scanningandone
after completingthescanning.Speci�cally, Figure6(a)shows that
thecorrespondingvirtual diskof thehoneypotVM is externallyin-
terpretedandtransparentlyrepresentedasa local “Z:” drive; while
Figure6(b) reports21 infected�les in theVM. Particularly, among
thoseinfected�les, thereis a rootkit namedSHv4[47], which re-
placesa numberof system-wideutility commands(e.g.,ps, ls, if-
con�g, netstat,and syslogdetc.) with its own. We also notice
that thereis a Lion worm infection in the report (highlightedin
thedashedbox of Figure6(b)), which we believe is misclassi�ed.
The two identi�ed Lion-infected�les are tksb and tkp underthe
directory/lib/ldd.so. It turnsout thattksbis ashellscriptthatfunc-
tionsasa log cleaner, while tkp is a Perlscriptessentiallylooking
for usernamesandpasswords in collectednetwork traf�c. Later
forensicanalysisrevealsthatanattacker �rst exploitedtheApache
webserver vulnerability [20] to gain systemaccess.After that,he
exploited the local ptracekernelvulnerability [21] to escalatehis
privilegeto systemrootbeforeinstallingtheSHv4rootkit.

For comparison,wealsorunMicrosoftWindowsDefender(ver-
sion1.1.1592.0)in thehostdomainto detectpossiblemalwarein-
stallationsin this compromisedVM and the result, interestingly,
shows no malware infection. It seemsthat the currentMicrosoft
Windows Defenderis developedonly for malware on Windows
platformswhile theSymantecAntiVirussoftwareis capableof de-
tectingmalwareonbothWindowsandLinux platforms.

4.3 Performance
In thissection,wepresenttheperformancemeasurementresults.

We�rst notethatVMwatcheris operatedoutsideof aVM. As are-
sult, it will notaffect thenormalrunof aVM evenwhenit is being
examined. In the following, We presenttwo setsof measurement
results.

The �rst setof experimentsis to comparethe internalscanning
timeandtheexternalscanningtimeonasetof VM systems.In par-



Comparison of Scanning Time

0:00

4:48

9:36

14:24

19:12

Symantec AntiVirus
10.1.396

Micorsoft Windows
Defender 1.1.1592.0

Micorsoft Malicious
Software Removal

1.2

Kaspersky Anti-Virus
5.5

F-PROT AntiVirus
4.6.6

McAfee VirsScan
4.24.0

Sophos Anti-Virus
4.05.0

S
c
a
n

n
in

g
 T

im
e
 (

m
in

:s
e
c
)

Internal Scanning Time
External Scanning Time

18095 files 

42724 files 

10939 files 

112556 files 

10272 files 32269 files 11413 files 

Figure7: A comparisonof internal scanningtime and external scanningtime

ticular, we choose7 differentanti-virussoftwaresystemsandeach
systemperformsan external scanand an internal scanon a par-
ticular VM system:(1) SymantecAntiVirus, Microsoft Windows
Defender, andMicrosoft Malicious SoftwareRemoval Tool each
scanaWindowsXP VM (256MB memoryand6GB disk)with the
hostOS being the Windows XP Professional(2GB memoryand
120GB disk); (2) Kaspersky Anti-Virus inspectsaRedHat8.0VM
(1GB memoryand4GB disk) with Scienti�c Linux 4.4asthehost
OS(2GB memoryand180GB disk); (3) F-PROT AntiVirusexam-
inesaDebian3.1Linux VM basedontheXenVMM while domain
0 is runningScienti�c Linux 4.4 (4GB memoryand330GB disk);
(4) McAfeeVirusScanandSophosAnti-Virusareassignedto look
into a RedHat 7.0VM (128MB memoryand512MB disk) that is
runninginsidea UML VMM. The hostOS is RedHat Enterprise
Linux 4 with 2GB memoryand135GB disk. Theresultsplus the
total numberof scanned�les areshown in Figure7. It is interest-
ing to noticethataninternalexaminationalwaystakeslongerscan-
ningtimethanits externalcounterpart,aresultthatsoundscounter-
intuitive. However, consideringthepotentialdiskI/O slowdown in-
troducedby virtualizationaswell astheavailability of largermem-
ory spacein thehostdomain,theshorterexternalscanningtime is
actuallyreasonable.
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Thesecondsetof experimentscalculatesthetime neededto an-
alyzea live raw VM memory. Note that in the currentprototype,
weassumethattheWindowskernel-level symbolsarenotavailable
dueto its close-sourcenaturewhile theLinux symbolsareavailable
andcanbeusedto speedup thememory-relatedsemanticview re-
construction.Figure8 showstheanalysistimeneededto examinea
raw Windowsmemoryimagewhenwevary thememorysizefrom
128MB to 1GB. As expected,theanalysistimegrowslinearlywith
thesizeof availablememoryallocatedto a VM. Our resultsshow

that with the availability of Linux symbols,a raw memoryanaly-
sissessioncanbe�nished within just 0:5 second,regardlessof the
allocatedmemorysizeof theVM.

5. DISCUSSION
VMwatcherassumesa trustworthy VMM layer to isolateun-

trustedprocessesinsideamonitoredVM fromaffectingVMwatcher.
This assumptionis neededandreasonable(someparallelefforts to
build trustworthy VMMs will bedescribedin Section6) becauseit
essentiallyestablishestheroot-of-trustof theentiresystemandse-
curesthe lowest-level systemaccess.In thefollowing, we discuss
somepossibleattacksagainstVMwatcher.

Guestview subversion attack This attackis basedon theob-
servation that VMwatcherneedsto correctlycastguestviews for
the interpretationandunderstandingof guestVM states.As such,
anattacker canintentionallyintroducea subvertedguestfunction,
which is different from the one castedfor semanticview recon-
structionby VMwatcher. As anexample,insteadof usingtheorigi-
nalLinux kernelschedulerwith thedefaultall-taskslist to dispatch
processes,an advancedmalwarecould implementits own sched-
uler, which maintainsa shadow list of hiddenprocesseswithout
actuallylinking theminto the all-taskslist. Note that without the
knowledgeof the subvertedscheduler, VMwatcheris not able to
accuratelyidentify all runningprocesses.

Althoughit is challengingto understandthedetailsof subverted
guestfunctions,the subversionbehavior itself could be detected.
Consideringthesameexample,thesubversionof theoriginalsched-
uler codewill essentiallymodify the text segmentof the original
Linux kernel. A simple hashcalculation(e.g,. MD5) can im-
mediatelylead to its detection. As such,to counterthis type of
attacks,VMwatchercan be extendedto validate the integrity of
theseguestfunctionsaswell asothercritical kernelobjects(e.g.,
sys_call_tableandIDT). Moreover, wecanleveragerecentresearch
efforts suchasCopilot [51] andtherelatedspeci�cation-basedin-
tegrity checking[50] to detectthesesubversionattacks.

Guestcachingexploitation Thisattackmayoccurif amodi�ed
�le is not re�ected in time in the disk that is beingexaminedby
VMwatcher. Onepotentialresultfrom thisattackis thatamalware
mayavoid any �le scanning-baseddetectionasit candeliberately
hideitself insidethecachewithoutactuallycommittingto thedisk.
Therearetwo possiblecounter-measures:oneis to make surethat
thoserelatedguestkernelthreadssuchasbd�ush andkupdatedu-
tifully look for dirty pagesand�ush themto thedisk in time. The
secondcounter-measureis to directly examinethecachedcontents
throughVM introspectionsincethecachedcontentsarestill in the



volatile memory. However, onechallengehereis to seamlesslyin-
tegratethememorycontentwith relateddisk �les andpresentthem
transparentlyto theexternalanti-virusprocesses.

VM �nger printing Finally, we notethat thevirtualizedenvi-
ronmentcouldpotentiallybe�ngerprintedanddetected[41, 52] by
attackers. In fact,a numberof recentmalwaresystemsareableto
checkwhetherthey arerunninginsideaVM andif so,chooseto ex-
hibit differentbehavior [1]. As acounter-measure,wecanimprove
the�delity of VM implementation(e.g.,asproposedin [43, 45]) to
thwart someof the VM detectionschemes.Meanwhile,from an-
otherperspective,asvirtualizationcontinuesto gainpopularity, the
concernover VM detectionmay becomelesssigni�cant because
mostmalwarewould becomeVMM-agnosticonceagain asVMs
couldbeattractive targetsfor attackersaswell.

6. RELATED WORK
Enhancing security with virtualization The�rst areaof related
work is the useof virtualization technologiesto enhancesystem
security. More speci�cally, leveragingrecentadvancesin virtual-
ization,researchershaveadoptedVMs to detectintrusions[34, 37,
44], analyzeintrusions[32, 42], diagnosesystemproblems[40,
57], isolateservices[30, 46], and implementhoneypots [14, 23,
35]. Theseapplicationsleveragethe desirablepropertiesof VMs
(e.g., isolation and dynamiccon�gurability) to improve security
andaccountabilityof systemswithout having to trusttheguestOS
andapplicationprograms.

Ourworkcomplementsorenhancestheseeffortsbyelevatingthe
usabilityof theVM introspectionmethodology[34], which is pio-
neeredby theLivewire system[34]. VM introspectionin Livewire
is capableof examininglow-level VM states(e.g.,disk blocksand
memorypages)from outsidetheVM. However, for thereconstruc-
tion of high-level semanticviews (e.g.,�les, processes,andkernel
modules),it still needsa new technique,similar to theguestview
castingtechniquein our system,to effectively bridgethe seman-
tic gap.While VMwatcheraimsatsupportinglegacy anti-malware
software, Livewire mainly supportsa specializedIDS built from
scratchto detectamoretargetedsetof intrusions.Furthermore,we
proposeanddemonstratethe opportunityof view comparisonfor
self-hidingmalwaredetection,which is notaddressedin [34].

IntroVirt [37] is anotherclosely relatedwork that appliesVM
introspectionto executevulnerability-speci�cpredicatesin a VM
for intrusionreproduction.Thereexist two major differencesbe-
tweenIntroVirt andVMwatcher. First,IntroVirt developsaspecial-
ized predicateenginethat doesnot aim at accommodatinglegacy
anti-malwaresystems– a goal achieved by VMwatcher;Second,
IntroVirt needsto overwrite a portion of the vulnerableprogram
codewith its own predicatesor invokeexistingcodein eitherguest
applicationsor the guestkernel. Suchan approachis considered
intrusive and will introduceundesirableperturbationin the VM.
Consequently, it needsto resortto takingacheckpointof thewhole
VM beforemakingany changesto the VM stateandrolling back
to thesavedcheckpointif perturbanceis detected[37]. In contrast,
VMwatchertakesa non-intrusive approachandaimsat externally
reconstructingVM semanticviews.
Implementing malware with virtualization Leveragingvirtu-
alizationtechnologies,researchershave alsodemonstratedthepo-
tentialof implementingvirtualization-basedmalware[39, 53, 58].
King et al. [39] proposesthenotionof VM-basedrootkit (VMBR)
whichcanbedynamicallyinsertedunderneathanexistingOS.
Rutkowskaetal. [53] furtherimplementsahardwarevirtualization-
basedrootkit prototypecalled “Blue Pill”, claiming the creation
of 100% undetectablemalware. Anotherhardwarevirtualization-
basedrootkit – the Vitriol [58] rootkit – independentlycon�rms

this signi�cant threat. We point out that theseemerging threats
can be mitigatedor even defeatedby recentresearchefforts on
securebooting [25] and secureVMMs suchas sHype [54] and
TRANGO [15]. With securebooting, VMMs will maintain the
lowest-level accessto the systemthus preventing them from be-
ing subverted. Paralleling theseefforts, VMwatcherassumesthe
non-subvertability of VMMs in anticipationof future deployment
of theseanti-subversionsolutions.
Detectingintegrity violationswith securemonitors VMwatcher
is alsorelatedto projectsthatusesecuremonitorsto detectsystem
integrity violations[33, 49, 50, 51]. Copilot [51] detectspossible
kernel integrity violationsby runningthe monitoringsoftwareon
a separatePCI card. The monitoringsoftwareperiodicallygrabs
a copy of the systemmemoryandexaminespossibleintegrity vi-
olations. A speci�cation-basedintegrity checker is laterproposed
[50] to examinethe integrity of dynamickernel data. Note that
thesetwo systemsonly take snapshotsof volatile memorystates.
The storage-basedintrusion monitor [49] leveragesthe isolation
provided by a �le server (e.g.,an NFS server) andindependently
identi�es possiblesymptomsof malwareinfectionsin disk states.
Note that it only capturesa system's persistentstates.As a result,
it is not ableto detectelusive malwarethatmaybehiding entirely
in thememory(e.g.,kernel-level rootkits). In contrast,VMwatcher
examinesbothvolatileandpersistentstatesfor malwaredetection.
Detectingmalware with cross-viewcomparison Thenotionof
view comparison-basedanalysisis initially proposedby Wanget
al. [55] in their Strider GhostBustersystem. Their systemper-
forms two scans– an internal scanand an external cleanscan–
and the two scanningresultsare thencomparedfor malwarede-
tection.However, theexternalcleanscanis doneby rebootingthe
machinebeingexaminedwith acleanOS(i.e.,aWinPECD). This
will, unfortunately, destroy all non-persistentstates.On the other
hand,VMwatcherperformslive VM stateprocurementandseman-
tic view reconstructionwithout losingany malwareinformation.A
numberof recentrootkit detectionsystemssuchasRootkitRevealer
[11] andBlackLight [2] alsoadoptthesamemethodologyto detect
stealthy malware.However, thereis alackof atrustworthy view for
comparisonas all the views (thoughfrom differentperspectives)
aregeneratedfrom insidethesystembeingmonitored.
General intrusion detectiontechniques Finally, we discussthe
generalintrusiondetectionsystems(IDS), includingthehost-based
IDS [6, 7, 12,38] andthenetwork-basedIDS [10, 48,56]. Wenote
that a network-basedIDS is deployed outsideof an end-system,
achieving highattackresistanceatthecostof lowervisibility onthe
internalsystemstates.A traditionalhost-basedIDS runsinsidethe
end-systemandis ableto directly inspectthe statesandeventsof
thesystem,achievingbettervisibility. However, it sacri�cestamper
resistanceasit couldbecompromisedduringanattack.In contrast,
VMwatcherachievesstrongertamperresistancewhile maintaining
highvisibility on thesystem's internalsemanticstates.

7. CONCLUSION
We have presentedVMwatcher, a novel VMM-basedapproach

thatenables“out-of-the-box”malwaredetectionby addressingthe
semanticgap challenge. More speci�cally, VMwatcherachieves
strongertamper-resistanceby moving anti-malware facilities out
of the monitoredVM while maintainingthe native semanticview
of the VM via external semanticview reconstruction.Our eval-
uationof the VMwatcherprototypeon both Linux andWindows
platformsdemonstratesits practicalityandeffectiveness. In par-
ticular, ourexperimentswith real-world self-hidingrootkitsfurther
demonstratethe power of the new malwaredetectioncapabilities
enabledby VMwatcher.
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