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Ok, I will forward 
the call for Alice 
to 192.168.1.10

Hmmm, now I 
need to forward 
the call for Alice 
to 10.10.1.10

Hi, I am Alice, and I 
will use a phone with 
IP 192.168.10.10 today

I am traveling, and I will 
use a phone with IP 
10.10.1.10 for now
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UA-1 Outbound Proxy Server
(SIPproxy1.com)

Inbound Proxy Server
(SIPproxy2.com)

DNS Server Location Server

DNS query/
response

Location 
service

SIP SIP
SIP

UA-2
SIP Phone SIP Phone
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Session Initiation Protocol

Request line: INVITE sip:****** 3255 @d.voncp.com:10000 SIP/2.0
Method: INVITE
Message Header

Via : SIP/2.0/UDP 192.168.0.108:10000;branch=z9hG4bK-85 c98d52
From: ***-***- 3953 <sip:1****** 3953 @d.voncp.com:10000>;

tag=6297ece2276a6406o0
To: <sip:****** 3255 @d.voncp.com:10000>
Remote-Party-ID: ***-***-3953 <sip:1******3953@d.vo ncp.com:10000>;   
screen=yes; party=calling
Call-ID : a6b81312-da84f396@192.168.0.108
CSeq: 101 INVITE
Max-Forwards : 70
Contact : ***-***- 3953 <sip:1****** 3953 @192.168.0.108:10000>
Expires: 240
User-Agent: 0013101DCFBB Linksys/RT31P2-3.1.6(LI)
Content-Length: 308
Allow : ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, OPTIONS, REFER
Supported: x-sipura
Content-Type: application/sdp

Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (o): - 2305 2305 IN IP4 192.168.0.108

. . .
Connection Information (c): IN IP4 192.168.0.108

. . .
Media Description, name and address (m): audio 10076 RTP/AVP 2 0 8 

18 100 101
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Session Initiation Protocol

Status line: SIP/2.0 407 Proxy Authentication Required
Status-Code: 407
Message Header

Via : SIP/2.0/UDP 192.168.0.108:10000;branch=z9hG4bK-85 c98d52
From: ***-***- 3953 <sip:1****** 3953 @d.voncp.com:10000>; 
tag=6297ece2276a6406o0; natted=xx.xxx.102.135
To: <sip:****** 3255 @d.voncp.com:10000>
Call-ID : a6b81312-da84f396@192.168.0.108
CSeq: 101 INVITE
Proxy-Authenticate : Digest realm="69.59.227.87",  
domain="sip:69.59.227.87", nonce=" 2036652154 ", algorithm= MD5
Max-Forwards : 15
Content-Length: 0
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Session Initiation Protocol

Request line: INVITE sip:****** 3255 @d.voncp.com:10000 SIP/2.0
Method: INVITE
Message Header

Via : SIP/2.0/UDP 192.168.0.108:10000;branch=z9hG4bK-51 1400f2
From: ***-***- 3953
<sip:1******3953@d.voncp.com:10000>;tag=6297ece2276 a6406o0
To: <sip:****** 3255 @d.voncp.com:10000>
Remote-Party-ID: ***-***- 3953
<sip:1****** 3953 @d.voncp.com:10000>;screen=yes;party=calling
Call-ID : a6b81312-da84f396@192.168.0.108
CSeq: 102 INVITE
Max-Forwards : 70
Proxy-Authorization : Digest username="1****** 3953 ", 
realm="69.59.227.87", nonce =" 2036652154 ", 
uri="sip:****** 3255 @d.voncp.com:10000", algorithm =MD5, 
response =" 690680e4e138b38c1ba95271cc691b47 "
Contact : ***-***-3953 <sip:1****** 3953 @192.168.0.108:10000>
Expires: 240
User-Agent: 0013101DCFBB Linksys/RT31P2-3.1.6(LI)
Content-Length: 308
Allow : ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, OPTIONS, REFER
Supported: x-sipura
Content-Type: application/sdp

Session Description Protocol
Session Description Protocol Version (v): 0
Owner/Creator, Session Id (o): - 2305 2305 IN IP4 192.168.0.108

. . .
Session Name (s): -
Connection Information (c): IN IP4 192.168.0.108

. . .
Media Description, name and address (m): audio 10076 RTP/AVP 2 0 8 

18 100 101
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Client
IP:192.168.0.1
Port : 9000

Computer A
IP : 203.143.66.1
Port : 10000

Computer B
IP : 203.143.88.2
Port : 20000

Source
IP : 202.123.4.15
Port : 4567

NAT Gateway
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