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Abstract

Scalablegrouprekeying is oneof theimportantproblemsthatneedso be addresseth orderto sup-
port securemulticastcommunicationgor large anddynamicgroups.Oneof the challengingssueghat
arisesin scalablegrouprekeying is the problemof delivering the updatedkeys to the membersof the
groupin areliableandtimely manner In this paper we presenta new scalableandreliablekey distri-
bution protocolfor groupkey managemerschemeshatuselogical key hierarchiedor scalablegroup
rekeying. Our protocol,calledWKA-BKR, is basedupontwo key ideas,weightedkey assignmenand
batchedkey retransmissionboth of which exploit the specialpropertiesof logical key hierarchiesand
thegrouprekey transporpayloadto reducethe bandwidthoverheadf thereliablekey delivery protocol.
Usingboth analyticmodelingandsimulation,we investigatethe factorsthat affect the bandwidthover-
headof reliablekey delivery protocols.We comparethe performanceof WKA-BKR with thatof other
rekey transportprotocols,including a recentlyproposedorotocol basedon proactive FEC. Our results
shav thatfor mostnetwork lossscenariosthe bandwidthusedby WKA-BKR is lower thanthat of the
otherprotocols.

1 Intr oduction

Many emeping Internetapplications(e.g.,real-timeinformationservices pay per view, distributed inter
active simulations multi-party games)arebasedon a securegroupcommunicationsnodel. In this model,
authorizednmember®of a groupsharea symmetricgroupkey thatis usedto encryptgroupcommunications.
To provide forward and backward confidentiality[21], the sharedgroupkey is changedon eachmember
ship changeand securelyredistriluted to the existing membersof the group. This is referredto asgroup
rekeying.

For large groupswith frequentmembershighangesthe costsof rekeying the groupcanbe quite sub-
stantial. The straightforvard approachunderwhich a new groupkey is generatecon eachmembership
changegencryptedndividually andtransmittedo eachexisting groupmembeiis not scalablesincethe costs
of this approachincreasdinearly with the size of the group. Scalablerekeying is thereforean important
andchallengingoroblemthatneeddo beaddresseth orderto supportsecurecommunicationsor largeand
dynamicgroups.
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In recentyears severalapproachefor scalablegrouprekeying have beenproposed13, 21, 22, 20, 5, 1,
14]. Oneprominentapproact22, 21] usedogical key hierarchiesor key treesto reducethe compleity of
the grouprekeying operationto O(logN), whereN is the sizeof the group. Further it hasbeenproposed
thatgroupsberekeyedperiodicallyinsteadof on every membershighangd?2, 16, 24]. Periodicor batched
grouprekeying hasbeenshavn [24] to reduceboththe processingandcommunicatioroverheacat the key
sener, andto improve the scalabilityand performancenf key managemenprotocolsbasedon logical key
trees.

In groupkey managemenschemedasedon logical key hierarchiesor key trees(henceforthreferred
to asLKH), groupre-keying involvestwo operations key encodingandkey distribution. Key encoding
involves determiningwhich keys in the logical key tree needto be changedand encryptingthe changed
keys using the LKH algorithm. Key distribution involves packingthe encryptedkeys into paclets and
executinga protocolthatensureghatall the pacletsarereliably deliveredto the membersof the groupin
atimely fashion.We notethatthereis a soft real-timerequiremenfor key delivery; groupmembershave
to buffer any encrypteddataor keys they receve until theencryptingkeys have arrived. To limit the sizeof
thesebuffers, it is necessaryo deliver the keys eachmembemeedsassoonaspossible.

For scalablegrouprekeying, clearly both the key encodingandkey distribution operationseedto be
scalable.While therehasbeena greatdeal of researchthat hasfocusedon improving the efficiengy and
reducingthe compleity of the key encodingoperation reliablekey distribution hasnot receved the same
degreeof attention. We note that that the reliable key delivery problemis particularly challengingwhen
grouprekeying is doneperiodically i.e., whenseveralmembershighangesreprocessedh asinglebatch.
In this situation,the numberof keys that needto be changedcanbe large enoughthat a large numberof
paclets needto be multicastreliably to the whole group. Although reliable multicasttransportprotocols
suchas SRM [3] andRMTP [12] canbe usedfor reliable delivery of keys, theseprotocolsare comple
and(in somecases)yequireadditionalsupportfrom the network infrastructure.Moreover, thereliable key
delivery problemhassomecharacteristicshat can be exploited to designcustomprotocolsthat are more
light-weightin nature.

In this paperwe make two contrikutions. First,we present?WKA-BKR, anew scalableandreliablerekey
transportprotocolfor groupkey managemenschemeghat are basedon logical key hierarchies.Second,
we presentnalyticalmodelsfor evaluatingthe bandwidthoverheacdbf our protocolandotherprotocolsthat
have beerproposedor reliablegrouprekey transport.Usingbothanalysisandsimulation we investigatehe
factorsthat affect the bandwidthoverheadof reliablekey delivery protocolsandcomparethe performance
of WKA-BKR with thatof otherrekey transporprotocols.In particular we compareheperformancef our
protocolto thatof aprotocol[24, 25] recentlyproposedy Yangetal thatmakesuseof proactive FEC[15].

Our reliablekey delivery protocolis basedupontwo ideas: proactiveredundancyandbatchedkey re-
transmissionOur approachusesproactive redundang for achieving reliability andensuringimely delivery
of keys. We notethatYangetal’'s protocolis alsobasedn proactve redundang Unlike their protocol,we
do not useFEC for redundang; insteadour protocolusesa WeightedKey Assignmen{WKA) algorithm
thatexploits the specialpropertieof a logical key hierarchywhile assigningkeys to pacletsthataremulti-
castto thegroup.Ouralgorithmis basednthe obserationthatduringarekey operationthekeys athigher
levels of thelogical key treearemorevaluablethanotherkeys sincethey areneededy alarger fraction of
the groups members.Our protocol exploits this propertyby settingthe degreeof replicationof eachkey
baseduponits positionin thelogical key tree,i.e. morevaluablekeys have alargerdegreeof replication.

Theideaof batchedkey retransmission(BKR) is alsobasedn the specialpropertiesof therekey trans-
portpayload.In acornventionalrecever-initiatedreliablemulticastprotocol,whenasenderecevesNACKs
for pacletsfrom specificrecevers,it respondsy retransmittinghe correspondingacletsto thegroup.In
thecaseof areliablekey delivery protocol,apacletwill typically containseseralkeys mostof whicharenot
neededy aspecificrecever. Insteadof re-sendinghe whole paclet to the group,our protocoldetermines



the keys thatare neededvy the receverswho respondedvith NACKSs to the initial multicast,packsthese
keys into new paclets(againusingthe WKA algorithm)andmulticastshemto the group.

In our performancesvaluation,we find thatfor mostscenariosWKA-BKR haslower bandwidthover
headin comparisorto previously proposedrotocols. The differencein bandwidthoverheads significant
— upto 26%lowerthanFEC-basegrotocolsandup to 60%lower thansimplerreplicationbasedprotocols
for thedefault scenariaconsideredn our performancestudy WKA-BKR is alsolesssensitve to changesn
network lossconditionsthanproactve FEC-basegrotocols,andoutperformstheseprotocolsover a wide
rangeof group sizesand membershipdynamics. Finally, basedon insightsprovided by our results,we
proposemodificationsthatcanleadto improved performancdor grouprekey transportprotocolsbasedon
proactive FEC.

Theorganizationof therestof the paperis asfollows. In Section2, we provide backgroundn scalable
grouprekeying anddiscusgelatedwork. In Section3, we describethe WKA-BKR protocolin moredetail.
In Section4, we presenta bandwidthoverheadanalysisof threereliable key delivery protocol. Next, in
Section5, we comparethe performanceof the protocolsusingboth the analysispresentedn the previous
sectionandsimulation.Finally, Section6 containsour conclusions.

2 Background and RelatedWork

In this sectionwe briefly review the mainideasunderlyingthe LKH approachtandthepreviously proposed
protocolsfor reliablerekey transport.

2.1 Logical KeyHierarchies

Theuseof logical key treesfor scalablegrouprekeying wasindependenthyproposedoy Wallneret al [21]
andWongetal [22]. Thebasisfor theLKH approachor scalablegrouprekeying is alogical key treewhich
is maintainedby thekey sener. Therootof thekey treeis usedfor encryptingdatain groupcommunications
andit is shareduy all users.Theleafnodesof thekey treearekeys sharednly betweertheindividual users
andthe key sener, whereaghe middle level keys are auxiliary key encryptionkeys usedto facilitate the
distribution of theroot key.

In thisschemegachuserownsall thekeys onthe pathfrom its individual leaf nodeto theroot of thekey
tree. As aresult,whena userleavesthe group,in orderto maintainforward dataconfidentiality all those
keys have to be changedandre-distrituted.

An examplekey treeis shavn in Figurel. In thisfigure, K- is the dataencryptionkey (DEK) shared
by all users,K1, Ko, ..., Ky areindividual keys, and K123, K456, K739 areauxiliary keys known only by
usersthatarein the subtreesootedat thesekeys. If userU4 leavesthe group,thekeys K456 and K- will
needto be changed.Assumethesekeys arereplacedwith keys K-, and K}, respectiely. To distribute
thesenew keys efficiently to all remainingusersthekey sener canencryptK._q with K93, K)55 andKrgg
separatelyencryptK).; with K5 and K separatelyandthenmulticasttheses encryptedkeys to thegroup.
Eachusercanextractthekeys it needdndependently

In this papeywe discusgshe WKA-BKR approacHor reliabledistribution of keysin the contet of the
LKH approach.Otherapproachesor scalablerekeying suchasone-way functiontrees[1] andELK [14]
alsoinvolve the useof a hierarchicakey treein which keys at higherlevels of thetreeareneededy more
memberghankeys at lower levels. As such,we believe thatthe basicideasbehindour approacharealso
applicablefor groupkey managemergystemsasedn one-vay functiontrees.



K1-9(DEK)

(D\\\\\\\

SN -
A DL LI

Ul U2 U3 U4 us U6 u7 us U9

Figurel: An examplelogical key tree.

2.1.1 Periodic Batch Rekeying

Periodicbatchedgroup rekeying hasbeenshawvn [2, 16, 11, 24] to reduceboth the processingand com-
municationoverheadat thekey sener, andto improve the scalabilityandperformancef key management
protocolsbasedn logical key trees.By processingeveralmembershighangesn abatch,periodicrekey-
ing reduceghe numberof grouprekey eventsin agivenperiodof time atthe expenseof increasinghejoin
andleave lateng, i.e.,thetime thatelapsedeforeanev memberoinsthegroupor acurrentmembeleaves
thegroup.

Further the numberof encryptedkeys thatneedto be multicastto the groupunderbatchrekeying can
be much smallerthanthe numberof encryptedkeys thatwould be generatedf eachmembershighange
wereto be processedhdividually. Thisis becausavhenseveralleaf nodes(correspondingo userkeys)in
a keytreeare changedthereis typically someoverlapin the pathsfrom the leaf nodesto theroot key. For
agrouprekey event,the numberof encryptedckeys thatwill needto be multicastto the groupdependsipon
boththe numberof memberjoins andleavesthatneedto be processedndthelocationof the departedand
newly joined members.If the departedmembersare clusterediogetheras shavn in Figure 2 the number
of changedkeys is minimized, whereasthe worst casescenariooccurswhen the departedmembersare
evenly distributed amongthe leaf nodesof the key tree. In [24], Yanget al have analyzedthe bandwidth
requirementsor batchrekeying underworst-caseandaveragecasescenarios

2.2 Rekey Transport Protocols

As discussedn theintroduction,grouprekeying involvestwo operations- key encodingandkey distribu-
tion. Thekey encodingphaseof grouprekeying involvesexecutingthebatched_KH algorithmto generate
asetof encryptedkeys thathave to be transmittedo the memberof the group. The key distribution phase
is concernedvith packingtheseencryptedkeys into pacletsanddelivering the pacletsto the membersof
thegroupin ascalablereliable,andtimely manner

Thereliablegrouprekey transportproblemhassomecharacteristicshat differentiateit from the con-
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Figure2: The Best-casescenariofor Group Rekeying for a Logical Key Treewith degree4, Group Size
= 1024,Numberof Leaves= 64. Note thatthe new u-nodesare underlinedandthe updatedk-nodesare
denotedby blackcircles.

ventionalreliable multicastproblem. First, as pointedout in the introduction, thereis a soft real-time
requiremenfor key delivery. To addresghis issue,i.e. to reducethe lateng of key delivery, grouprekey
transportprotocolscan make useof proactive redundang For example,the protocol proposedby Yang
et al [24] usesproactve FEC in which parity paclets aretransmittedalongwith payloadpacletsin each
FECblock. Secondtherekey payloadhasa spasenespropertyi.e., while the pacletscontainingthe nen
keys aremulticastto the entiregroup,eachrecever only needshe subsef pacletsthat containthe keys
of interestto it. Thus,if areceverinitiated, i.e., NACK-based protocolis usedfor reliable multicast,a
recever needonly provide negative feedbaclkfor pacletsthatcontainkeys of interestto it.
We now briefly describewo protocolsthathave previously beenproposedor reliablerekey transport.

2.2.1 Multi-Send Protocol

Underthis protocol,key updatepacletsaremulticastto the groupin severalroundsuntil all recevershave
obtainedtheir keys. In thefirst roundof the multicast,eachkey updatepaclet is replicateda fixed number
of timesto increasedhe probability of its delivery to eachmembeiin thefirst round. Receversrespondwith
NACKs only if they detectthey are missinga paclet containingkeys of interestto them. In subsequent
rounds,correspondingo retransmissionsf pacletsin responsdo NACKs accumulatedn the previous
round,replicationis not used.We notethatthe useof multi-sendprotocolsfor reliablerekey transporthas
beendiscussedn the IETF Multicast Securityforum[6] .

2.2.2 Proactive FEC-basedRekey Transport

In this approachthe key transportpayloadis divided into several FEC blocks. A fixed numberof parity
paclets (basedon the proactvity factor p) aretransmittedalongwith key updatepaclets for eachblock.
Figure3 belon describeshe basicoperationof this protocol.



Protocolfor key sewver:

1. Divideoriginal pacletsinto blocksof i paclets.

2. Generate[(p — 1)k] parity paclets for each|| Protocolfor a user:
block .
Repeauntil success

3. For eachblock i, multicastk original paclets 1. Scanpacletsreceiedfrom key sener.
and[(p — 1)k] parity paclets
2. If the specificpacletsneededpr atleastk

4. Foreachround pacletsin therequiredparity blocksarere-
ceived, then successglsecomputea, the
(@) CoI_Iectamaq:[z'] asthe largestnumberof numberof parity paclets neededfor re-
parity pacletsneededor block covery. Senda to the key sener usinga
(b) Generatevmax[i] new parity packetsfor NACK.
eachblock

(c) Multicasttheseparity pacletsto all users

Figure 3: The basicprotocolsusedby the key sener and group membersin proactve FEC-basedkey
delivery protocol.

2.2.3 Other RelatedWork

Reliable Group KeyTransport: Otherthanthework of Yangetal [24, 25] therehave beenveryfew studies
thathave examinedthe performancef reliablekey delivery protocolsfor scalablemulticastgrouprekeying.
An interestingapproachthat hasbeenproposedoy somestudies[7, 19] is to sendthe key updatesn the
samestreamasdatapaclets. Themainadwantageof this approachs thatkey updatesaresynchronizedvith
the encrypteddata,anda separatgrotocolis not neededor reliablekey delivery. However, this approach
is only feasiblefor single-sourcapplicationsn which the datasourceandthe key sener arecolocated.

The ELK protocol[14] usesa similar ideato increasethe reliability of key delivery. In ELK, group
membergeceve key updatesiia messagesiulticastby thekey sener. In addition,“hints” thatenablegroup
memberdo recover lost key updatesareembeddedn datapaclets. UnderELK, thesehints correspondo
“maximum impact keys”, i.e., keys at the higherlevels of the logical key hierarchy a large fraction of
the recevers canrecover from lost key updatesusing this mechanism. We note, however, that the hint
mechanisms not applicablein a multi-senderernvironment,wherethe key sener is separatérom the data
sources.Secondjn orderto useELK'’s hint techniquejt is alsonecessaryo useELK'’s key construction
technique.Iln otherwords,ELK’s key constructiontechnique(andhenceits security)andhint mechanism
aretightly coupled.In contrastthe protocolsevaluatedin this paperdo notimposeary restrictionson the
key sizeor thekey encodingalgorithm.

Analysis of Reliable Multicast Protocols: Severalpaperd18, 9, 10] have presentednalyticalmodelsfor
evaluatingthe throughputandbandwidthoverheadof reliable multicastprotocols.Our bandwidthanalysis
in Section4 usesmary of thetechniquedirst presentedh thesestudies.

3 The WKA-BKR KeyDelivery Protocol

In thissectionwefirst presentinovervien of ourapproachWethendiscussheWKA andBKR algorithms
with the helpof anexample.



3.1 Protocol Overview

Ourkey delivery protocolis basedn multicastandusesanapplication-leel receverinitiated,i.e., NACK-
basedapproach18] for reliability. The operationof the protocolcanbedividedinto two phases:

1. Thekey transmissiomphasean which pacletscontainingencryptedeys aregeneratedisingthe WKA
algorithmandmulticastto the group. This phaseancludesthefirst roundof the multicast.

2. Theretransmissiomphasen which the key sener generatesiev pacletsusingbatchedkey retrans-
missionin responsdo NACKs receved from usersand multicaststhemto the group. This phase
continueauntil all groupmembershave receved their keys. Note thattheremay be multiple rounds
of multicastin this phase.

Like othergrouprekey transportprotocols,our protocolexploits the sparsenesgropertyof the rekey
payload. Thus,in eachmulticastround, a recever sendsa NACK to the key manageronly if it hasnot
receved the specificpaclets containingthe keys it needs.We notethata recever will detectthe factthat
it is missingkey updatepacletsif it recevesdataor key pacletsthatit cannotdecrypt. If a periodicbatch
re-keying policy [24, 16] is in usethenreceverscanalsodetectiost key pacletsif thetime thathaselapsed
sincethereceiptof akey updatepacletis greaterthantherekey period.

3.2 WeightedKey Assignment

To understandhe motivation behindweightedkey assignmentwe needto considerthe propertiesof a
logical key tree.Considera groupwith N = 1024members Assumethatthelogical key treefor this group
is balancecandhasdegree4. As shawn in Figure 2, thereare 1024 u-nodesn the keytree corresponding
to the individual keys of the membersof the groupand 341 k-nodescorrespondingo the groupkey and
auxiliary keys.

Assumethatthe groupis rekeyed periodically andthatin the last period,therewere 64 leavesand 64
joinsthathave to beprocessedsabatch.In this scenariothe 64 departednemberwill bereplacedy the
64 new membersn the key tree. All the keys correspondingo k-nodeson the pathfrom a changedu-node
to theroot of treehave to be changediuringthe rekey operation.During the encodingphaseof the group
rekeying, the keys in the logical key treethat needto be changedareidentified andupdatedandthe key
sener encryptsthesekeys usingLKH. Theseencryptedkeys thenhave to be deliveredto the membersof
thegroupusingakey delivery protocol.

Considerthe logical key treein Figure2. We obsenre thatthe highera key in the key tree,the more
the membersvho needthekey. K| (the groupkey) is neededby all 1024members K, is neededby the
256 membersvho areits descendantm the key tree, K5 is neededoy 64 membersandsoon. Notethat
anupdatedckey hasto be encryptedusingeachof the keys correspondingo its child nodesin the key tree.
Thus,to bemoreaccurategachencryptionof therootkey usingoneof its children,e.g.,{ Ky } , , is needed
by 256 memberseachencryptionof K1, e.g.,{ K1 } k., is neededy 64 membersandsoon. Notethatall
thekeysin the subtreewith K5 asits root areneedednly by the 64 membersorrespondingo u-nodesn
thatsubtree.

Fromtheseobsenrations,it follows thatthe level at which a key residesn thekey treeis anindication
of its importancefrom the viewpoint of reliabledelivery (Perriget al [14] have previously madethe same
obsenration while motivating the designof ELK, their multicastkey distribution protocol.) The basicidea
behindWeightedKey Assignmen{WKA) is thatkeysthatareneededy alarge numberof groupmembers
areproactiely replicatedn multiple pacletsduringthekey transmissiorphaseof the protocol. Thedegree
of replicationof akey is selectechasedon the level at whichit residesin the key tree;thuskeys at higher



levelsof thekey treetendto have alargerdegreeof replicationwhereakeys at thelower levelsmaynotbe
replicatecat all.

The key transmissiorphaseinvolves threesteps. In the first step, for eachlevel in the keytree, we
computethe weightthat determinesow oftenthe changedkeys at thatlevel will bereplicatedduringthe
multicast;the algorithmusedfor thisis describedn Section3.2.1. In the secondstep,keys areassignedo
pacletsbasedntheweightscomputedn the previousstep. Thusakey with aweightw will bepacledinto
w differentpaclets. Thealgorithmusedfor packinga setof keys into pacletscanhave a significantimpact
on the performancef the protocol[24]. For example,if the keys areassignedo pacletsin a breadthfirst
fashion the keys neededy a specificrecever may be distributedamongseveral paclets,implying thatthe
recever will needto receve all thosepacletsin orderto obtainits keys. Our key assignmenalgorithmis
discussedh Section3.2.2.1n thethird step,the pacletsaremulticastto the group.

3.2.1 Weight Assignment

Proactvely replicatinga key severaltimesin the first roundof the protocolhasthe following effects:(i) it
increaseghe bandwidthconsumedn the first roundof the protocol, (i) it increaseghe probability thata
membemwill receve thekeys it needsn thefirst roundof the protocol,andthereforedeceaseghelateny
of key delivery (iii) it deceaseshenumberof NACKsrecevedby thekey senerfrom membersn thefirst
round,andthusreduceghe possibility of NACK implosion. For eachkey, thereexists an optimal degree
of replicationsuchthat using a larger degree of replicationconsumegreaterbandwidthwhile having a
negligible impactin termsof reducedkey delivery lateng or reductionin the numberof NACKs.

We now sketchour approachfor selectingan appropriatedegreeof replicationfor eachkey. Consider
a receverinitiated reliable multicastprotocolbasedon ARQ (automaticrepeatrequest)n which a key is
multicastto a groupin severalroundsuntil all the receverswho areinterestedn thatkey have recevedit.
Let M bethenumberof timesakey needgo betransmittedoy the key sener beforeall the membersvho
areinterestedn thatkey have recevedit.

Using proactve replicationin the first round of the protocolwill reducethe expectednumberof mul-
ticast roundsof transmissiomeededor delivering the key to all membershowever, if paclet lossesare
independentit doesnot reducethe expectednumberof timesa key is transmitted(including replications)
beforeall interestedecevershave recevedit. If akey is replicatedR timesin thefirst roundof multicast,
the multicastbandwidthoverhead F[O], for deliveringthatkey is givenby

E[O] = max(R, E[M]),whereE[M] is theexpectedvalueof M
andthe expectedhumberof multicastroundsF|[T'] for deliveringthatkey is

B 1, if R> E[M]

EfT) = { E[M]—R+1, if E[M]> R

Fromthe equationsabove it is clearthatselectingRk = |(£[M]] will resultin alow key delivery lateny
while ensuringthat the bandwidthoverheaddoesnot exceed F[M]. We usethis approachin our weight
assignmenalgorithmfor eachkey.

In Section4.3,we shaw that £[M | dependsipontwo factors:(i) thenumberof membersvho needthe
key, and(ii) the pacletlosspropertiesof thenetwork. For ary givenkey, thenumberof membersvho need
it is afunctionof thelevel at which it residesn thelogical key tree. In Section3.4, we outline a heuristic
procedurghatcanbeusedfor estimatinghe pacletlosspropertief thenetwork. Thus,givenapacletioss
model,we cancomputeFE[M | for eachlevel of the key tree,anduseit to decidethe appropriatgroactve
replicationfactorfor keys atthatlevel of thekey tree.



3.2.2 KeyAssignmentAlgorithm

The next stepin our protocolis to packthe changedkeys into pacletsthatarethenmulticastto the group.
Previously, Yanget al [24] have examinedthe differencebetweendifferentalgorithmsfor assigningkeys
to paclets, e.g., breadthfirst assignmentdepthfirst assignmentetc. They shav thatthe key assignment
algorithmhasa significantimpacton the numberof different paclets eachrecever needsto obtainall its
keys duringtherekey operation.

Underour protocol,we cannotdirectly usebreadthfirst assignmenbr depthfirst assignmenthecause
keys atdifferentlevelswill potentiallyhave adifferentdegreeof replicationbasedn ourweightassignment
algorithm. We investigatetwo differentkey assignmenalgorithms- WeightedBreadth-FirstAssignment
(WBFA) andWeightedDepthFirst Assignmeni{WDFA) for our protocol.

Weighted BFA  Underthis algorithm, we divide the keys that needto be transmittedinto differentsets
on the basisof the level at which they residein the key tree. Next we simply packthe keys in eachset
into paclets using breadth-firstassignment.Sinceall the keys at the samelevel have the samedegreeof
replication,eachpaclet containingkeys from a particularsetis replicatedthe samenumberof timesduring
themulticast.

Anothervariantof this algorithmis onein which all the keys thatneedto betransmittedaredividedinto
setshasedon their degreeof replication,i.e. all keys that have the samedegreeof replicationare placed
in the sameset. Underthis algorithm,eachsetcancontainkeys residingat differentlevels of the keytree.
However, sinceour weightassignmenalgorithmwill typically assignsimilar weightsto adjacentevelsin
thekey tree,eachsetwill typically containkeys at eithera singlelevel or multiple adjacentevels. Oncethe
keys aredividedinto sets,the keys in eachsetcansimply be pacled into pacletsusingDFA or BFA. We
notethatthis algorithmis a moregeneralversionof a key assignmenalgorithmthatwe first presentedn

[17].

Weighted DFA  Underthis algorithm, a counteris associatedvith eachchangedkey in the logical key
tree that hasto be transmittedto the group during a rekey. This counteris initialized to the replication
weightassociatedvith thatkey by the weightassignmenalgorithm. The keytreeis thentraversedin depth
first order If akey's counteris greaterthanzero, it is copiedinto a paclet andthe associateadounteris
decremented.This depthfirst traversalprocedures repeateduntil the counterassociatedvith every key
becomegero. A new pacletis startedif thereis no spaceremainingin the currentpaclet, andalsoat the
endof every depthfirst traversal.

Thepacletsproducedy this algorithmwill satisfythe proactie replicationcriterionfor eachkey. This
algorithmis potentiallysuperiorto the WBFA algorithmsincemultiple keys neededy a membemwill tend
to be assignedo the samepaclet, thusreducingthe total numberof pacletsa specificrecever will needto
obtainall its keys. We examinethe performancalifferencesetweenVDFA andWBFA in Section5.

3.3 BatchedKeyRetransmission

The ideaof batchedkey retransmissions importantfor reducingthe bandwidthconsumptionduring the
retransmissiomphasesf our protocol. BKR is basedon the obseration that eachpaclet containsseveral
keys, mostof which arenot neededuy a specificrecever. For example,usingthe WBFA key assignment
algorithmdiscussedn Section 3.2.2,a paclet containsseveral keys at the samelevel of the keytree. How-
ever, aspecificreceveris interestedn atmostoneof thekeysin thepaclet sinceit only needonekey from
eachlevel of thekey tree.

In acorventionalreceverinitiatedreliablemulticastprotocol,asenderetransmit@ pacletto thegroup
if it recevesa NACK from ary recever for theinitial transmissionUnderBKR, however, on receving a
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NACK from arecever, it is notnecessaryo retransmithecorrespondingadet to therecever; insteadwe
only needto re-sendhekeysthatthatparticularrecever needs Further in orderto minimizethebandwidth
usedthekeys neededy all thereceverswho have missedapacletin thefirst roundcanbepacledtogether
and multicastto them. Note that therewill typically be someoverlap betweenthe setsof keys needed
by differentrecevers; thus processinghe NACKSs sentby the recevers asa batchis more efficient than
processinghemoneby one. Finally, we notethatthe WKA algorithmis alsoappliedto theretransmission
paclets. However, proactve replicationis typically not necessargtthis stagesincethe numberof members
who arewaiting for keys at this stageis usuallya smallfractionof thegroupsize.

3.4 Implementation Issues

Figure4 summarizeshe basicprotocolsusedby the key sener andgroupmembersn our approach.For
additionaldetailsof our protocolincludingthe formatof the variouspacletsused pleaseseeAppendixA.
Notethatwhile multicastingthe pacletsin thefirst roundof the protocol,replicatedpacletsfrom different
setscreatedby the key assignmenalgorithm (e.g. underWBFA, paclets containingkeys from different
levels of the keytree) canbe transmittedin aninterleaved mannerin orderto increasethe probability that
they will berecevedevenif thenetwork is experiencingcorrelatedoaclet losses.

Protocolfor key server:

1. Computethe proactve replication factor for
eachlevel of thekeytreeasdiscussedn Section
3.2.1.

2. Packkeysinto pacletsusingthekey assignment| pyotocolfor a user:
algorithmdiscussedn Section3.2.2

Repeauntil all desiredpacletsarereceied:
3. Multicast pacletswhile interlearing replicated

paclets from different setscreatedby the key 1. Scanpacletsrecevedfrom key sener.

assignmenélgorithm 2. If timeoutor if the desiredpaclets containing
keys of interestto theuserarenotreceivedthen
senda NACK to the sener indicating which
keys aremissing

4. Repeatuntil all membershave receved their
paclets

(a) CollectNACKsfrom recevers

(b) Generateretransmissionpaclets using
BKR (Section3.3)

(c) Multicastpaclets

Figure4: Thebasicprotocolsusedby thekey senerandgroupmembersn the WKA-BKR approach.

As discussedh Section3.2.1,theinput parameterfor theanalyticalmodelusedfor determininghede-
greeof replicationfor anencryptedkey includeanestimateof the network paclet lossratefor themembers
of the group. Clearly obtainingan estimateof the paclet lossratefor eachmemberof the groupposesa
scalabilityproblemfor thekey sener, andary estimateof the network paclet lossratewill probablynotbe
very accurategiventhe dynamicandfluctuatingnatureof network traffic conditions.We proposea simple
heuristictechniquewherebyeachmembercanindependentlestimatéts rekey paclet lossrateby keeping
track of how mary rekey pacletsit recevedin a multicastroundout of the total numberof rekey paclets
multicastby the key sener. Eachmembercan periodicallyreportits network paclet lossrateto the key
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sener, piggybackinghis informationona NACK. Thekey sener canusethis feedbacko estimatehenet-
work lossrateanddivide thereceversinto highlossandlow losscateyories. Theanalyticalmodeldescribed
in 4 couldbethenbeusedfor obtainingareasonabl@itial setof parameterfor the WKA algorithm.These
proactie replicationfactorscanthenbe dynamicallyadjustedn eachroundbasednthenumberof NACKs
receved usingadditive-increase-multic ative-decrea® or stochasticontroltechniques.

4 Bandwidth Analysis

In this sectionwe presentanalyticalmodelsfor the bandwidthoverheadf the WKA-BKR, proactve FEC-
based,and multi-sendkey delivery protocols. In the caseof proactve FEC basedreliable key transport,
we shawv thatthe analyticalmodelpresentedby Yangetal in [24] doesnhot completelytake the sparseness
propertyof therekey transportpayloadinto accountandthattheir bandwidthoverheadanalysisgivesusan
upperboundon the bandwidthof their protocol. In Section4.4, we presentan extensionto their analysis
thatgivesusmoreaccurateesults.

4.1 SystemModel

Our modelis similar to the one usedin previous analysef reliable multicastprotocols[18, 9, 10] and
Yangs analysig24] of reliablerekey transport.We assumehatall paclet losseventsfor all transmissions
are mutually independent. For easeof exposition, in this section,we assumea homogeneousietwork
scenariowherethe paclet loss probability p is independentf recever. However, it is straightforvard to
extendthis analysisto a heterogeneousetwork scenariavhereafraction« of the N receversin thegroup
have a high paclet lossrate, p;,, whereaghe remainingfraction of recevershave a low paclet lossrate,
p;. All ourresultsin Section5 assumea heterogeneousetwork lossscenariowhich hasbeenshavn to be
morerealistic[4, 23]

4.2 Metric

The goal of our analysisfor eachprotocolis to computethe bandwidthoverheadfor delivering the group
rekey payloadto all the membersof the group. This metric is definedslightly differently for the three
protocols. Let the total numberof pacletsin the rekey payloadbe equalto P andlet the total number
of encryptedkeys be U (assumingno keys are replicatedin the payload). Note that for a rekey event
U and P will dependuponthe groupsize N andthe numberof membershipchangegjoins and leaves)
beingprocessed.n the caseof the FEC-basedind multi-sendprotocols,let the total numberof paclets
multicastduringtherekey be Q. For multi-send the Q pacletsincludeall thereplicatedpacletsaswell as
retransmittegpaclets, whereador proactve FEC,the @ pacletsincludeall the parity pacletstransmitted
proactvely or in response¢o NACKs. The bandwidthoverheadfor theseprotocolsis equalto @/ P. For
WKA-BKR, let V' bethetotal numberof keys thataretransmittecby the key sener duringtherekey event
including proactiely replicatedkeys andretransmittekeys. Thenthe bandwidthoverheador WKA-BKR

is definedasV/U.

4.3 WKA-BKR

Our bandwidthanalysisfor WKA-BKR is basedon the obserationthatthe unit of replicationandretrans-
missionunderthis protocolis akey andnotapadet Thus,wefocusonthenumberof timesa particularkey
will needto betransmittedn orderfor it to besuccessfullydeliveredto all thereceverswhoare“interested”
in it.
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Considera balancedogical key treewith degreed andheighth. Thekey treehasN = d" leaf nodes
correspondingo memberof thegroup.Consideranupdatedkey, K, atlevel [ of thelogicalkey tree,where
0 <1 < h—1. Therewill bed encryptionf K in therekey payload,eachof which needgo betransmitted
to d"~'~1 members.Thus,from the viewpoint of reliablekey delivery, anencryptedkey correspondingo
akey atlevel [ of the keytreehasto be deliveredto R(I) = d"~'~! recevers. Let M(I) bethe numberof
timesakey K atlevel [ will needto betransmittedn orderto besuccessfullydeliveredto all R(l) recevers.

The probability that one of theseR(l) recevers (sayr) will notreceve K if it is transmittedonceis
equalto the probability of paclet loss,p, for thatrecever. Let M,. bethethe numberof key transmissions
necessaryor recever r to successfullyeceve thekey, K. Sinceall the paclet losseventsfor recever r,
includingreplicatedpaclet andretransmissiongremutuallyindependent)/,. is geometricallydistributed.
Thus,P[M, <m|=1-p™ m > 1landE[M,] = 1/(1—p). Sincelostpacleteventsatdifferentrecevers
areindependentior key K, we have

R(1)
PM(l) <m] =[] PIM, <m] = (1 - p™)F0 (1)
r=1
Thus,
EM@D)] =" PIM(1)>m] =Y (1—(1—pm D) )
m=1 m=1

We cancomputeM (1) numericallyusingthe equationabove by truncatingthe summationwhenthe mth
valuefalls below athreshold.

UnderWKA-BKR, letthekey K beproactvely replicatedi’” timesin thefirst roundof thetransmission.
Thus,theexpectedbandwidthusedfor key K is givenby max(W, E[M (1)]. If asdiscussedh Section3.2.1,
W = | E[M(1)]], thenthe expectedbandwidthusedfor akey atlevel [ is equalto E[M (1)].

To computethe total bandwidthusedfor a rekey event, we needto derive the expectednumberof
encryptedkeys that are part of the rekey payload. The numberof keys in the logical key tree that are
changediependsiponthe numberof membershighange®eingprocesseth therekey event. Assumethat
thenumberof joinsandleavesbeingprocesseds equalto J and L respectiely, thatJ = L (for simplicity),
andthatthe L leave request@areuniformly distributedover the leaf nodesof the key tree. Previously, Yang
etal [24] have shavn thatunderLKH, theaveragenumberof keys atlevel I (denotedby U (1)) of thekeytree
thatarechangedvhenJjoins andL leavesareprocesse@sabatchandJ = L is equalto

("3™)

N
(7)
Sinceeachof thesekeys will be encryptedd timesandthe bandwidthusedfor eachof theseencrypted

keysis givenby E[M (1)], the expectedotal bandwidthusedin arekey event(denotedoy E[V]) is givenby

U(l) =d (1 — ) ,whereN; = N/d' (3)

h—1
E[V]=) d-U(l)- E[M(1)] (4)
1=0

The expectednumberof encryptedkeys thatarein therekey payloadis givenby

E[U]=Y d-U() (5)
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andthe expectedbandwidthoverheadcanbe approximatedy E[V]/E[U]. In Section5, we shav thatour
approximateanalyticalmodelgivesusaccurataesults.

4.4 Proactive FEC basedrekey transport

The main differencebetweenYanget al’'s key delivery protocolanda conventionalproactve FEC-based
reliablemulticastprotocolis thata paclet hasto be successfullydeliveredonly to thosereceverswho need
oneor moreof thekeysit contains.Considera FECblock of sizek paclets,andassumehatkeysarecever
r needsareassignedo z, pacletsin thatblock. Oncetherecever r hasrecevedthe z, pacletsof interest
toit, it will notneedto participatein subsequeroundsof the FEC protocol.

Basednthisobseration, Yangetal [24] presente@nanalysidor thebandwidthoverheador proactve
FEC-basedekey transport.They shav thatthe bandwidthoverheador this protocolassumingV recevers
canbederived by computingthe bandwidthoverheadbf a conventionalproactve FEC basedeliablemulti-
castfor smallernumberof recevers, M, whereN — M is thenumberof receverswho satisfythe condition
thatthey have receied their specific z, paclets despitehaving receved fewer thank pacletsin the first
roundof the protocol. We referthe readerto [24] for the completedetailsof the analysis.We notethatac-
cordingto this analysis the bandwidthoverheador FEC basedekey transports afunction of the number
of recevers,i.e. thegroupsize(V), theFECblocksize(k), the proactvity factor(p), themaximumnumber
of pacletsneededy a memberfrom a FEC block, i.e., the maximumvalueof z,, andthe network paclet
lossrate.

While this analysiscaptureshe impactof the sparsenespropertyof the rekey payloadwithin a FEC
blod, it doesnot take into accountthe impactof the sparsenespropertyacrossthe different FEC blodks
in the rekey payload. As a specificexample,considerthe situationwherethe numberof membersn the
group,N = 65536andthe numberof memberjoins andlearesbeingprocessedh therekey, J = L = 512.
In this case the expectednumberof encryptedckeys in the rekey payloadis large enoughthat 170 paclets
are neededassuminghat 40 keys canfit in a single paclet. Assuminga FEC block size of 10 paclets,
this meansthatthereare 17 FEC blocksin the payload. Now considerthe situationwherea recever r is
interestedn exactly onekey andthis key is assignedo a paclet in the first FEC block. Oncerecever r
hasrecevedthis paclet, it will nolongerneedto participatein the FEC protocolfor theremainingl6 FEC
blocks of the payload. Further basedon the protocolsdescribedn [24, 25] a recever can computethe
FECDblockits keys will beassignedo andneedonly participatein the FEC protocolsfor the blockswhich
containsits keys. Thus,the bandwidthoverheador a specificFEC block will dependuponthe numberof
receverswho areinterestedn the pacletsin thatblock, which in turn dependsiponthe keys assignedo
thatblock. The overall bandwidthoverheador Yangetal's protocolis the averageof the overheadgor the
differentFECblocksin therekey payload.We notethatthe bandwidthanalysisin [24] is appropriatevhen
the entire payloadfits in oneFEC block; if thereareseveral FEC blocks,thenthatanalysisunderestimates
theimpactof the sparsenesgsropertyandthusoverestimateshe bandwidthoverhead.

We now describean approachfor obtainingan estimateof the bandwidthoverheadfor Yanget al's
protocol assumingthat keys are assignedo paclets using BFA. To computethis overhead,we needto
estimatefor eachFEC block the numberof recevers who are interestedn the keys in that block. This
requiresa knowledgeof the keys in the block. For a particularsetof encrypteckeys, it is straightforvard
to estimatethe numberof interestedecevers sincethesereceverswill correspondo leaf nodesthat are
descendantef the keys in the logical key hierarchy For our bandwidthanalysis,we needto estimatethe
numberof receversinterestedn a specificFEC block in the averagecase. Assumingthat BreadthFirst
Assignmentis usedto assignkeys to paclets, Figure5, describeghe procedureve usedto estimatethis
overhead.
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Inputs: Groupsize(N), Numberof leaves(L.), Numberof keys perpaclet, FECblock size,FEC proactvity factor,
Pacletlossrate

Outputs: Bandwidthoverheador eachFECblock, Overall averagebandwidthoverhead

Procedure:

6.

1. Useequation3 to computeaveragenumberof changedkeys ateachlevel i, 0 <i < h — 1, where
N = d".
Let X bethenumberof FECblocksneededor packingtheencryptedkeys giventhe numberof keys per
pacletandthe FECblock size.Usingthe BFA key assignmenélgorithm,estimatethe numberof keys at
leveli, 0 < i < h — 1in eachFECblock.

. Underthe BFA algorithm, the first FEC block will containall the encryptedkeys correspondingdo the

root key. Hence,the numberof interestedreceversis equalto N. For the remainingFEC blocks, if a
block only containskeys from onelevel [, the numberof interestedreceversis easyto compute. Let
Y; bethe expectednumberof encryptedkeys containedin a FEC block correspondindo key nodesat
level I of the keytree. Thenthe numberof interestedeceversfor thatblock is givenby Y; - d" -1, If

a FEC block containskeys from multiple levels of the keytree, thenthe calculationis somevhat more
compl. Let! andl + 1 bethe highestlevels of the keys containedn the block. Let Y; andY;., be
the numberof encryptedkeys in the FEC block that resideat levels and! + 1 respectiely, and let
U, andU,; bethe expectednumberof changedkeys at level [ andl + 1 of the keytree (seeequation
3). To estimate,Z;. 1, the numberof keys at level [ + 1 that are not descendantsf the Y; keys at
level I, we assumehat the changedkeys at level [ 4+ 1 areuniformly distributedunderthoseat level [.

This givesus Z; ;1 = min (Y41, d'U;lJ:Yl - Ui4+1). Then,the numberof interestedeceversis given by
Y- dhflfl + Zl+1 i dh7172.

For eachFEC block, the maximumvalueof z,. is equalto the numberof differentlevelsin the keytree
from which keys areassignedo thatblock. Thisis because particularrecever will needto receve at
mostonekey from eachlevel.

Giventhe numberof receversinterestedn a FECblock from step4 andz, from step5, useYangetal's
model[24] to computethe bandwidthoverheador thatblock.

Computethe averageoverheador the entirepayloadby averagingthe overhead®f eachblock.

Figure5: The algorithmfor computingthe bandwidthoverheadfor the proactve FEC basedreliable key
delivery protocolassuminghatBFA is usedto assigrkeysto paclets.

4.5 Multi-send Key Delivery Protocols

The multi-sendkey delivery protocolsare similar to corventionalrecever initiated reliable multicastpro-
tocols, exceptthatin the first round of the protocol eachpaclet is multicastmultiple times. Let Multi( x)
denotethe protocolin which eachpacletis replicatedr timesin thefirst roundof the protocol. Note that
Multi(1) representshe corventionalNACK-basedeliablemulticastprotocol. From previous analysig[18]
of bandwidthoverheadof theseprotocols,we know thatgiven our systemmodel,the expectedoandwidth
overheacbf the protocolfor successfullydeliveringapacletto R receversis givenby

EM]=) (1-(1-p"HF (6)

m=1

For the Multi( ) protocol,the bandwidthoverheadwill be equalto

E[O] = max(z, E[M]) )
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Thecompleity in theanalysisof thebandwidthoverheadf the Multi-sendprotocolsarisesrom thesparse-
nesgpropertyof therekey payload.Becausef thissparsenegzroperty thenumberof recevers R interested
in apacletdependsiponthekeys assignedo thatpaclet. To computethe bandwidthoverheador therekey
payload we have to find thenumberof receversinterestedn eachpaclet of the payloadin theaveragecase
giventhesizeof thelogical key tree, N andthe numberof membereaves, L, beingprocessed.

This problemalso arosein analysisof the proactive FEC protocol. Recallthat in the analysisof the
FECprotocol,we neededo estimatehe numberof receversinterestedn the pacletsof eachFECblockin
therekey payload.By settingthe FEC block sizeto 1 paclet, thetechniquedescribedn step3 of Figure5
will give usanestimateof the numberof receversinterestedn eachindividual pacletin therekey payload.
Giventhis information,we cancomputethe averagebandwidthoverheador eachpaclet usingequation?,
andthencomputethe averageoverheador all the pacletsin the payload.

5 PerformanceEvaluation

In this sectionwe comparehe performancef the Multi-send, WKA-BKR, andproactve FEC-basedekey
transportprotocols. We usetwo metricsto evaluatethe performanceof theseprotocols:the averageband-
width overhead(asdefinedin Section4) andthe latengy of rekeying, which asdefinedasthe numberof
multicastroundstaken by a protocolfor successfullydelivering the keys in the rekey payloadto all the
memberof thegroup.

The network topologywe employ in our simulationsis similar to thatusedin otherperformancestud-
ies[9, 24] wherethesener is connectedo a backbonghrougha sourcdink andall receversareconnected
to the backbonehroughindependentecever links. Measuremenstudies[23, 4] have shavn that paclet
lossesoccurmainly on sourceandrecever links; hencewe assumehatthe backbonas loss-free.

We evaluatethe performancef the protocolsfor severalnetwork pacletlossscenarios:

e Heterogeneousmdependentosson recever links. Herewe assumea fraction of the recevers (0%
< a < 100%) will experiencehigh loss (p,), while the restof the receverswill experiencelow
pacletloss(p;). Internetmeasuremergtudies4] have shavn thatheterogeneou®ssscenariosare
more realisticthan homogeneouscenariosvhereall recevers experiencethe samelevel of paclet
loss.

e Sharedsourcelink loss. This scenariomodelspaclet lossescloseto the sourcein the multicast
delivery treeresultingin correlatedossesat multiple recevers.

e Temporallycorrelatedpaclet loss. This scenariomodelsbursty link losses.We modelbursty losses
in our simulationsusinga discreteMarkov chain{ X, } with a countablestatespace/ andstationary

transitionsP, where{ X, } € I = {0,1} andP = [Poo pm} _ [
P10 P11 up 1—ug

if thelink is in state0 and forwardedif thelink is in statel. Givena link lossrate (p) andthe
averageburstlength(b), we cancomputethe statetransitionprobabilitiesug andwu, for the Markov
chain{ X, }. We notethatprevious studieq8] have usedthe sameapproactfor modelingtemporally
correlatedoaclet losses.

1-— .
4o U1 A pacletis lost

We usethetheanalyticalapproachdescribedn Sectiond to computethe averagebandwithoverheador
a protocolunderthe heterogeneousidependenpaclet lossscenario.The averagebandwidthoverheador
thecorrelatedpacletlossscenarioandthelateny resultsfor all scenariogreobtainedvia simulation.Our
simulationprogramswere written usingthe CSIM simulationlibrary. We usethe methodof independent
replicationsfor our simulationsandall our resultshave 95% confidencantervals thatarewithin 1% of the
reportedvalues.

15



Key Server Bandwidth Overhead

In our evaluation,we assumehat a paclet containsup to 40 keys and usea FEC block size of 10
for the proactve FEC-basedey delivery protocolbasedon the resultsreportedin [25]. We examinethe
performanceof key distribution protocolsfor batchedgrouprekeying operationdor differentgroupsizes
(V) and numberof leaves (L). For a fixed group size, the numberof keys that are updatedon a rekey
operationdependsiponthe numberof joins (J) andleaves(L) thatarebeingprocessedin additionto the
locationof the departingandjoining membersn the keytree). To simplify our simulationsandanalysiswe
assumehatthe numberof joins beingprocesseds equalto the numberof leaves,i.e., J = L. By varying
L, thenumberof leavesthatarebeingprocessedye canmodelawide rangeof groupdynamics.

Basedontheresultsreportedn [22], we usedalogical keytreewith degree4 in our analysisandsimula-
tions. Unlessotherwisestated the default parametesettingsfor our resultsareasfollows: Groupsize (V)
= 65536,Numberof membereaves(L) = 256, percentag®f receversexperiencinghigh loss(«) = 20%,
highrecever link pacletlossrate(p,) = 0.2,low receverlink pacletlossrate(p;) = 0.02.In ourdiscussion
below, we useMulti( x) to denotethe Multi-send() protocolandFEC(x) to denotethe proactive FEChased
key delivery protocolwith proactvity factorz.

5.1 PerformanceResults
5.1.1 Validation of Bandwidth OverheadAnalysis

Theanalysispresenin Section4 usesseveralapproximationsn deriing the expectedoandwidthoverhead
for a protocol. We validatedour bandwidthoverheadmodelsby comparingthe numericalresultsobtained
usingthe analyticalexpressionsn Section4 with resultsobtainedvia simulation.

In Figures6(a), (b), and(c), we plot the predictedbandwidthoverheadobtainedvia analysisandsim-
ulation asa function of o for WKA, FEC(1.2),andMulti(2) respectrely. We obsere that our analytical
modelsgive usvery accurateesults.In the caseof WKA, thelargestrelative erroris 3.4%whena = 0.5.
For theregion of greatesinterest,a < 0.3, themaximumerroris 1.1%. For FEC,our modelgivesusvery
accurateesults— the largestrelative erroris 1.2%for « = 0. NotethatFigure6 alsoplotsthe bandwidth
overheadpredictedusingthe modelin [24]. We canseethattheir analysisgivesus anoverestimatef the
bandwidthoverhead.Finally, for Multi-send(2),our modelis againvery accuratethe maximumrelative
erroris 1.2%for a = 0.01.

—7— FEC(Yang et al, Analytic) Multi(2,Analytic)

Multi(2,Simulation)

| | ~— FEC(Analytic)

imulation -
24f ! B 6" | -= FEC(Simulation) (Rho=1.2)

[ N
er Bandwidth Overhead

[

P L L L L L L L JI) I L L L L L L L P L L L L L L L
0 5 10 15 20 30 40 50 60 70 80 90 100 0 5 10 15 20 30 40 50 60 70 80 90 100 @ 5 10 15 20 30 40 50 60 70 80 90 100
Percentage of High Loss Receivers Percentage of High Loss Receivers Percentage of High Loss Receivers

(@) (b) (c)

Figure6: A comparisorof the expectedbandwidthoverheadobtainedvia analysisandsimulationfor the
(a) WKA-BKR, (b) FEC(1.2),and(c) Multi-send(2)protocols.Here N = 65536 and L. = 256.
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5.1.2 Comparisonof Protocols

In Figure7, we plot theexpectedbandwidthoverheadasafunctionof « for thethreeprotocolsin ourdefault
scenario,N = 64K, L = 256, p, = 0.2 andp; = 0.02. We canmale the following obserations. First,
for the multi-sendprotocols,thereis very little differencebetweenthe bandwidthoverheadsor Multi(1)
andMulti(2). Secondfor FEC,FEC(1.2)andFEC(1.6)have comparableverheadexceptfor o« = 0 where
FEC(1.2)haslower overhead. Third, we obsere that both FEC and WKA outperformMulti-send by a
wide magin, andthe performanceéenefitsof theseapproachesver Multi-sendincreaseasthe fraction of
high lossreceversincreasesFourth,we obsene thatWKA usedower bandwidththanFEC.For « > 1%,
the differencein bandwidthoverheadbetweerthetwo protocolsis around26%. Fifth, we obsere thatthe
FEC-basegrotocolsaremuchmoresensitve to heterogeneityn thereceverlossratethanWKA-BKR. For
a = 0, FEC(1.2)andWKA have approximatelythe samekey sener bandwidth. However, if the fraction
of high lossreceversincreaseso 1%, the bandwidthoverheadncreasedy 25% for FEC(1.2),whereast
only increasedy 2% for WKA. The explanationfor this behaior is thatin the FEC-basedgbrotocolfor key
delivery (seeFigure 3), the numberof parity pacletstransmittecby the key sener atthe endof eachround
is basedn themaximurmumberof parity pacletsrequiredby arecever. Thus,asmallnumberof highloss
receverscanhave a big impacton the bandwidthusedin the retransmissiomphaseof the protocol. In the
caseof WKA-BKR, hawever, thekey sener useshatchedkey retransmissiomo retransmithe keys needed
by therecevers— the numberof keys retransmittediependsiponthe numberof receverswho aremissing
paclets. An individual recever will requireat mostlog N keys, thusa small setof high lossreceverswill
have amuchsmallerimpactontheretransmissiomverheadhanin the caseof FEC.

Overall, Figure7 shavs thatWKA-BKR outperforms=EC-basegrotocolsfrom the viewpoint of key
sener bandwidth whichis typically the bottleneckresourceor grouprekeying [24, 14].

4

35 ¥ T @
//*’/7
-7 0~ Multi(1)

¥ e - Multi(2)

3F é/;:7’ —+ Multi(3)
- - FEC(1.2)

Loe —<— FEC(1.6)

- - WKA

Key Server Bandwidth Overhead
N
&

.
0 1 5 10 15 20
Percentage of High Loss Receivers

Figure7: Key sener bandwidthoverheadasa functionof « for aheterogeneousssscenaridor the Multi-
send FEC,andWKA-BKR protocols.Here N = 65536 andL = 256.

Next, we examinethe lateny of key delivery for the variousprotocols.Insteadof plotting the average
numberof roundstaken by the protocolsfor key delivery; it is moreilluminating to considertthedistribution
of the numberof memberswho have receved their keys after a certainnumberof rounds. Figure 8 (a)
shaws the fraction of groupmembersvho have notyetreceved all their keys at the beginning of a certain
round. We obsenre that FEC-basegbrotocolshave the lowestlatenyy amongthe protocols.However, with
the exceptionof Multi(1), in the caseof all the protocols,closeto 99% of the membergeceve their keys
by the endof the secondround(Notethatthe Y-axisis in log scale).We obsenre thatthe moreproactie a
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Figure 8. (a) Fractionof membersvho have not receved their keys at the beginning of a roundfor the
Multi-send, FEC,and WKA protocols. (b) Fractionof membersvho have not receved their keys at the
beginning of a round for the WKA-BKR protocol using WDFA and WBFA key assignmentlgorithms.
Here N = 65536 and L = 256 anda = 0.2.

protocol,the fewer roundsrequiredbeforeall membershave receved their keys. Fromthis figure onecan
concludethatattheendof two or threeroundsof multicast,it would be a goodstratgy to switchto unicast
delivery for theremainingmembers.

Figure8(b) examinesheimpactof the key assignmenélgorithmonthelateny of the WKA-BKR pro-
tocol. Notethatfor this protocolthe bandwidthoverheads independenof the packingscheme Figure8(b)
shavsthatthe WDFA algorithmresultsin slightly lower lateng for WKA. Thisresultis notunexpected as
discussedn Section3.2.2,thekeys thata specificrecever needsarelikely to be distributedamonga larger
numberof pacletsunderWBFA thanWDFA. Our resultsshav thatthe larger the numberof pacletsare-
ceiver needsthelargerthe expectechumberof roundsfor receving all thekeys. Thistrendis alsoobsered
for the FEC-basedrotocolsasdiscussedelon. Giventhe fact thatthe averagebandwidthoverheadfor
WKA-BKR is notaffectedby thekey assignmenalgorithm,from Figure8(b) we canconcludethatWDFA
shouldbe usedfor key assignmentor WKA-BKR.

5.1.3 CorrelatedLossScenarios

We now discusghe impactof sharedsourcdink lossandtemporallycorrelatedosson the performancef
FECandWKA.

Impact of Shared SourcelLink Loss:

Paclet losseson the sharedsourcelink will leadto correlatedpaclet lossesat the recevers. To in-
vestigatethe impactof sharedsourcelink loss,we variedthe sourcelink lossratein our simulationsand
examinedits impacton the key sener bandwidthoverheadfor the protocols. Note thatwe did not adjust
pp, andp; to ensurehatthe averagelossratesobsered by receversareeitherp;, or p;; insteadwe assume
eachrecever hasanindependentossrateof p;, or p; plusthelossratein the sourcelink.

In Figure9(a),we plot the key sener bandwidthasa functionof the sharedink pacletlossratefor our
default scenario. We obsere thatlosseson the sharedsourcelink resultin anincreasdn the bandwidth
overheadbf all the protocols.However, therelative performanceof thethreeprotocolsremainshe sameas
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in the heterogeneousdependenibssscenarioln generaljn our simulationswve foundthatalthoughlosses
on sharedinks have a greaterimpacton the key sener bandwidthfor WKA-BKR thanFEC, therelative

performancenf thetwo protocolsis unchangeaslong aspaclet lossesarenot dominatedoy losseson the

sharedsourcdink.

Impact of Temporally CorrelatedLoss:

We next considerthe impactof temporallycorrelated(i.e., bursty) paclet losseson the recever links.
Notethatburstylossesareconsideredo bethe Achilles’ Heelof protocolsthatutilize replicationor redun-
dang for reliability [14].

To increasehe probabilitythata paclet will be receved despitetime-correlatedossesa protocolthat
emplo/s redundang caninterleare the pacletscontainingredundaninformationwith otherpaclets. In the
caseof FEC-basedkey distribution protocols,pacletsfrom differentFEC blockscanbe interleared at the
time of transmissionln the caseof WKA-BKR (usingWDFA key assignment)paclets containingcopies
of the samekey areautomaticallyinterleared by the WDFA algorithm. This is becausgacletscontaining
copiesof the samekey are generatedluring different depth-firsttraversalsof the keytree by the WDFA
algorithm, reducingthe probability that a setof paclets transmittedconsecutiely containscopiesof the
samekey.

In Figure 9(b) we plot the averagebandwidthoverheadfor FEC(1.6)and WKA asa function of the
averagelength of burst losses. To examinethe effect of paclet interlearing on FEC, we simulatedtwo
versionsof the protocol— onewith paclet interleaving andonewithout interlearing. We obsere from this
figure thatincreasingthe burstinessof the paclet losseshasa negligible impacton the averagebandwith
overheabf WKA andFECwith pacletinterlearing. In contrastwhenpacletinterlearing is not usedwith
FEC, the bandwidthoverheadncreasesiramaticallyasthe burstlengthincreases.This resultshavs that
FEC-basedrotocolsare muchmore sensitve to temporallycorrelatedpaclet lossthan WKA-BKR, and
transmittingpacletsfrom differentblocksin aninterleaved fashionis necessaryor reducingthe key sener
bandwidthfor FEC-basedgbrotocols.

We note that resultsdiscussedbore have beenobtainedfor a scenarioin which the numberof key
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updatepacletsgeneratedn arekey operationis substantia(morethan100). For rekey eventsin whichthe
numberof pacletsgenerateds smaller the effect of correlatedossess likely to belarger.

5.1.4 Impact of Changingthe Group Size& Number of Leaves

To studythe impact of changingthe group size, we consideredhe performanceof the protocolsin our
default scenaridor a fixed numberof membereaves(L. = 256) anddifferentgroupsizes(N = 1K, 4K,
16K, 64K, 256K). We obsere from Figure 10(a) that the bandwidthfor all the protocolsincreaseswith
thegroupsize. WKA haslower bandwidthoverheadhanthe otherpolicieshut its overheadncreasesvith
groupsizeat alargerratethanFEC. The explanationfor this behaior is thatif the groupsizeis increased
theheightof thekeytreeincreasesKeys atthe upperlevelsof thekeytreehave largerreplicationfactorsand
bandwidthoverheadunderWKA. The proportionof keys from the upperlevels of the key treein therekey
payloadalsoincreasessthe heightof the keytreeincreasesThus,the bandwidthoverheador the protocol
is dominatedby the overheador deliveringthesekeys, leadingto a higheroverall bandwidthoverhead.In
Figure10(b), we plot the bandwidthoverheador the protocolsfor differentgroupsizesassuminghatthe
numberof leavesis a equalto fixed fraction of the groups membersspecificallyL. = N/4. We obsere
thatthe bandwidthoverheadof WKA is lower thanthatof the otherprotocols,andchangingthe groupsize
hasno noticeablempacton the bandwidthoverhead.This is becausdhe proportionof keys in the rekey
payloadfrom the upperandlower levels of the keytreedependsipontheratio of groupleavesto groupsize.
Increasingthe group sizewhile keepingthis ratio fixed asin Figure 10(b) doesnot changethe bandwidth
overheadf WKA-BKR.

Finally, Figure 10(c) examinesthe impactof changingthe numberof leaveswhile keepingthe group
sizeconstantWe obsere thatunderall the protocols the bandwidthoverheaddecreasesAs L is increased
for afixed IV, the proportionof keys in the rekey payloadthat correspondso keys from the lower levels
of the keytreeincreases.The bandwidthoverheadfor delivering thesekeys is lower on averagethanthe
bandwidthoverheador the keys at the upperlevelsof the keytree. Thus,this resultsin anoverall reduction
in the averagebandwidthoverhead.
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Figure10: Theimpacton the key sener bandwidthoverheadof (a) changingthe groupsize (N) for L =
256, (b) changingthegroupsize(V) for L = N/4, and(c) changingL for N = 65536.

5.1.5 Impact of Key AssignmentAlgorithms on FEC

In Figurell, we examinetheimpactof thedifferentkey assignmendlgorithmsontheperformancef FEC-
basedand WKA-BKR key delivery protocols. In Figurel1(a), we plot the bandwidthoverheadfor three
differentkey assignmenalgorithmswhenusedin conjunctionwith proactve FEC. The threealgorithms
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In
)

consideredare DFA, BFA, andUKA (userorientedkey assignment)Underthe UKA algorithmproposed
in [25] all the keys neededby a userareassignedo a single pacletin therekey payload;thus,eachuser
needgo receve exactly onepaclet duringa rekey event. To achieve this property the UKA algorithmhas
to replicatesomekeys in multiple paclets; this contritutesto the higherbandwidthoverheadof UKA in
comparisorto BFA andDFA.

Figure11 (a) shaws thatthe BFA packingalgorithmhasthe lowestbandwidthoverhead. Thereason
for this behaior is thatamongthe threealgorithmsconsideredBFA cantake maximumadwantageof the
sparsenesgropertyof therekey payload.As discussedn Section4.4,the bandwidthoverheador reliably
delivering a FEC block dependsuponthe numberof receversinterestedn the keys in that block. The
largerthenumberof receversinterestedn thekeys of ablock, thelargerthebandwidthoverhead The BFA
algorithmtypically packskeys from the highestlevels of the keytreeinto thefirst FEC block, whereaghe
remainingblocks containkeys from lower levels. Thus,for BFA, the numberof interestedrecevers will
decreasdor consecutie FEC blocks. In contrast,UKA and DFA tendto distribute keys from all levels
of the keytreeamongthe FEC blockssincethey partitionthe key treevertically. This resultsin eachFEC
block containingkeys thatareof interestto a large fraction of the group. We canseethis clearlyin Tablel
which shavs the numberof receversinterestedn a particularFECblock for BFA andDFA for our default
scenarioConsequentlyBFA hasthelowestaveragebandwidthoverheador theentirerekey payloadamong
thethreepackingalgorithms.

Ontheotherhand,Figure11(b)shavs thatUKA andDFA have lower lateny thanBFA. UKA hasthe
lowestlateny amongthe policiessinceeachuserneedso successfullyreceve only the singlepaclet that
containgt keys, while BFA hasthelargestlateny becausea users keys aredistributedover severalpaclets.
Sincethedifferencesn lateny betweenthe differentkey assignmenalgorithmsaresmall, from Figure11
we canconcludethatBFA key assignmenhasthe bestperformance.

We notethat our resultsdo not agreewith thosein Yanget al's study[24]. Yanget al evaluatedthe
performancef variouspackingalgorithmsfor proactive FEC basedkey delivery andrecommendetheuse

Theresultsfor DFA andUKA in Figure11 wereobtainedvia simulation.
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Block 0 1 2 3 4 5 6 7 8 9
BFA | 65536| 25600| 15068 | 6400| 5051 | 1600| 1600 | 642 | 400 | 299
DFA | 16384| 9920 | 19060| 8936 | 21480| 7304 | 10112| 20116| 9600 | 5152

Tablel: Numberof receversinterestedn a specificblock for proactve FEC-basedkey delivery protocols.
Thereare100 pacletsin the rekey transportpayloadleadingto 10 FEC blocksof size10. HereN=65536,
L=256,a =20%

of DFA andRDFA (a variantof DFA) packingalgorithmsin preferenceo BFA. As discussedn Section
4.4, however, their performanceanalysisdid not take into accounthe impactof sparsenessropertyof the
rekey payloadacrossthedifferentFEC blocksin thepayload.If theentirerekey payloadfits within oneFEC
block,thenDFA andRDFA do performbetterthanBFA. However, asdiscussedbove, for rekey payloads
consistingof multiple FEC blocks,BFA resultsin betterperformanceéecauseat cantake advantageof the
sparsenegsropertyof therekey payloadacross=ECblocks.

Finally, we obsere thataway to reducethe bandwidthoverheador FECis to useBFA key assignment
in combinationwith aweightedschemeor the proactvity factor i.e., assigndifferentproactvity factorsto
differentFEC blockson the basisof the numberof receversinterestedn eachblock. Notethatit is easyto
estimatethe numberof memberswvho areinterestedn the keys beingassignedo a FEC block during the
key assignmenprocess.Giventhe numberof receversinterestedn the keys in a FEC block, the analytic
modelproposedy Yangetal [24] canbeusedto guidethe selectionof anappropriatgroactvity factorfor
thatFECblock.

6 Conclusions

In this paper we have presentedVKA-BKR, a new scalableandreliable key delivery protocolfor group
key managemenschemesasedon the useof logical key hierarchies.We also presentanalyticalmodels
for evaluatingthe bandwidthoverheadof our protocol and other protocolsthat have beenproposedfor
reliablegrouprekey transport. Using both analysisand simulation,we investigatedhe factorsthat affect
thebandwidthoverheadf reliablekey delivery protocolsandcompareheperformancef WKA-BKR with
thatof otherrekey transportprotocols.

Themainconclusionf our performancestudyare:

e For mostscenariosWKA-BKR hasa lower bandwidthoverheadin comparisorto previously pro-
posedprotocols. The differencein bandwidthoverheadis significant— it is up to 26% lower than
that of FEC-basedrotocolsand up to 60% lower than the overheadof simplerreplicationbased
multi-sendprotocolsfor the default scenariaconsideredn our performancestudy

o FEC-basegrotocolshave lowerlateny onaverageghantheWKA-BKR andthemulti-sendprotocols.
However, for all the protocolsconsideredalmost99% of the memberof thegroupreceve their keys
by the endof the secondoundof the protocol.

¢ WKA-BKR outperformsthe otherkey distribution protocolsover a wide rangeof group sizesand
membershiglynamics.

¢ WKA-BKR is lesssensitve to changesn network lossconditionsthanFEC-basegbrotocols.

22



e The performancdrendslisted above hold up for network scenarioswith temporally and spatially

correlatedoaclet losses.

e The WDFA key assignmenalgorithm shouldbe usedwith WKA-BKR sinceit resultsin lower la-

teng/ while having no impacton the bandwidthoverhead.For FEC-basegrotocols,however, BFA
canresultin a significantreductionin bandwidthwhile leadingto slightly higherlateng. The band-
width of FEC-basegrotocolscanbe further reducedby usinga weightedschemefor selectingthe
proactvity factorsof differentFECblocksin therekey payload.
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Appendix A

In this appendixwe provide someadditionaldetailsfor the WKA-BKR approach.

Key Identification

We adoptthe approachusedby Zhanget al [25] in their key transportprotocolfor uniquelyidentifying
eachkey andencryption. The nodesin the key tree aredivided into two cateyories: usernodesand key
nodes,eachof which hasa uniqueintegral id. Nodesarenumberedrom O while traversingthe key tree
in atop-davn andleft-right fashion. For example,in Figure 2, the keynodesare numberedrom 0 to 340
whereagheusernodesarenumberedrom 0 to 1023.

Giventhis key identificationstratgy, if a key nodehasid m, its parents id will be L"’T—lj, whered is
the degreeof the tree. The samerelationalso holds betweenusernodesandkey nodesif we adda base
number(equalto thetotal numberof key nodesn the keytree)to theid of ausernode.

During arekeying operationin the LKH approacharecever needgo be ableto identify the encrypted
keysit needsi.e.,theupdatedkeys onthepathfrom its correspondingnodein thekeytreeto theroot. Given
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the key numberingschemeoutlinedabove, arecever canuniquelyidentify the IDs of the encryptedckeysiit

needgduringakey update.
We referthereaderto the paperby Zhangetal [25] for furtherdetailson this scheme.

Packet Formats

Thre

etypesof paclets are usedby the key delivery protocol: WBFA, KEYS, and NACK. The WBFA

pacletsarethe pacletstransmittedby the key sener in the first roundof the protocol. The KEYS paclets

areu

sedin the WKA-BKR protocolduringtheretransmissiostage whereasNACK pacletsaresentby a

recever to the key sener, if it detectghatit hasnot receved the WBFA or KEYS pacletsthatincludeits

keys.
Theformatof WKA pacletis asfollows:

gaabrowWwNPEF

6.

. Paclettype: WBFA (2 bits)

. Rekey messagéd: (8 bits)

. Numberof keysincluded: (6 bits)

. Totalmumberof pacletsusedfor thisrekey operation:(8 bits)

. <fromld,told>: 48 bits. Memberscan usethis field to quickly checkif the paclet containsary

encryptionghatthey need.
A list of <ID, encryptedkey>: variablelength

Theformatof aKEYS pacletis asfollows:

1
2
3

4
5

. Paclettype: KEYS (2 bits)

. Rekey messagéd: (8 bits)

. Numberof keysincluded: (6 bits)

. Total numberof pacletsusedfor thisrekey operation:(8 bits)
. Alist of <ID, encrypteckey>: variablelength

Notethatareceverwill needto scantheentirepacletto seeif it containsary keysthatit needs.
Theformatof aNACK is asfollows:

agrwbhPE

Paclettype: NACK (2 bits)

Reley messagéd: (8 bits)

Memberld: (24 bits)

Memberlossrate: (6 bits)

Bitmap of losses: (16 bits). Eachbit is mappedo alevel in the keytree,andis usedto indicateif the

receveris missingakey atthatlevel.

25



