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As models of the real world, databases are often permeated with forms of 
uncertainty, including imprecision, incompleteness, vagueness, inconsis- 
tency, and ambiguity. This chapter addresses issues of database uncer- 
tainty. It defines basic terminology, and it classifies the various kinds of 
uncertainty. It then surveys solutions that have been attempted, and it 
speculates on the reasons that have hindered the development of general- 
purpose database systems with powerful uncertainty capabilities. Finally, it 
describes challenging new applications that will require such capabilities, 
and it points to promising directions for research. 

Introduction 

Database systems model our knowledge of the real world.' This knowledge 
is often permeated with uncertainty. Hence, database systems must be able 
to deal with uncertainty. And, indeed, most database systems include capa- 
bilities for dealing with some kinds of uncertainty-for example, many sys- 
tems are able to represent missing values with nulls, and most query 
languages admit some form of uncertain queries by allowing users to substi- 
tute patterns for constants. 

Yet these capabilities are weak in comparison with the variety and 
degree of uncertainty that are encountered in practice. While the research 
community has shown persistent interest in this subject, most of these 
efforts have yet to transcend experimental prototypes. By and large, com- 
mercial database systems have been slow to incorporate capabilities for 
dealing with uncertainty. 

Nevertheless, many new applications require uncertainty capabilities 
(see section 22.5), and without general systems that possess these capabili- 
ties, these applications are usually handled in an ad hoc manner. Undoubt- 
edly, the development of a suitable database theory to deal with uncertain 

1. We use the term dafabasesystem in a broad sense, to include related types of infor- 
mation systems such as information rehievalsystems and expert systems. 
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database information and uncertain database transactions, and the success- 
ful deployment of this theory in an actual database system, remain chal- 
lenges that have yet to be met. 

This chapter addresses issues of database uncertainty. It defines basic 
terminology and classifies the various kinds of uncertainty. It then surveys 
solutions that have been attempted, and it speculates on the reasons that 
have hindered the development of general-purpose database systems with 
powerful uncertainty capabilities. Finally, it describes new challenging 
applications that will require such capabilities, and it points to promising 
directions for research. 

Undoubtedly, the best known issue of uncertainty is the representa- 
tion of unknown values with nulls and the evaluation of queries in the 
presence of such nulls. Yet uncertainty permeates many additional aspects 
of databases, including the definitions of database transactions and even the 
processing of transactions. 

We therefore devote a substantial part of this chapter (sections 22.2, 
22.3, and 22.4) to study the different forms of uncertainty and to evaluate 
the work that has already been done in this area. Section 22.2 provides 
basic definitions, including a simple and general model of database systems. 
This model allows us to classify uncertainty into three main categories: 
Description uncertainty refers to uncertainty in the information stored in data- 
bases (e.g., data, constraints, or rules), transaction uncertainty refers to uncer- 
tainty in the operations that manipulate this information (e.g., queries, 
updates, and re-structuring operations), and processing uncertainty refers to 
uncertainty arising in the application of transactions to descriptions. The 
main approaches are then studied in sections 22.3 and 22.4. In sections 22.5 
and 22.6, we speculate on the reasons commercial database systems have 
been slow to incorporate capabilities for dealing with uncertainty. We then 
describe several applications that challenge present database systems by 
requiring more powerful methods for dealing with uncertainty, and we 
point to some promising areas of research; in particular, we postulate that 
suitable solutions could come from fusing database technology with various 
theories of artificial intelligence. 

22.2 Terminology 

Our discussion of uncertainty in database systems begins with definitions of 
database systems and uncertainty. 

22.2.1 Database System 

A database system is a computer model of some portion of the real world. 
Like any other model, it abstracts reality to a level warranted by the 
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expected applications. Usually, such models include a declarative compo- 
nent for describing the real world and an operational component for manipu- 
lating this description. Typical manipulations are (1) rnodificarions of the 
description, either to refine the model or to track any changes that may 
have occurred in the real world; and (2) transfornations of the description, 
to derive implied descriptions. 

Thus, a database system can be abstracted as a description D of the 
real world, a stream of modifications, and a stream of transformations. Each 
modification m replaces the present description with a new description; 
each transformation t computes a new description from the present descrip- 
tion (without changing the present description). A computer system S is 
responsible for maintaining the description reliably and for processing the 
modifications and transformations correctly and efficiently. 

As an example, in a relational database system a description is a set of 
tables (i.e., a database); a modification can affect either the definition or the 
contents of tables (i.e., restructuring or update); and a transformation 
reduces the set of tables into a single table (i.e., query evaluation). 

22.2.2 Uncertainty 

We assume that uncertainty permeates our models of the real world, not the 
real world itself. In other words, the real world is always certain; it is our 
knowledge of it that is sometimes uncertain. We use the term uncertainty to 
refer to any element of the model that cannot be asserted with complete 
confidence. In particular, uncertainty can be expected (1) in the descrip- 
tions of the real world, (2) in the modifications and transformations of these 
descriptions, and (3) in the execution of these operations. Referring again 
to the example of relational database systems, these correspond to the data, 
the definitions of restructuring, update and query transactions, and the pro- 
cessing of transactions. 

We have offered the general term uncertainty to describe any element 
of the model that cannot be asserted with complete confidence. Within this 
general condition, we observe several distinct types of ~ n c e r t a i n t ~ : ~  

Uncertainty-it is not possible to determine whether an assertion in the 
model is true or false. For example, there might be uncertainty about 
the database fact "the age of John is 38." 
Imprecision-the information available in the model is not as specific as 
i t  should be. For example, when a distinct value is required, the infor- 
mation available might be a range (e.g., "the age of John is between 37 
and 43"), disjunctive (e.g., "the age of John is either 37 or 43"), negative 

2. One of these specific types will also be termed uncertainty; thus, depending on the 
context, this term will be used both generically and specifically. 
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(e.g., "the age of John is not 37"), or even unknown (often referred to 
as incompleteness). 
Vagueness-the model includes elements (e.g., predicates or quantifi- 
ers) that are inherently vague; for example, "John is in early middle 
age." A particular formalization of vagueness is based on the concept 
of fuzziness. 
Inconsistency--the model contains two or more assertions that cannot 
be true at the same time; for example, "the age of John is between 37 
and 43" and "the age of John is 35." 
Ambiguity--some elements of the model lack complete semantics, 
leading to several possible interpretations. For example, it may not be 
clear whether stated salaries are per year or per month. 

The objective of a database system is to provide its users with the 
information they need. In our terminology, such information is always the 
result t(D) of transforming a description D with a transformation t. Thus, it is 
the quality of t(D), rather than the quality of D, that should concern the 
designers and users of database systems. A result t(D) may be uncertain 
because D is uncertain, or because t is uncertain, or because the application 
of t to D involves ~ n c e r t a i n t ~ . ~  

We name these categories of uncertainty, respectively, description uncer- 
tainty, transaction uncertainty, and processing uncertainty-. These categories 
serve as a framework for classifying the work that has been done in the area 
of uncertainty in database systems. This work is discussed in the next two 
sections. 

22.3 Description Uncertainty 

Undoubtedly, uncertainty that permeates the information stored in data- 
bases has received the most attention. In this section we consider some 
basic aspects of description uncertainty, and we review some of the more 
important solutions that have been suggested. 

22.3.1 Introduction 

Our discussion of description uncertainty begins by considering three issues: 
the different elements of descriptions that might be affected by uncertainty, 
the different sources for uncertainty, and the different degrees of uncertainty. 

3. In turn, the uncertainty of D may owe to uncertainty either in the initial descrip- 
tion or in some later modification m. 
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Roughly, we ask what is uncertain, why is it uncertain, and how uncertain 
is it? 

Elements Affected by Uncertainty 

Depending on  the model used, descriptions may take different forms, and 
uncertainty could affect each of them. 

Consider, for example, relational databases. The structures of the 
relational model admit different kinds of uncertainty. The first kind in- 
volves uncertainty at the level of data values; for example, some values of 
DEPARTURE-TIME in the relation FLIGHT (FLIGHT-NUMBER, DEPAR- 
TURE-TIME) might be uncertain. The second kind involves uncertainty at  
the level of the tuple; for example, there might be uncertainty regarding 
the membership of some tuples in the relation DIRECT-CONNECTION 
( O R I G I N ,  DESTINATION). A third kind involves uncertainty at  the level of 
the relation (the structure); for example, there might be uncertainty 
whether a flight may have more than one destination, and hence what 
should be the proper description of this relationship [Borgida 19851. 

As another example, consider an information retrieval system that 
models each document with an  identifier and a vector of keywords. There 
might be uncertainty at the level of a keyword (i.e., the appropriateness of a 
specific keyword to a given document might be questionable). In addition, 
there might be uncertainty at the level of an entire document (i.e., the 
existence of a document might be in doubt). 

As a third example, consider an expert system that models real-world 
knowledge with facts and rules expressed in logic. There might be uncer- 
tainty about specific facts (similar to the tuple uncertainty in relational 
databases) and about specific rules (i.e., a rule might be only an approxima- 
tion of the behavior of the real world). 

Sources of Uncertainty 

Having excluded the possibility that reality itself is subject to uncertainty, 
we can assume that a perfect description of any real-world object always 
exists. Thus, uncertain descriptions are solely due to the unavailability of 
these perfect descriptions. For example, the precise salary of Tom might be 
unknown, or the true relationship between Bordeaux wine and good 
health might be unclear. Yet within this generic unavailability we  observe 
several specific sources of uncertainty [Kwan et al. 19921. 

Uncertainty might result from using unreliable information sources, such 
as faulty reading instruments, or input forms that have been filled out 
incorrectly (intentionally or inadvertently). In other cases, uncertainty is a 
result of system errors, including transmission noise, delays in processing 
update transactions, imperfections of the system software, and corrupted 
data owing to failure or  sabotage. 



462 Part 1 / Next-Generation Database Technology 

At times, uncertainty is the unavoidable result of information-gather- 
ing methods that require estimation or judgment. Examples include the deter- 
mination of the subject of a document, the digital representation of a 
continuous phenomenon, and the representation of a phenomenon that is 
constantly varying. 

In other cases, uncertainty is the result of restrictions imposed by the 
model. For example, if the database schema permits storing at most two 
occupations per employee, descriptions of occupation might exhibit uncer- 
tainty. Similarly, the sheer volume of the information that is necessary to 
describe a real-world object might force the modeler to turn to approxima- 
tion and sampling techniques. 

Degrees of Uncertainty 

The relevant information that is available in the absence of certain informa- 
tion may take different forms, each exhibiting a different level of uncer- 
tainty. The following discussion is independent of the particular structure 
affected by uncertainty. It assumes that an  element e of the description 
models an  object o of the real world. The element e might be a value, a fact, 
a tuple, a rule, and so on. 

Uncertainty is highest when the mere existence of some real-world 
object is in doubt. The simplest solution is to ignore such objects altogether. 
This solution, however, is unacceptable if the model claims to be closed world 
(i.e., objects not modeled do not exist). 

Uncertainty is reduced somewhat when elements of the model may be 
assigned values in a prescribed range, to indicate the certainty that the 
objects they model exist. When the element is a fact, this value can be inter- 
preted as the confidence that the fact holds; when it is a rule, this value can 
be interpreted as the strength of the rule (percent of cases where the rule 
applies). 

Assume now that existence is assured, but some or all of the infoyma- 
tion with which the model describes an  object is unknown. Such informa- 
tion has also been referred to as incomplete, missing, or unavailable. 

Uncertainty is reduced when the information that describes an object 
is known to come from a limited set of alternatives (possibly a range of val- 
ues). This uncertainty is referred to as disjunctive information. Note that 
when the set of alternatives is simply the entire domain of admissible val- 
ues, disjunctive information reverts to unknown information. 

Uncertainty is reduced even further when each alternative is ac- 
companied by a number describing the probability that it is indeed the 
true description (and the sum of these numbers for the entire set is 1). 
In this case, the uncertain information is probabilistic. Again, when the 
probabilities are unavailable, probabilistic information reverts to disjunctive 
information. 
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22.3.2 Solutions 

Space considerations forbid discussion of all the different solutions that 
have been attempted for accommodating uncertainty in descriptions. We 
sketch here five approaches that are different from each other; they also 
exhibit sufficient generality to be applicable in different kinds of informa- 
tion systems. 

Null Values 

Most data models insist that similar real-world objects be modeled with 
similar descriptions. The simplest example of this approach are models that 
use tabular descriptions. Each such table models a set of similar real-world 
objects: Each row describes a different object, and the columns provide the 
different components of the description. Often, some elements of a particu- 
lar description cannot be stated with certainty. Occasionally, this problem 
may be evaded simply by not modeling any object whose description is 
incomplete. Often, however, the consequences of this approach are unac- 
ceptable, and incomplete descriptions must be admitted. Not surprisingly, 
incompleteness is a lesser issue in models that do not rely on mandatory 
information. 

The least ambitious approach to admitting incomplete descriptions is 
to ignore all partial information about the uncertain parts of a description 
that may be available and to model them with a pseudo-description, called 
null, that denotes uncertainty [Date 1986; Imielinski 1989; Maier 1983; 
Zicari 19921. 

Once null values are admitted into descriptions, the model must 
define the behavior of transformations and modifications in the presence of 
nulls. This is not always a simple task. For example, an extension to the 
relational calculus that is founded on a three-valued logic [Coddl9791 has 
been the subject of criticism [Date 19901. Inference in incomplete databases 
is discussed in Demolombe and Farinas del Cerro 1988. Updates of incom- 
plete databases are discussed in Abiteboul and Grahne 1985. 

Various refinements to this approach have been suggested. For exam- 
ple, a distinction has been made between incompleteness due to unavailabil- 
ity and incompleteness due to inapplicability.4 Sin~ilarly, it has been 
suggested to use distinct nulls for unavailable descriptions that are known to 
be identical. These and other refinements constitute attempts to apply 
whatever partial information is available. 

4. Strictly speaking, however, inapplicability is not a case of uncenainty. Inapplicabil- 
ity indicates that specific objects cannot be accommodated in the general description 
schemes used in the model. - 
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Certainty Factors 

Certainty factors denote confidence in various elements of the description. 
They offer a simple tool for representing uncertainty and have thus been 
applied in both information retrieval systems and expert systems. 

In information retrieval systems, certainty factors (often called weights) 
have been used to denote confidence that a specific keyword describes a 
given document (or alternatively, to denote the strength with which this 
keyword applies to the document) [van Rijsbergen 1979; Salton and McGill 
1983; Turtle and Croft 19921. Methods have even been developed for com- 
puting certainty factors automatically, by scanning documents and applying 
keyword counting techniques. The manipulation of these certainty factors is 
relatively simple, as they are easily accommodated in the vector space mod- 
els that are often used in information retrieval. 

In expert systems, certainty factors have been used to denote confi- 
dence that stated facts and rules indeed describe real-world objects [Har- 
mon and King 19851. Such factors are usually declared by the knowledge 
engineers as part of the knowledge acquisition process, but they can also be 
derived automatically as part of a knowledge discovery process [Piatetsky- 
Shapiro 19911. The manipulation of certainty factors in expert systems is 
often straightforward; for example, assuming certainty factors in the range 
[O, 11, when a rule with certainty p is applied to a fact with certainty 9, the 
generated fact is assigned a certainty factor p - q .  Pragmatic considerations 
may have been the reason that commercial expert systems often prefer this 
mostly informal representation of uncertainty over more formal approaches 
that are based on probability theory. However, many objections have been 
raised against certainty factors, showing that the lack of firm semantics may 
lead to unintuitive results [Pearl 19881. 

Possibility and Probability 

Fuzzy set theory offers a comprehensive approach to modeling uncertainty 
in information systems. The approach described here is derived from Prade 
and Testemale 1984; Raju and Majumdar 1988; and Zemankova and 
Kandel 1985. 

The basic concept of fuzzy set theory is the funy set. A fuzzy set F is a 
set of elements where each element has an associated value in the interval 
[0,1] that denotes the grade of its membership in the set. For example, a 
fuzzy set may include the elements 20, 30, 40, and 50, with grades of mem- 
bership 1 .O, 0.7, 0.5, and 0.2, respectively. 

As a relation is a subset of the product of several domains, one 
approach is to define relations that are fuzzy subsets of the product of sev- 
eral domains. Since each such relation is a fuzzy set, each of its tuples is 
associated with a membership grade. This definition admits uncertainty at 
the tuple level. For example, the tuple (Dick, Pascal) could belong to the 
relation PROFICIENCY(PR0GRAMMER. LANGUAGE) with membership grade 
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0.9 (alternatively, this tuple may be interpreted as stating that Dick's profi- 
ciency in Pascal is 0.9). 

Consider the fuzzy set defined earlier, and assume it is named YOUNG. 
It is also possible to interpret this set as the definition of the term young: It is 
a term that refers to 20-year-olds with possibility 1.0, to 30-year-olds with 
possibility 0.7, and so on. Thus, fuzzy sets may be applied to describe vague 
terms. 

Consider now standard (nonfuzzy) relations, but assume that the ele- 
ments of the domains are not values but fuzzy sets of values. This definition 
admits uncertainty at the data-value level. Having fuzzy sets for values per- 
mits specific cases where a value is one of four kinds: 

1. A set or a range-for example, the value of DEPARTMENT can be 
(shipping, receiving), orthevalueofsALARY can be40,OOO-50,000. Note 
that the interpretation of such sets and ranges is purely disjunctive: Exactly 
one element of the set or  range is the correct value. 
2. A fuzzy value-for example, the value of AGE can be young. 
3. A null value. 
4. A simple value (no  uncertainty). 

Finally, by defining a fuzzy relation as a fuzzy subset of the product of 
domains of fuzzy sets, both kinds of uncertainty can be accommodated. 

To manipulate fuzzy databases, the standard relational algebra opera- 
tors must be extended to fuzzy relations. The first approach, in which rela- 
tions are fuzzy sets but elements of domains are crisp, requires simple 
extensions to these operators. The second approach, in which relations are 
crisp but elements of domains are fuzzy, introduces more complexity 
because the softness of the values in the tuples creates problems of value 
identification (e.g., in the join or in the removal of replications after pro- 
jections). Also, in analogy with standard mathematical comparators such as 
= or <, which are defined via sets of pairs, the second approach introduces 
fuzzy comparators such as similar-to or much-greater-than, which are defined 
via fuzzy sets of pairs. These fuzzy operators offer the capability of express- 
ing fuzzy (uncertain) retrieval requests. 

In Barbara et al. 1992, a model is described that handles uncertainty 
with traditional probability distributions (rather than the possibility distri- 
butions of the fuzzy models). A probability distribution function of a variable 
X over a domain D assigns each value d E D a value between 0 and 1, as 
the probability that X = d. One important difference between probability 
and possibility distribution functions is that the sum of the probabilities 
assigned to the elements of X must be exactly 1. The definition of a probabi- 
listic database is similar to the second definition of fuzzy databases: standard 
relations but with domain values that are, in general, probability distri- 
bution functions. A feature of this model is that it allows probability 
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distributions that are incompletely specified: Each such distribution is 
complemented with a missing value that is assigned the balance of the 
probability. 

Distances 

An approach to uncertainty that has been applied successfully to both data- 
bases systems and information retrieval systems handles uncertainty with 
distance. The basic idea is to model the real world with apparently certain 
descriptions and to rely on definitions of distances among descriptions to 
create neighborhoods of descriptions. 

Thus, any uncertainty about a real-world object o is ignored, and an 
apparently certain description of it e is stored. It is then hoped that this neg- 
ligence would be compensated by having e somewhere in the neighborhood 
of the true description. When a request for information specifies this true 
description, e would be retrieved along with the other neighbors of the true 
description. 

As an  example, consider an information retrieval system that describes 
documents with sets of keywords [Salton and McGill 1983; Turtle and Croft 
1992; van Rijsbergen 19793. Such systems often represent keyword sets 
with vectors: The dimension of each vector is the number of possible key- 
words, and.a specific vector position is 1 if a particular keyword is in the set 
and 0 otherwise. Often, there is uncertainty whether a specific vector is the 
true description of a given document. By establishing a distance among doc- 
ument descriptions, usually with some vector metric, and retrieving all the 
information in the neighborhood of a request-vector, the negative effects of 
inaccuracies in the description are diminished. 

As another example, consider relational database systems. Such sys- 
tems describe objects with tuples, and often there is uncertainty regarding 
the value of some attribute in a given tuple. It is possible to establish a dis- 
tance among the elements of the domain of this attribute. Then, when a 
query specifies a value of this attribute, all the tuples would be retrieved 
whose value for that attribute is in the neighborhood of the specified value 
[Motro i 9881. 

We assumed here that descriptions are subject to uncertainty (which is 
ignored) and requests are certain. The same solution applies when descrip- 
tions are certain and requests are subject to uncertainty. Such requests 
would be specified with apparent certainty and would be answered with the 
neighborhood of the request. Again, the negative effects of inaccuracies in 
the request would be moderated. Uncertainty in requests is discussed in 
more detail in section 22.4.1. 

A refinement of this general method is to admit certainty factors (sec- 
tion 22.3.2) in the descriptions and in the requests. For example, vectors 
describing keyword sets use values in the range [0,1] to denote the cer- 
tainty that a specific keyword applies to the given document (or, alterna- 
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tively, to denote the strength with which this keywprd applies). Similarly, 
request-vectors use such values to denote the weights of various keywords 
in the overall request. 

Soundness and Completeness 

The final approach we discuss has been developed in the context of rela- 
tional databases [Motro 19891. Instead of modeling imperfections in the 
information (i.e., uncertainty), it suggests declaring the portions of the 
database that are prefect models of the real world (and thereby the portions 
that are possibly imperfect). 

Thus, like distances and unlike incompleteness, certainty factors, or 
fuzziness, the descriptions themselves have no special features for uncer- 
tainty (i.e., they appear certain). However, meta-information provides the 
distinction between certain and uncertain information. (Recall that fuzzi- 
ness and distances also require meta-information: the definitions of fuzzy 
terms or the measures of proximity.) 

With this information included in the database, the database system 
can qualify the accuracy of the answers it issues in response to queries: Each 
answer is accompanied by statements that define the portions that are guar- 
anteed to be perfect. 

This approach interprets certainty, which it terms integriry, as a combi- 
nation of soundness and completeness. A description is sound if it includes only 
information that occurs in the real world; a description is complete if it 
includes all the information that occurs in the real world. Hence, a descrip- 
tion has integrity if it includes the whole truth (completeness) and nothing 
but the truth (soundness). 

The approach uses the mechanism of views to declare the portions of 
the database or the portions of an answer that have integrity. It describes a 
technique for inferring the views of individual answers that are guaranteed 
to have integrity from the views of the entire database that are known to 
have integrity. 

The concept of view completeness is similar to an assumption that a 
certain view of the database is closed world [Reiter 19781; the notion of view 
soundness is shown to be a generalization of standard database integrity 
constraints. 

22.4 Transaction Uncertainty and 
Processing Uncertainty 

While most of the work in uncertainty has focused on description uncer- 
tainty, transaction and processing uncertainty have just as important 
impact on the quality of the information delivered to users. In this section 
we discuss briefly issues and solutions that concern uncertainty in the 



468 Part 1 / Next-Generation Database Technology 

definition of transformations (e.g., queries), in the definition of modifica- 
tions (e.g., updates or restructuring operations), and in the processing of 
such transactions. 

22.4.1 Transformations 

Transformations are operations that derive new descriptions from stored 
descriptions. The most frequent type of transformation is requests from 
users for information (queries). Uncertain requests may occur for different 
reasons. 

At times, users of database systems have insufficient knowledge of the 
database and database system they are using: They might not have a clear 
idea of the information available in the database (or how it is organized), or 
they might not know how to formulate their requests with the tools pro- 
vided by the system. 

Requests for information formulated by such nai've users exhibit a high 
level of uncertainty. They range from requests that cannot be interpreted by 
the system (for reasons that are either syntactic or  semantic) to requests 
that do not achieve correctly the intentions of the users (or achieve them 
only in part). 

Regardless of their level of expertise, occasionally users may try to 
access a database system with only a vague idea of the information they 
seek. For example, a user may be accessing an electronic catalogue for a 
product that would be interesting or exceptional. Alternatively, users could 
have a clear idea of the information they want but might lack the informa- 
tion necessary to specify i t  to the system. An example is a user who wishes 
to look up the meaning of a word in a dictionary but cannot provide its cor- 
rect spelling. 

To summarize, we distinguish among (1)  uncertainty about the infor- 
mation available (or how it is organized), (2) uncertainty about the informa- 
tion needed (or how to denote i t  in terms acceptable to the system), and 
(3) uncertainty about the system languages and tools that are used to formu- 
late requests. 

To address all these, the approach has been to develop alternative 
access tools. Browsers allow users to access information in either situation 
discussed above [D'Atri et al. 1992; Motro 1986; Rogers and Cattell 19871. 
Interactive query constructors conduct user-system dialogues to arrive at 
satisfactory formulations of user requests [Williams 19841. Vague query 
processors allow users to embed uncertain specifications in their requests 
(e.g., neighborhood queries) [Ichikawa and Hirakawa 1986; Motro 19881. 
Error-tolerant interfaces use relaxed formalisms in their interpretation of 
requests [Motro 19901. 

As mentioned above, even after a request for information has been 
accepted by the system and its answer delivered to the user, uncertainty 
might still persist because it is not always possible to verify that the request 



22/ Management of Uncertainty in Database Systems 469 

has indeed achieved correctly the intention of the user. Often, the only 
assurance that the information delivered is the information needed is that 
the user is somewhat familiar with it. In the absence of such familiarity, 
uncertainty will persist. 

Hence, one must accept that there would be frequent instances where 
the answer that is delivered is inaccurate, yet both the system and the user 
are unaware of this inaccuracy. Often, the uncertainty of apparently certain 
answers is revealed only when a conflicting answer to the same request is 
received from another information system. 

22.4.2 Modifications 

Modifications (update and restructuring) are operations that affect the 
descriptions stored in information systems. Like transformations (queries), 
modifications are defined by users, and here also we distinguish among 
three main sources of uncertainty: ( 1 )  insufficient knowledge of the sys- 
tem, (2)  insufficient knowledge of the specific database that is being 
modified, and (3) uncertainty about the information embedded in a 
modification. 

Many of the approaches aimed at alleviating the problems of transfor- 
mation uncertainties (section 22.4.1 above) are also applicable to modifica- 
tion uncertainties. However, fewer tools have been developed to address 
modification uncertainties. A possible explanation is that, while modifica- 
tions may be attempted by users at all levels of expertise, it is often assumed 
that users who modify databases should have good familiarity with the 
database and database system. 

The third source of uncertainty, vague or imprecise modifications, is 
unrelated to expertise. One example is a request to add information that 
is uncertain-for example, "the new manager is either Paul or John." 
Another example is a request to delete information, with uncertainty about 
what exactly should be deleted-for example, "some of the telephone num- 
bers are no  longer valid." 

However, this kind of uncertainty is not any different from the 
description uncertainty that was the subject of section 22.3. Thus, the first 
request would be accommodated as any information of the kind "exactly 
one of the following values holds," and the second request would be 
accommodated as any information of the kind "some of the following val- 
ues hold." (Of course, if the system cannot model these kinds of uncer- 
tainty, then it  would not be able to handle these modifications.) 

22.4.3 Processing 

Even when a description D and a transformation t are free of uncertainty, 
the result t(D) may be uncertain because of the methods used by the system 
to process requests. In certain applications, an  information system might 
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allocate only limited computational resources to process a request [Imielin- 
ski 19871. For example, a recursive query to a genealogical database to list 
all the ancestors of a specific individual might be terminated after a prede- 
termined period of time (presumably the number of ancestors retrieved by 
then would be sufficient). In other applications, query processing might 
involve randomizations, sampling, or other estimation techniques [Kwan et 
al. 19921. For example, a statistical database system might introduce pertur- 
bations into its answers deliberately, for reasons of security. In each case, 
the answers would exhibit uncertainty. 

Finally, it is sometime considered advantageous to sacrifice accuracy 
for the sake of simplicity. Recent research on intensional answers [Cholvy and 
Demolombe 1986; Shum and Muntz 1988; Pirotte et al. 1991; Motro 19941 
has focused on  the generation of abstract answers that describe the exhaus- 
tive answers compactly albeit imperfectly. For example, a query to list the 
employees who earn over $50,000 might be answered simply and com- 
pactly "engineers," even when the set of engineers and the set of employees 
who earn over $50,000 are not exactly the same (e.g., when the two sets 
overlap substantially or when one set contains the other). 

22.5 Hindrances and Challenges 

Commercial database systems have been slow to incorporate uncertainty 
capabilities. While solutions based on fuzzy set theory are gaining accep- 
tance in several technologies, commercial database systems have not 
embraced this solution yet. Often, the only capabilities widely available are 
for handling null values and for specifying specifying uncertain queries by 
allowing the substitution of patterns for constants. 

Examining the possible reasons for this slow acceptance may suggest 
directions for further research. First, database systems practitioners are con- 
cerned primarily with the performance of their systems. Here, many of the 
algorithms for matching uncertain data or for processing uncertain requests 
are highly complex and inefficient. 

Practitioners are also concerned with compatibility. This dictates that 
capabilities for accommodating uncertainty should be offered as strict 
extensions of existing standards. Additionally, database practitioners have 
often been dissatisfied with various idiosyncratic implemenrarions of uncer- 
tainty capabilities. This may have had a chilling effect on further imple- 
mentations. 

Another hindrance for database systems with uncertainty capabilities 
may lie in the expectations of users. A fundamental principle of database 
systems has been that queries and answers are never open to subjective 
interpretations, and users of database systems have come to expect their 
queries to be interpreted unambiguously and answered with complete 
accuracy. In contrast, users of information retrieval systems would be 
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pleased with a system that delivers a high rate of recall (proportion of 
relevant material retrieved) and precision (proportion of retrieved material 
that is relevant). Similarly, users of expert systems are aware that con- 
clusions offered by automated experts are often questionable, and they 
would be satisfied with systems that have shown to have a high rate of 
success. A database system that must adhere to the principles of unambigu- 
ity and complete accuracy cannot accommodate the full range of uncertain 
information; for example, it can accommodate null values or disjunctive 
data but not (because of its more subjective nature) probabilistic or possi- 
bilistic data. 

Recently, new applications have emerged that require database sys- 
tems with uncertainty capabilities. Several of these challenging applications 
are described below. Their description is followed by a discussion of a possi- 
ble source of uncertainty technology and the challenges involved in adapt- 
ing it for database systems. 

22.5.1 . Heterogeneous Database Environments 

In recent years, the integration and interchange of information among het- 
erogeneous database systems has been recognized as an important area of 
database system research and development. Multidatabase environments 
present a strong case for having uncertainty management capabilities. 
While individual database systems are usually careful to avoid internal 
inconsistencies (mostly with methodical design that avoids repeating the 
same information at multiple locations in the system), when information 
from independent systems with overlapping information is integrated, 
inconsistencies will often surface. Thus, even when individual answers are 
free from any uncertainty, their integration in a global answer would intro- 
duce uncertainty. Therefore, database systems in a multidatabase environ- 
ment should be capable of combining conflicting answers into a single 
(uncertain) answer and then storing and manipulating such information 
[Motro 19931. 

In a heterogeneous multidatabase environment, the integration and 
interchange of information requires protocols for translating information 
among the different models. The possibility of having database systems 
that are based on different uncertainty formalisms presents an additional 
challenge: to develop protocols for finding common uncertainty formalisms 
so that uncertain information can be integrated with minimal loss of 
information. 

22.5.2 Multimedia Databases 

As discussed in section 22.3, retrieval from traditional databases is usually 
based on exact matching, where a request for data establishes a specific 
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retrieval goal, and the database system retrieves the data that match it 
exactly. Presently, the management of image databases largely follows the 
same paradigm: While images are stored (in digitized form) in large data- 
bases, retrieval is performed on  textual descriptions of these images that are 
stored along with the images themselves. 

A more ambitious approach, such as IBM's Query By Image Content 
(QBIC) [Faloutsos et al. 19941, is to retrieve images that match a given 
image. Image-matching techniques are usually based on algorithms of best 
matching. As with the information retrieval systems discussed earlier, the 
use of uncertainty formalisms is essential. A similar problem is to match 
handwritten addresses against a database of addresses. 

22.5.3 Imputation and Knowledge Discovery 

In various applications, notably in scientific and statistical projects, it is nec- 
essary to estimate missing data (nulls) from other data that are available. 
For example, a missing measurement is estimated by other measurements 
made by the same instrument at other times, as well as by measurements 
made by other instruments at the same time. This process, usually referred 
to as imputation, yields information of varying degrees of uncertainty. The 
management of this information cannot be done by traditional database 
techniques and requires the use of uncertainty techniques. 

The inference of missing values from their contexts is related to the 
more general issue of discovering new knowledge in large databases. Data- 
base knowledge is usually declared: Rules and constraints are assumed to be 
definite and accurate and to hold in any database instance (exceptions, if 
any, must be stated). In contrast, discovered knowledge is always subject to 
uncertainty: The pattern's and rules are often tenuous and could be refuted 
by future data. Again, the management of such information requires uncer- 
tainty techniques. 

22.5.4 Adapting Artificial Intelligence for Databases 

Modeling uncertainty in database systems involves a classical dilemma. On 
one hand, we want a model as rich and powerful as possible-for example, 
a single concept of information that is capable of representing elegantly all 
known kinds of uncertain information, as well as certain information. On 
the other hand, database systems must abide by crucial constraints of sim- 
plicity and efficiency, of both their descriptions and the manipulations of 
their descriptions. 

Like database systems, the field of artificial intelligence has been con- 
cerned with modeling accurately our knowledge of the real world. Numer- 
ous uncertainty theories have been developed; mostly they are founded on 
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nonclassical logics, on probability theory, on belief functions, or on possibil- 
ity theory [Lea Sombe 1991; Motro and Smets 1992; Smets and Clarke 
199 1; Smets and Motro 19931. 

-It might be said that, traditionally, research in artificial intelligence has 
been emphasizing rich and powerful models, striving to model accurately 
all the minute nuances of reality. On the other hand, research in database 
systems has been emphasizing economical representations with lower 
expressivity but with small representational overhead and high processing 
efficiency. 

A notable case in point is the so-called semantic data models that were 
defined in the late 1970s to enhance the modeling capabilities of early 
database systems [Hammer and McLeod 1981; Hull and King 19871. 
These models incorporated modeling features, such as generalization 
and aggregation hierarchies, that had been adapted from research in 
artificial intelligence. An even earlier example is the adaptation of 
semantic networks for databases [Roussopoulos and Mylopoulos 19751. A 
third and more recent example is knowledye-rich database systems that in- 
corporate inference rules expressed in mathematical logic [Ullman 1988; 
Ullman 1989; Ceri et al. 19901. Not surprisingly, a major research thrust 
among database researchers who have been working in this area has 
been the development of highly efficient inference techniques for a limited 
class of rules. 

Thus, database systems may be said to have embraced poor-person's 
A1 or, more graciously, to have adapted A1 concepts to work under the strict 
constraints of database systems. The adaptation of uncertainty theories 
that have been developed for artificial intelligence to working database 
techniques is an  important challenge for database researchers. The recent 
success of several information-extensive diagnostic and decision-support 
systems, such as QMR-BN [Henrion and Suermondt 19931, hints at the 
possible rewards that research in this direction may provide. 

22.6 Conclusion 

Database systems of the current generation are not designed to manage 
information that is permeated with uncertainty. Uncertain data is stored as 
null values or i t  must be excluded from the database, and users with uncer- 
tain requests can use queries with simple patterns or they must browse the 
database to find their answers. 

To provide satisfactory solutions to new applications, such as infor- 
mation integration in multidatabase environments, retrieval of images by 
content, and inference of missing values or new knowledge, future data- 
base systems would have to include stronger capabilities for dealing with 
uncertainty. 
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To assure the  success of a n y  future endeavors in this area, various hin- 
drances must  be overcome; in particular, issues of performance and compat- 
ibility must  be addressed. Research into uncertainty in the  field of artificial 
intelligence m a y  provide a suitable source of technology for database sys- 
tems. 
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