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Abstract

We define a simple and general model of information systems, and use this model
to classify the various kinds of uncertainty in information systems into two major cat-
egories: uncertainty in descriptions of the real world and uncertainty in manipulations
of descriptions. We survey briefly several approaches that have been developed for
dealing with these kinds of uncertainty, and we speculate on the reasons that commer-
cial information systems have been slow to incorporate such uncertainty capabilities.
Finally, we suggest that relevant research in the area of artificial intelligence may be
applicable to information systems, after it is adapted to address the specific concerns
and constraints of information systems. An appendix identifies additional instances of
uncertainty in information systems.
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1 Introduction

Uncertainty permeates our understanding of the real world. The purpose of information
systems is to model the real world. Hence, information systems must be able to deal with
uncertainty.

And, indeed, many information systems include capabilities for dealing with some kinds
of uncertainty. For example, database systems can represent missing values, information
retrieval systems can match information to requests using a “weak” matching algorithm,
and expert systems can represent rules that are known to be true only “most” or “some” of
the time.

Yet, these capabilities are weak, when compared to the variety and the degree of un-
certainty that is encountered in practice. By and large, commercial information systems
(e.g., database systems, information retrieval systems, expert systems) have been slow to
incorporate capabilities for dealing with uncertainty.

The research community has shown persistent interest in this subject. Yet, research has
focused mostly on problems arising in individual types of information systems and their own
peculiar kinds of uncertainty. Often, the commonalities across different systems has been
ignored, and limited effort has been directed at understanding uncertainty at a more general
level.

In this paper we provide a brief survey of uncertainty in information systems. Our goal
is to understand and classify the different sources of uncertainty, rather than to provide an
extensive survey of all the work that has been done in this area. Moreover, we limit our
attention to uncertainty in the context of information systems, not computer systems in
general.

Later in this section we provide working definitions of information system and uncertainty,
and we classify uncertainty into several major categories. In Sections 2, 3 and 4 we review
several different kinds of uncertainty in each of the categories, and we discuss briefly a variety
of solutions that have been advanced. Additional instances of uncertainty in information
systems are identified in the Appendix.

Information systems have their distinctive pragmatic constraints, which any approach to
uncertainty must observe. In Section 5 we discuss these constraints, and we speculate on
the reasons that commercial information systems have been slow to incorporate capabilities
for dealing with uncertainty. Understanding these reasons could suggest how to build better
systems. Finally, we suggest that work done on the modeling of uncertainty as part of
research on artificial intelligence (AI) can be adapted to the needs of information systems
(IS).
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1.1 Basic Terminology

Information System. An information system is a computer model of some portion of the
real world. Like any other model, it abstracts reality to a level warranted by the expected
applications. Usually, such models include a declarative component for describing the real
world, and an operational component for manipulating this description. Typical manipu-
lations are (1) modifications of the description, either to refine the model or to track any
changes that may have occurred in the real world; and (2) transformations of the description,
to derive implied descriptions.

Thus, an information system can be abstracted as a description D of the real world, a
stream of modifications, and a stream of transformations. Each modification m replaces the
present description with a new description; each transformation t computes a new description
from the present description (without changing the present description).

In this paper, we consider three popular types of information systems: database systems,
information retrieval systems, and expert systems. As an example, in a relational database
system a description is a set of tables (i.e., a database); a modification can affect either
the definition or the contents of tables (i.e., restructuring or update); and a transformation
reduces the set of tables into a single table (i.e., query evaluation).

Uncertainty. We assume that uncertainty permeates our models of the real world, not
the real world itself. We use the term uncertainty to refer to any aspect of the model that
cannot be asserted with complete confidence. In particular, uncertainty can be expected
(1) in the descriptions of the real world, and (2) in the modifications and transformations
of these descriptions. Referring again to the example of relational database systems, these
correspond to the data, the restructuring and update transactions, and the queries.

The term uncertainty is intended to generalize many individual concepts that have been
defined previously in specific contexts, including imprecision, incompleteness, ambiguity,
vagueness, and fuzziness (some of these concepts will be discussed in later sections).

The final objective of any information system is to provide its users with the information
they need. In our terminology, such information is always the result t(D) of transforming
a description D with a transformation t. Thus, it is the quality of t(D), rather than the
quality of D, that should concern the designers and users of information systems. A result
t(D) may be uncertain, either because D is uncertain or because t is uncertain. In turn, the
uncertainty of D may owe to uncertainty either in the initial description, or in some later
modification m.

In the next three sections we discuss uncertainty in these three categories: descriptions,
transformations, and modifications.
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2 Uncertainty in Descriptions: Classification

Undoubtedly, uncertainty that permeates descriptions has received the most attention. In
this section we examine three basic issues regarding description uncertainty; namely, the
different elements of descriptions that could be affected with uncertainty, the different sources
for uncertainty, and the different degrees of uncertainty. Roughly, we ask what is uncertain,
why is it uncertain, and how uncertain is it?

Elements affected by uncertainty. Depending on the model used, descriptions may
take different forms, and uncertainty could affect each of them.

Consider, for example, relational databases. The structures of the relational model admit
different kinds of uncertainty. The first kind involves uncertainty at the level of data values;
for example, the values of salary in the relation earn (employee, salary) might be
uncertain. The second kind involves uncertainty at the level of the tuple; for example, the
values of each of the attributes of the relation assign (employee, project) may be certain,
but there might be uncertainty about the precise assignment of employees to projects. A
third kind involves uncertainty at the level of the relation (the structure); for example, there
might be uncertainty whether employees may belong to more than one department, and
hence what should be the proper description of this relationship [4].

As another example, consider an information retrieval system that models each document
with an identifier and a vector of keywords. There might be uncertainty at the level of
a keyword; i.e., the appropriateness of a specific keyword to a given document may be
questionable. In addition, there might be uncertainty at the level of an entire document;
i.e., the existence of some documents may be in doubt.

As a third example, consider an expert system that models real world knowledge with
facts and rules expressed in logic. There might be uncertainty about specific facts (similar to
the tuple uncertainty in relational databases), and there might be uncertainty about specific
rules; i.e., a rule might be only an approximation of the behavior of the real world.

Sources of Uncertainty. Having excluded the possibility that reality itself is subject to
uncertainty, we can always assume that a “perfect” description of any real world object
always exists. Thus, uncertain descriptions are solely due to the unavailability of these
“perfect” descriptions. For example, the precise salary of Tom might be unknown, or the
true relationship between Bordeaux wine and good health might be unclear. Yet, within this
“generic unavailability”, we observe several specific sources of uncertainty [17].

Uncertainty might result from using unreliable information sources, such as faulty reading
instruments, or input forms that have been filled-out incorrectly (intentionally or inadver-
tently). In other cases, uncertainty is a result of system errors, including input errors,
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transmission “noise”, delays in processing update transactions, imperfections of the system
software, and corrupted data owing to failure or sabotage.

At times, uncertainty is the unavoidable result of information gathering methods that
require estimation or judgement. Examples include the determination of the subject of a
document, the digital representation of a continuous phenomenon, and the representation of
a phenomenon which is constantly varying.

In other cases, uncertainty is the result of restrictions imposed by the model. For example,
if the database schema permits storing at most two occupations per employee, descriptions
of occupation would exhibit uncertainty. Similarly, the sheer volume of the information that
is necessary to describe a real world object might force the modeler to turn to approximation
and sampling techniques.

Degrees of uncertainty. The relevant information that is available in the absence of
certain information may take different forms, each exhibiting a different level of uncertainty.
The following discussion is independent of the particular structure affected by uncertainty.
It assumes an element e of the description models an object o of the real world. e might be
a value, a fact, a tuple, a rule, etc.

Uncertainty is highest when the mere existence of some real world object is in doubt. The
simplest solution is to ignore such objects altogether. This solution, however, is unacceptable
if the model claims to be closed world (i.e., objects not modeled do not exist).

Uncertainty is reduced somewhat when each element is assigned a value in a prescribed
range, to indicate the certainty that the modeled object exists. When the element is a fact,
this value can be interpreted as the confidence that the fact holds; when it is a rule, this
value can be interpreted as the strength of the rule (percent of cases where the rule applies).

Assume now that existence is assured, but some of or all the information with which
the model describes an object is unknown. Such information has also been referred to as
incomplete, missing or unavailable.

Uncertainty is reduced when the information that describes an object is known to come
from a limited set of alternatives (possibly a range of values). This uncertainty is referred
to as disjunctive information. Note that when the set of alternatives is simply the entire
“universe”, this case reverts to the previous (less informative) case.

Uncertainty is reduced even further when each alternative is accompanied by a number
describing the probability that it is indeed the true description (and the sum of these numbers
for the entire set is 1). In this case, the uncertain information is probabilistic. Again, when
the probabilities are unavailable, probabilistic information becomes disjunctive information.

Occasionally, the information available to describe an object is descriptive rather than
quantitative. Such information is often referred to as fuzzy or vague information.
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3 Uncertainty in Descriptions: Solutions

Space considerations forbid discussion of all the different solutions that have been attempted
for accommodating uncertainty in descriptions. We sketch here five approaches that are
different from each other; they also exhibit sufficient generality to be applicable in different
information systems.

3.1 Null Values

Most information models insist that similar real world objects be modeled with similar de-
scriptions. The simplest example of this approach are models that use tabular descriptions.
Each such table models a set of similar real world objects: each row describes a different
object, and the columns provide the different components of the description. Often, some ele-
ments of a particular description cannot be stated with certainty. Occasionally, this problem
may be evaded simply by not modeling any object whose description is incomplete. Often,
however, the consequences of this approach are unacceptable, and incomplete descriptions
must be admitted. Not surprisingly, incompleteness is a lesser issue in models that do not
rely on mandatory information.

The least ambitious approach to admitting incomplete descriptions is to ignore all partial
information about the uncertain parts of a description that may be available, and to model
them with a pseudo-description, called null, that denotes uncertainty [18, 15, 37].

Once null values are admitted into descriptions, the model must define the behavior of
transformations and modifications in the presence of nulls. This is not always a simple task.
For example, an extension to the relational calculus that is founded on a new three-valued
logic [7], has been the subject of criticism [8]. Inference in incomplete databases is discussed
in [10]. Updates of incomplete databases are discussed in [1].

Various refinements of this approach have been suggested. For example, a distinction
has been made between incompleteness owing to unavailability and incompleteness owing to
nonexistence. Similarly, it has been suggested to use distinct nulls for unavailable descriptions
that are known to be identical. These and other refinements constitute attempts to apply
whatever partial information that is available.

3.2 Certainty Factors

Certainty factors denote confidence in various elements of the description. They offer a
simple tool for representing uncertainty, and have thus been applied in both information
retrieval systems and in expert systems.
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In information retrieval systems, certainty factors (often called weights) have been used
to denote confidence that a specific keyword describes a given document (or alternatively, to
denote the strength with which this keyword applies to the document) [30, 34]. Methods have
even been developed for computing certainty factors automatically, by scanning documents
and applying keyword counting techniques. The manipulation of these certainty factors is
relatively simple, as they are easily accommodated in the vector space models that are often
used in information retrieval (see Section 3.4 below).

In expert systems, certainty factors have been used to denote confidence that stated facts
and rules indeed describe real world objects [12]. Such factors are usually declared by the
knowledge engineers as part of the knowledge acquisition process, but can also be derived
automatically as part of a knowledge discovery process [24]. The manipulation of certainty
factors in expert systems is often straightforward; for example, assuming certainty factors
in the range [0,1], when a rule with certainty p is applied to a fact with certainty q, the
generated fact is assigned a certainty factor p · q. Pragmatic considerations may have been
the reason that commercial expert systems usually prefer this mostly informal representation
of uncertainty, over more formal approaches that are based on probability theory.

3.3 Possibility and Probability

Fuzzy set theory offers a comprehensive approach to modeling uncertainty in information
systems. The approach described here is derived from [26, 36, 27].

The basic concept of fuzzy set theory is the fuzzy set. A fuzzy set F is a set of elements,
where each element has an associated value in the interval [0,1] that denotes the grade of its
membership in the set. For example, a fuzzy set may include the elements 20, 30, 40, and
50, with grades of membership 1.0, 0.7, 0.5 and 0.2, respectively.

As a relation is a subset of the product of several domains, one approach is to define
relations that are fuzzy subsets of the product of fuzzy domains. Since each such relation is
a fuzzy set, each of its tuples is associated with a membership grade. This definition admits
uncertainty at the tuple level. For example, the tuple (Dick, Pascal) belongs to the relation
proficiency(programmer, language) with membership grade 0.9 (alternatively, this
tuple may be interpreted as stating that Dick’s proficiency in Pascal is 0.9).

Consider the fuzzy set defined earlier, and assume it is named young. It is also possible
to interpret this set as the definition of the term “young”: it is a term that refers to 20 year
olds with possibility 1.0, to 30 year olds with possibility 0.7, etc. Thus, fuzzy sets may be
applied to describe imprecise terms.

Consider now standard (nonfuzzy) relations, but assume that the elements of the domains
are not values, but fuzzy sets of values. This definition admits uncertainty at the data value
level. Having fuzzy sets for values permits specific cases where a value is one of five kinds:
(1) A set; for example, the value of department can be {shipping, receiving} or the value of
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salary can be 40,000–50,000. Note that the interpretation of such sets is purely disjunctive:
exactly one element of the set is the correct value. (2) A fuzzy value; for example, the value
of age can be young. (3) An estimate; for example, the value of smart can be 0.8. (4) A
null value. (5) A simple value.

Finally, by defining a fuzzy relation as a fuzzy subset of the product of fuzzy domains of
fuzzy sets, both kinds of uncertainty can be accommodated.

To manipulate fuzzy databases, the standard relational algebra operators must be ex-
tended to fuzzy relations. The first approach, where relations are fuzzy sets but elements
of domains are “crisp”, requires simple extensions to these operators. The second approach,
where relations are crisp but elements of domains are fuzzy, introduces more complexity be-
cause the “softness” of the values in the tuples creates problems of value identification (e.g.,
in the join, or in the removal of replications after projections). Also, in analogy with standard
mathematical comparators such as = or <, which are defined via sets of pairs, the second
approach introduces fuzzy comparators such as similar-to or much-greater-than, which are
defined via fuzzy sets of pairs. These fuzzy operators offer the capability of expressing fuzzy
(uncertain) retrieval requests.

In [2] a model is described that handles uncertainty with traditional probability distribu-
tions (rather than the possibility distributions of the fuzzy models). A probability distribution
function of a variable X over a domain D assigns each value d ∈ D a value between 0 and 1,
as the probability that X = d. One important difference between probability and possibility
distribution functions is that the sum of the probabilities assigned to the elements of X must
be exactly 1. The definition of a probabilistic database is similar to the second definition of
fuzzy databases: standard relations, but with domain values that are, in general, probabil-
ity distribution functions. A feature of this model is that it allows probability distributions
that are incompletely specified: each such distribution is complemented with a missing value
which is assigned the balance of the probability.

3.4 Distances

An approach to uncertainty that has been applied successfully to both databases systems and
information retrieval systems handles uncertainty with distance. The basic idea is to model
the real world with apparently-certain descriptions, and to rely on definitions of distances
among descriptions to create neighborhoods of descriptions.

Thus, any uncertainty about a real world object o is ignored, and an apparently-certain
description of it e is stored. It is then hoped that this “negligence” would be compensated by
having e somewhere in the neighborhood of the true description. When a request for infor-
mation specifies this true description, e would be retrieved, along with the other neighbors
of the true description.
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As an example, consider an information retrieval system that describes documents with
sets of keywords [30, 34]. Such systems often represent keyword sets with vectors: the
dimension of each vector is the number of possible keywords, and a specific vector position is
1 if a particular keyword is in the set and 0 otherwise. Often, there is uncertainty whether a
specific vector is the true description of a given document. By establishing a distance among
document descriptions, usually with some vector metric, and retrieving all the information in
the neighborhood of a request-vector, the negative effects of inaccuracies in the description
are diminished.

As another example, consider relational database systems. Such systems describe objects
with tuples, and often there is uncertainty regarding the value of some attribute in a given
tuple. It is possible to establish a distance among the elements of the domain of this attribute.
Then, when a query specifies a value of this attribute, all the tuples would be retrieved, whose
value for that attribute is in the neighborhood of the specified value [23].

We assumed here that descriptions are subject to uncertainty (which is ignored) and
requests are certain. The same solution applies when descriptions are certain and requests
are subject to uncertainty. Such requests would be specified with apparent-certainty, and
would be answered with the neighborhood of the request. Again, the negative effects of
inaccuracies in the request would be moderated. Uncertainty in requests is discussed in
more detail in Section 4.1.

A refinement of this general method is to admit certainty factors (Section 3.2) in the
descriptions and in the requests. For example, vectors describing keyword sets use values in
the range [0,1] to denote the certainty that a specific keyword applies to the given document
(or, alternatively, to denote the strength with which this keyword applies). Similarly, request-
vectors use such values to denote the weights of various keywords in the overall request.

3.5 Soundness and Completeness

The final approach we discuss has been developed in the context of relational databases [21].
Instead of modeling “imperfections” in the information (i.e., uncertainty), it suggests declar-
ing the portions of the database that are prefect models of the real world (and thereby the
portions that are possibly imperfect).

Thus, like distances (Section 3.4) and unlike incompleteness (Section 3.1), certainty fac-
tors (Section 3.2) or fuzziness (Section 3.3), the descriptions themselves have no special
features for uncertainty; i.e., they appear certain. However, meta-information provides the
distinction between certain and uncertain information. (Recall that fuzziness and distances
also require meta-information: the definitions of fuzzy terms or the measures of proximity.)

With this information included in the database, the database system can qualify the
accuracy of the answers it issues in response to queries: each answer is accompanied by
statements that define the portions that are guaranteed to be perfect.
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This approach interprets certainty, which it terms integrity, as a combination of soundness
and completeness. A description is sound, if it includes only information that occurs in the
real world; a description is complete, if it includes all the information that occurs in the real
world. Hence, a description has integrity, if it includes the whole truth (completeness) and
nothing but the truth (soundness).

The approach uses the mechanism of views, to specify the portions of the database or
the portions of an answer that have integrity. It describes a technique for inferring the views
of individual answers that are guaranteed to have integrity, from the views of the entire
database that are known to have integrity.

The concept of view completeness is similar to an assumption that a certain view of the
database is closed world; the notion of view soundness is shown to be a generalization of
standard database integrity constraints.

4 Uncertainty in Manipulations

4.1 Transformations

Transformations are operations that derive new descriptions from stored descriptions. The
most frequent type of transformation are requests from users for information. Uncertainty
of requests may have different sources.

Insufficient knowledge of the system. At times, users of information systems have
insufficient knowledge of the information system they are using: they might not have a clear
idea of the information available in the system (or how it is organized), or they might not
know how to formulate their requests with the tools provided by the system.

Requests for information formulated by such naive users exhibit a high level of uncer-
tainty. They range from requests that cannot be interpreted by the system (for reasons that
are either syntactical or semantical) to requests that do not achieve correctly the intentions
of their authors (or achieve them only in part).

Vague specifications. Regardless of their level of expertise, occasionally users may try
to access an information system with only a vague idea of the information they seek. For
example, a user may be accessing an electronic catalogue for a product that would “interest-
ing” or “exceptional”. Alternatively, users could have a clear idea of the information they
want, but might lack the information necessary to specify it to the system. An example is
a user who wishes to look up the meaning of a word in a dictionary, but cannot provide its
correct spelling.
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To summarize, we distinguish among (1) uncertainty of the information available (or
how it is organized), (2) uncertainty of the information needed (or how to specify it), and
(3) uncertainty of the formalisms.

To address all these, the approach has been to develop alternative access tools. Browsers
allow users to access information in either situation discussed above [19, 28, 9]. Interactive
query constructors conduct user-system dialogues to define the request satisfactorily [35].
Vague query processors allow users to embed uncertain specifications in their request; e.g.,
neighborhood queries (see Section 3.4 above) [14, 23]. Error-tolerant interfaces use relaxed
formalisms in their interpretation of requests [20].

Answer Uncertainty. As mentioned above, even after a request for information had
been accepted by the system and its answer delivered to the user, uncertainty might still
persist, because it is not always possible to verify that the request indeed achieved correctly
the intention of the user. Often, the only assurance that the information delivered is the
information needed, is that the user is somewhat familiar with it. In the absence of such
familiarity, uncertainty will persist.

Hence, one must accept that there would be frequent instances where the answer that is
delivered is inaccurate, yet both the system and the user are unaware of this uncertainty.
Often, the uncertainty of apparently-certain answers is revealed only when a conflicting
answer to the same request is received from another information system.

Uncertain answers can also be the result of the methods used by the system to process
requests. For example, an information system might allocate only limited computational
resources to process a request [16], or processing might apply randomizations, sampling or
other estimation techniques. In each case, the answers would exhibit uncertainty.

Finally, it is sometime considered advantageous to sacrifice accuracy for the sake of
simplicity. Recent research on intensional answers [6, 25, 22] has focused on the generation
of abstract answers that describe the exhaustive answers compactly, albeit imperfectly.

4.2 Modifications

Modifications are operations that affect the descriptions stored in information systems, ei-
ther to refine them or to update them. Like transformations (requests for information),
modifications are defined by users. Unlike transformations, they are usually experts.

Thus, insufficient knowledge of the system is rarely a source for uncertain modification
requests. Vaguely specificed modifications, however, are entirely possible. One example is a
request to add information that is uncertain; e.g., “the new manager is either Paul or John”.
Another example is a request to delete information, with uncertainty about what exactly
should be deleted; e.g., “some of the telephone numbers are no longer valid”.
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However, this kind of uncertainty is not any different from the description uncertainty,
that was discussed in Sections 3 and 4. Thus, the first request would be accommodated
as any information of the kind “exactly one of the following values holds”, and the second
request would be accommodated as any information of the kind “some of the following values
hold”. (Of course, if the system cannot model these kinds of uncertainty, then it would not
be able to handle these modifications.)

5 Conclusion

5.1 Hindrances

Commercial information systems have been slow to incorporate uncertainty capabilities.
While solutions based on fuzzy set theory (Section 3.3) are gaining acceptance in several tech-
nologies, commercial information systems have not embraced this solution yet. In database
systems, the only capabilities widely available are for handling null values (Section 3.1),
and for specifying imprecise queries with regular expressions. Most commercial information
retrieval systems do not have the uncertainty capabilities that come with the definition of dis-
tances (Section 3.4). The situation is somewhat better in expert systems, where commercial
systems often permit certainty factors in their facts and rules (Section 3.2).

Examining the possible reasons for this slow acceptance may suggest directions for fur-
ther research. First, IS practitioners are concerned primarily with the performance of their
systems. However, many of the algorithms for matching uncertain data or for processing
uncertain requests are extremely complex and inefficient.

Practitioners are also concerned with compatibility. This dictates that capabilities for
accommodating uncertainty should be offered as strict extensions of existing standards.

Third, database practitioners have often been dissatisfied with various idiosyncratic im-
plementations of uncertainty capabilities (minor examples are the inability to specify an
incomplete date value, or the inability to sort answers with null values flexibly). This may
have had a chilling effect on further implementations.

Another hindrance for database systems with uncertainty capabilities may lie in the
expectations of users. A fundamental principle of database systems has been that queries and
answers are never open to “subjective” interpretations, and users of database systems have
come to expect their queries to be interpreted unambiguously and answered with complete
accuracy. In contrast, users of information retrieval systems would be pleased with a system
that delivers a high rate of recall (proportion of relevant material retrieved) and precision
(proportion of retrieved material that is relevant). Similarly, users of expert systems are
aware that conclusions offered by “automated experts” are often questionable, and would be
satisfied with systems that have shown to have a high rate of success. A database system that
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must adhere to the principles of unambiguity and complete accuracy cannot accommodate
the full range of uncertain information; for example, it can accommodate null values or
disjunctive data, but not (because of its more subjective nature) probabilistic or fuzzy data.

5.2 Information Systems and Artificial Intelligence

Modeling uncertainty in information systems involves a classical dilemma. On one hand, we
want a model as rich and as powerful as possible; for example, a single concept of information
that is capable of representing elegantly all known kinds of uncertain information, as well
as certain information. On the other hand, information systems must abide by crucial
constraints of simplicity and efficiency, both of their descriptions and of the manipulations
of their descriptions.

Like information systems, the field of artificial intelligence too has been concerned with
modeling our knowledge of the real world. Numerous theories have been developed, mostly
they are founded on non-classical logics or on probability theory [3, 31].

It might be said that, traditionally, research in artificial intelligence has been emphasizing
rich and powerful models, striving to model accurately all the minute nuances of reality. On
the other hand, research in information systems has been emphasizing economical represen-
tations with lower expressivity, but with small representational overhead and high processing
efficiency.

A notable case in point are the so-called semantic data models that were defined in the
late 70’s to enhance the modeling capabilities of early database systems [11, 13]. These
models incorporated modeling features, such as generalization and aggregation hierarchies,
that had been adapted from research in artificial intelligence. An even earlier example is the
adaptation of semantic networks for databases [29]. A third and more recent example are
knowledge-rich database systems, that incorporate inference rules expressed in mathematical
logic [32, 33, 5]. Not surprisingly, a major research thrust among database researchers
that have been working in this area, has been the development of highly efficient inference
techniques for a limited class of rules.

Thus, information systems may be said to have embraced “poor-person’s AI”, or, more
graciously, to have adapted AI concepts to work under the strict constraints of information
systems. It is my conjecture that the management of uncertainty is another instance where
information systems may benefit from theories developed for artificial intelligence.
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Appendix: Additional Issues of Uncertainty

This appendix identifies various issues of uncertainty found in information systems. It should
serve to expand and illustrate the discussion of uncertainty in this paper. In some cases,
the issues raised have been treated in research works. In other cases, the issues are being
investigated, or are awaiting research.

The process of database schema design might involve uncertainty (see Section 2); for
instance, a designer may not know what kinds of addresses people will have, though it may
be assumed that the majority will be American. This problem could be handled by schema
design languages with mechanisms for exceptions. An important constraint is that handling
information with exceptions should not require more time.

Description uncertainty could be due to incompleteness of information (Section 2); for
instance, it might be known only that Joe is married to either Mary or Sue and has 2 or 3
children. The answer to a query such as “married persons with at most 4 children” must
then include Joe. This situation may be handled in description logics, such as those offered
in Classics. Query evaluation would involve subsumption.

Abstract answers sacrifice precision for clarity (Section 4.1). Consider the query “who
can teach CS410?”. One approach is to create a hypothetical individual who can teach this
course (as part of the query), then deduce facts about this individual, and return these facts
as part of the answer.

Databases with incomplete information may employ plausible reasoning to determine the
missing information. In this method, rules that have been declared by experts or discovered
in the database (Section 3.2) are used to fill-in some of the nulls; for example, the status
of students could be inferred from their enrollments, and the salary of employees could
be inferred from combinations of age, position and qualifications. Of course, the derived
information would still exhibit uncertainty (which would be quantified by the reasoning
process), but nevertheless the situation would have progressed from total uncertainty (null
values) to quantified uncertainty (certainty factors).

The use of unreliable sources of information (Section 2) raises issues of precedence: should
a present description be updated by a new description, that has been obtained from a less
reliable source? The management of uncertain databases may benefit from the establishment
of certainty constraints, that would establish precedence and thresholds, and, in general,
control the degree of uncertainty that would be tolerated.

Probabilistic data models can be used to represent certain kinds of uncertain information
(Section 3.3). Uncertainty resulting from conflicting information sources (See Section 4.1)
can then be translated into a method for combining probabilistic relations.

The information stored in databases includes also integrity constraints, for stating the
correctness criteria of applications; for instance, a constraint may require that at all times
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the value X should be identical to the value Y . When X and Y are located at different
sites, practical considerations (i.e., site unavailability) suggest that these constraints might
be relaxed in a limited way. Such approximate constraints introduce uncertainty, as now a
value at the disconnected site is not known exactly. It has been suggested that approximate
constraints improve performance and information availability in distributed environments.

In scientific and statistical databases, uncertainty can often be treated as mathematical
inaccuracy, and distance metrics can be defined that measure (or estimate) the divergence
of the description from the real world. Assuring maximal accuracy for every transaction
could be costly; on the other hand, different kinds of applications may tolerate different
levels of inaccuracy. Consequently, it may be beneficial to allow requests to specify the level
of accuracy that must be maintained. Possibly, requests that exceed the present level of
accuracy will force the database to update its description.

Such treatment of inaccuracy also raises traditional numerical issues, such as error prop-
agation across a database, and the accumulation of errors in queries that require complex
calculations (Section 4.1).

Data errors and discretization have been mentioned as contributors to uncertainty (Sec-
tion 2). In some applications, their effect can be reduced by increasing the amount of data,
and by using statistical methods for identifying the data with very high uncertainty.

The accuracy of knowledge (either declared or discovered) could be increased by using
knowledge constraints. Similar to integrity constraints that protect databases from inconsis-
tent data, knowledge constraints would reject inconsistent knowledge. The risk, of course, is
that the constraints themselves would be inaccurate, and would thus reject proper knowledge.

Discovered knowledge about a particular phenomenon might be inaccurate, because vari-
ables that are essential to the particular phenomenon are missing, or inversely, because
variables that are irrelevant to the phenomenon are considered. Various statistical methods
have been proposed for identifying both kinds of variables. Also, accurate knowledge might
elude discovery, if its pertinent variables cannot be isolated (i.e., stated independently) from
other phenomena.

In human-system communications (Section 4.1) there is often uncertainty about the sub-
ject of discourse. Human bureaucracies and computer systems tend identify objects with
artificial identifiers (such as social security numbers or internal system identifiers). These
are guaranteed to be unique, but have little or no meaning to humans, who tend to identify
objects with information that is meaningful, concise, and directly related to the object. The
problem of identifying objects in this manner may be investigated in the framework of graph
theory, where information objects are modeled by labeled nodes, and labeled edges express
the relationships among objects. The problem is then to identify a compact subgraph struc-
ture around a given node that uniquely identifies it (the issue of meaningfulness still needs
to be considered).
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