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1 Introduction

An elderly woman wanders about aimlessly in a home for assisted living. Suddenly,
she collapses on the floor of a lonesome hallway. Usually it can take over two hours
until a night nurse passes this spot on her next inspection round. But in this case
she is already on site after two minutes, ready to help. She has received an alert
message on her beeper: “Inhabitant fallen in hallway 2b”. The source: the SmartSurv
distributed network of smart cameras for automated and privacy respecting video
analysis. Welcome to the future of smart surveillance! Although this scenario is not
yet daily practice, it shall make clear how such systems will impact the safety of the
elderly without the privacy intrusion of traditional video surveillance systems.

The demand for video surveillance systems is immensely increasing in various
fields of security applications and beyond. Camera systems cover, e.g., airports, train
stations and are nowadays also installed in trains and some aircrafts. Further exam-
ples include monitoring of power plants, shopping malls, museums, parking garages
and hotels. A typical casino in Las Vegas uses over 2,000 cameras [39, 11]. Over
4 million cameras are installed in the UK. Moreover, additional applications arise
that are not motivated by security but have its purpose in marketing, e.g., statistics
in retail stores like measuring shelf attractiveness or getting information about the
customers (gender, child/adult etc.). Traffic monitoring is another field. Areas aim-
ing at increased individual safety independent of terrorist threats further extend the
application range of such systems. One important example is the field of assisted
living where we currently concentrate on. According to [24] the US population over
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age 85 will triple from 4.5 million in 2003 to 14.2 million by 2040. Automated
24/7 surveillance to ensure safety of the elderly while respecting privacy becomes a
major challenge. Falls are one of the most serious health risks among seniors over
the age of 65 [30], affecting more people than stroke and heart attacks combined.
Moreover, detecting falls to get immediate help reduces the risk of hospitalization
by 26% and death by over 80%.

Traditional “CCTV”1 surveillance systems used in the field with their central-
ized processing and recording architecture together with a simple multi-monitor
visualization of the raw video streams bear several drawbacks and limitations. The
most relevant problem is the total lack of privacy. Additionally, the necessary com-
munication bandwidth to each camera and the computational requirements on the
centralized servers strongly limit such systems in terms of expandability, installa-
tion size and spatial & temporal resolution of each camera. As the visualization is
counterintuitive and fatiguing due to the massive load of raw video data, manual
tracking is not always performed reliably and activities often remain undetected.
For example, tracking a suspect on his way requires to manually follow him within
a certain camera and when he leaves one camera’s view, an appropriate camera has
to be identified, manually selected. Furthermore, the operator then has to put him-
self in the new point of view to keep up tracking. Obviously, this already strongly
limits the number of persons concurrently tracked. A military study states that after
approximately 22 minutes, an operator will miss up to 95% of scene activities [5].
The personnel costs are another major issue. An automated and privacy respect-
ing 24/7 surveillance system is thus a strongly desired goal. Latest video analysis
systems emerging today are based on centralized approaches which impose strong
limitations in terms of expandability and privacy.

A distributed smart camera approach is proposed that instead qualifies for
surveillance in privacy sensitive areas due to the fact that major processing is per-
formed automated and embedded in each camera node. A real world prototype sys-
tem at a home for assisted living has been set up. The proposed system’s goal set is
to analyze the real world and reflect all relevant – and only relevant – information
in an integrated virtual counterpart, live and in a 24/7 way. Important is that privacy
recommendations of the specific application are taken into account. The top level
overview of the proposed concept and system is illustrated in Fig. 1. It is a fully
sensor driven system.

Section 2 gives a classification of video surveillance systems. After describing
the related work (Section 3), Section 4 describes the problems of centralized and
distributed surveillance systems. In Section 5 the architecture of our system is pre-
sented, the smart camera component is detailed in Section 6. Section 7 presents the
visualization component and at the same time illustrates results of the whole system,
followed by the conclusion.

1 CCTV – Closed Circuit Television
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Fig. 1 Overview of proposed approach for smart surveillance.

2 Classification of AAL & Video Surveillance Systems

Video surveillance systems can be classified by the following criteria:

• Manual vs. automated – This defines if the video analysis is performed by a
human operator or if relevant information is already derived from the raw video
stream in an automated way.

• Centralized vs. distributed – Automated analysis can be further divided by
two philosophies, if the processing is performed on a centralized server instal-
lation or distributed and embedded within a smart cameras network.

Fig. 2 illustrates where the proposed – distributed & automated – approach is placed
within the design space of camera technology and degree of automation. The cam-
era technology is denoted on the abscissa and can be divided into centralized and
decentralized approaches. On the ordinate the degree of automation (and thus the
level of abstraction of the results) in video scene analysis is given. This starts from a
purely manual (CCTV) approach, continues over motion detection to video analysis
in image domain. Although this already includes the abstraction from pixel level to
object level, it is still tied to individual cameras. This in combination with a cen-
tralized camera approach is the typical combination of automated state of the art
systems today. Moving such approach to smart cameras would lead to the blue cir-
cular area on the bottom right. Although this is then automated and executed in a
distributed way, not the full potential of smart cameras is leveraged: All cameras act
as individual cameras with no common world model.

The approach in this article instead addresses tracking and activity recognition in
world coordinates and thus to abstract from camera domain to world domain. This
in combination with a smart camera based approach for distributed processing is
depicted as yellow circle.
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Fig. 2 Classification of video surveillance systems with respect to degree of automation and cam-
era technology.

3 Related Work

3.1 Related Work – Surveillance

Traditional CCTV systems obviously belong to the class “manual” where all raw
video data is analyzed by human operators and centrally stored using DVR1 solu-
tions.

3.1.1 Automated Surveillance Systems

Yilmaz, Javed and Shah give an extensive survey on object tracking [48]. The IEEE
Signal Processing issue on surveillance surveys the current status of automated
surveillance systems, e.g., Foresti et al. present "active video based surveillance
systems". Siebel et al. especially deal with the problem of multi camera tracking
and person handover within the ADVISOR surveillance system [38]. Hampur et al.
describe IBM’s S3 comprehensive multiscale tracking system which is also detailed
in [23] and includes distance estimation using stereo vision. The IE book on “Intelli-

1 DVR – digital video recording
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gent distributed video surveillance systems” [43] also provides a broad overview. At
UCSD, Trivedi et al. presented distributed interactive video arrays (DIVA) for situa-
tion awareness [42]. This work encompasses a comprehensive system for traffic and
incident monitoring [34] which has been installed at multiple real world scenarios
around San Diego (I-5, Qualcomm stadium, Gaslamp quarter, Coronado bridge).
Shah et al. presented Knight, an automated real world surveillance system [37] run-
ning on a centralized server. It mainly targets railroad crossing scenarios. A com-
plete system for aircraft activity monitoring within the AVITRACK project is de-
scribed by Kampel et al. in [27]. Collins et al. in collaboration with DARPA show
the implementation of a system for autonomous video surveillance in [6]. A broader
overview about human activity recognition is given in [33] by Ribeiro et al.

All these systems share the fact that they are host centralized which requires
the transmission of video feeds which costs bandwidth and leaves the door wide
open for misuse. A distributed smart camera approach instead offers many benefits,
only very few systems have been published that take advantage of those. Quaritsch
et al. presented a multi camera tracking method in image domain on distributed,
embedded smart cameras with a fully decentralized handover procedure between
adjacent cameras [32].

3.1.2 Privacy Respecting Surveillance

Actually relatively few surveillance systems addressing privacy issues have been
published: Schiff et al. proposed a very interesting approach, the “respectful cam-
era” [35] where the problem of automatically obscuring faces in real time to assist
in visual privacy enforcement is considered. To this end, persons are required to
wear colored hats or vests. This approach primarily targets surveillance applications
where the raw video stream is necessary, e.g., if an alarm is detected. Also at CVPR,
a workshop on privacy research in vision has been started where research is taken
out to scramble videos as shown by Dufaux and Ebrahimi [14] or de-identificate
faces as presented by Gross et al. [22]. A layered approach where privacy levels
are coupled to users’ access control rights is presented by Senior et al. [36]. Cuc-
chiara et al. at the University of Modena also cover face obscuration [9] within their
comprehensive video surveillance approach.

3.1.3 Assisted Living

Assisted living systems can be divided into manual and automated ones. State of
the art products like Philips Lifeline [30] are manual systems, i.e., the user wears
a wireless help button which he can press in case of an emergency, e.g., in case of
a fall – if he is still in the condition of doing so. This already tremendously helps.
Automated systems go further and can be classified into non-visual and visual sys-
tems. Intel’s Proactive Health Strategic Research Project [13] and Tabar et al. [40]
belong to the former class. Each senior has to wear a tag which however can be lost
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or forgotten easily. Visual surveillance by stationary cameras instead provides con-
tactless observation without the need to equip the elderly. Important to note is the
work by Aghajan et al., especially [1, 28] where a distributed accident management
system for assisted living is presented which combines a wireless sensor solution
worn by each person with a visual surveillance system. Privacy is addressed by not
recording the camera feed if no accident is detected. Cucchiara et al. [10], Haupt-
mann et al. [24] and Williams et al. [46] present their approaches for assisted living
and visual falling person detection, Toreyin et al. in [41] combine visual cues with
audio cues to increase robustness.

3.2 Related Work – Smart Cameras

A variety of smart camera architectures designed in academia and industry exist
today and typically target machine vision and automation applications, although re-
cently they start being used in surveillance. What all smart cameras share is the
combination of a sensor, an embedded processing unit and a connection, which is
nowadays often a network unit. The processing means can be roughly classified in
DSPs, general purpose processors, FPGAs and a combination thereof. Wolf et al.
identified smart camera design as a leading-edge application for embedded systems
research [47]. The special issue [12] of the EURASIP Journal on Embedded Sys-
tems provides a comprehensive overview of current research in the field of embed-
ded vision systems. Bernhard Rinner’s group designed an innovative smart camera
(Bramberger et al. [3]) for distributed embedded surveillance together with ARC.
It consists of a network processor and a variable number of DSPs. Chalimbaud and
Berry presented a smart camera based on FPGAs [4]. Kleihorst et al. presented a
smart camera mote with a Xetal-II high performance yet low power SIMD pro-
cessor [29]. Hengstler et al. presented MeshEye [25], an embedded, low-resolution
stereo vision system on ARM7TDMI RISC microcontroller basis. The idea of hav-
ing Linux running embedded on the smart camera becomes more and more common
(Matrix Vision, Basler, Elphel, FESTO).

From the other side, i.e., the surveillance sector, IP based cameras are emerging
where the primary goal is to transmit live video streams to the network by self con-
tained camera units with (often wireless) Ethernet connection and embedded pro-
cessing that deals with the image acquisition, compression (MJPEG or MPEG4), a
webserver and the TCP/IP stack, and offer a plug ’n’ play solution. Further process-
ing is typically restricted to, e.g., user definable motion detection. All the underlying
computation resources are normally hidden from the user.

The border between the two sides becomes more and more fuzzy, as the machine
vision originated smart cameras get (often even GigaBit) Ethernet connection and
on the other hand the IP cameras get more computing power and user accessability
to the processing resources. For example the processors of the Axis IP cameras are
also fully accessible and run Linux.
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4 Identified Problems of Current Approaches and Resulting
Impact

To summarize, despite the benefits that video surveillance systems provide, the
systems used today impose severe problems:

• Problem #1: Privacy. Privacy is totally ignored by today’s systems that fully
rely on the accessability to raw video feeds. Both on the way to the operator and
the operator itself impose potential risk points of misuse.

• Problem #2: Overstraining data. The sheer mass of raw video data is simply
overstraining the operator. After approximately 22 minutes, even a concentrated
operator will miss up to 95% of scene activities [5]. Distractions like the zoom-
ing to attractive women as documented by studies [26] make it even worse.
Tracking and handover even of single persons on camera level is a challenging
task, tracking multiple persons concurrently is practically impossible.

• Problem #3: Limited flexibility & expandability. Adding new cameras to a
centralized system can easily exceed the available bandwidth or the processing
capabilities of the centralized server.

To get more insight in why privacy is identified as the problem #1 of today’s cen-
tralized surveillance architectures a brief overview of privacy as property is given.

4.1 Privacy

Privacy is a fundamental and very personal property to be respected – also by law
– to allow each individual to keep control of the flow of information about himself.
The definition of privacy needs to be seen in a nuanced light as it comprises multiple
individual points. According to [16], privacy comprises confidentiality, anonymity,
self-determination, freedom of expression and control of personal data. In the world
of video surveillance it is especially important to guarantee privacy, as persons
within a perimeter covered by cameras have very little choice of being surveilled
or not, whereas e.g., in the case of cell phone tracking the user still has the choice
to turn his phone off.

4.1.1 The Privacy Dilemma and its Impact

The royal academy of engineering gives a nice overview of the dilemmas of privacy
and surveillance [16]: “both promise great benefits and pose potential threats. In
some cases those benefits and threats are so sharply opposed, and yet so equally
matched in importance, that dilemmas arise”. One apparent example is visual
surveillance within an aircraft to recognize suspicious activities like group form-
ing and attack preparation. On one hand, this could permit the prevention of fatal
consequences. On the other this poses an intrusion into privacy of each passenger
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being monitored from close distance. A second example is within a home for as-
sisted living: monitoring if a person falls while taking a shower or if he falls asleep
during taking a bath are extremely helpful. However, the privacy issue is obvious.
As no technical solution to this dilemma is known, typically the commensurability
between privacy and surveillance is taken by law. Often, the law differentiates if a
permanent, 24/7 operation of surveillance takes place, if data is recorded and on the
other hand if a notification about the surveillance operation is present and if a special
interest (threat) motivates such installations. Thus, only compromises are achieved
which limits the added value of surveillance and at the same time still represents a
direct intrusion into privacy.

4.1.2 Centralized Systems: Where Does the Privacy Breach Happen?

As shown in Fig. 3 the privacy chain can fail at multiple points: In classical non-
automated “CCTV” type of applications security personnel is inherently embedded
within the loop to analyze the raw video data. Obviously, this opens the floodgates
to misuse (Fig. 3,(1)). Studies report security persons zooming to attractive women
and secretly uploading video feeds to publicly accessible portals like YouTube –
while at the same time missing relevant activities. Second, both for manual and
for centralized & automated systems privacy sensitive video data can be picked up
within the transmission channel (even if the signal is encrypted) from the camera
all the way to a centralized server (Fig. 3,(2)). Even worse, this can happen unno-
ticeable, especially if it includes a wireless connection. In both cases no indication
is apparent to the person in front of the camera that his privacy relevant video data
is misused. With a smart camera based approach only the camera itself remains as

Fig. 3 Privacy breach points in a surveillance system. Top: Manual, centralized architecture. Bot-
tom: Distributed smart camera based architecture as proposed.

point of attack (Fig. 3,(3)). So, the camera housing should be sealed to prevent both
electronical (network attacks) and mechanical access.
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5 The Proposed SmartSurv Approach for AAL

Based on [19] the SmartSurv 3D Surveillance System is presented in the follow-
ing. The system serves as a prototype implementation to come closer to the vision
depicted in Section 1.

5.1 The Smart Camera Paradigm

Centralized computer vision systems typically consider cameras only as simple sen-
sors. The processing is performed after transmitting the complete raw sensor stream
via a costly and often distance-limited connection to a centralized processing server.
We think it is more natural to also physically embody the processing in the camera
itself: what algorithmically belongs to the camera is also physically performed in
the camera. The idea is to compute the information where it becomes available –
directly at the sensor – and transmit only results that are on a higher level of ab-
straction.

5.2 SmartSurv 3D Surveillance Architecture

The top level architecture of our distributed surveillance and visualization system is
given in Fig. 4. It consists of three levels: sensor analysis level (left column), virtual
world level (center column) and visualization level (right column). In the following,
all components are described briefly.

• Scene acquisition: The 3D model acquisition of background scenes with a mo-
bile sensor platform is covered within this component. Alternatively, a 2D floor
plan can be used.

• Scene analysis: A distributed network of smart cameras for scene analysis
where both geo referenced tracking and activity recognition are performed si-
multaneously, embedded in each camera node. All camera nodes transmit their
results to the server level. This smart camera approach allows for optimal scal-
ability, i.e., the processing requirements of a new camera node are completely
covered by its embedded processing means. The bandwidth and server perfor-
mance requirements are only gradually increasing by each camera node. A plug
’n’ play concept allows easy adding of new cameras.

• Virtual world: The virtual world acts as an abstraction interface to decouple the
visualization clients from the camera based scene analysis. It is implemented
by the server level to receive all information from the smart camera network,
stores it in the virtual world model and provides the access to this model for
visualization clients. It manages configuration and initialization of all camera
nodes, collects the resulting tracking and activity recognition data and takes
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Fig. 4 SmartSurv 3D Surveillance Architecture. Left column: Scene acquisition (The Wägele) &
distributed scene analysis (smart camera network). Center column: Server (virtual world) level.
Right column: Visualization level.

care of object handover between cameras. It comprises a camera server node
as the main component, a webserver and a web application node, a data base
storage node, a statistics node and an alarm node. The system’s scalability is
also ensured on server level. Each node can run on a dedicated server, however,
also all server level nodes can run together on a single server PC. Following a
Plug ’n’ Play concept, a new camera is automatically detected as soon as it is
attached to the network and can be added to the server.

• Integrated visualization: Relevant results of the distributed scene analysis are
embedded live in one consistent and geo referenced 3D world model. Three
different visualization options are available.

5.3 Privacy Filters

Depending on the privacy requirements of the application and the used visualization
the following options are available:

• The person is represented by an augmented symbol reflecting the position and
state (e.g., normal or falling). This is the preferred visualization option.

• The object currently tracked is embedded within the respective visualization.
This results in a virtual world model that aims at reflecting as much as possible
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the real world. Either the live texture of the ROI covering the tracked object or
a silhouette as illustrated in Fig. 15, right can be transmitted.

• The live video feed, e.g., of the most relevant camera can be enabled. An au-
tomated switching to display the most relevant camera stream, overlaid with
tracking results is available as shown in Fig. 9. For increased privacy demands
the silhouette can be transmitted instead as illustrated in Fig. 8.

Future work could use a multi-level privacy filter approach according to the alert
level and user privileges, e.g., if a certain medical condition is met, a live video is
transmitted, but then also only to the responsible medical doctor.

5.4 Smart Camera Hardware

Smart cameras from Matrix Vision are used within our system. Each smart camera
consists of a sensor, a Xilinx Spartan 3 FPGA for low level computations, a Pow-
erPC processor for main computations and an Ethernet networking interface. The
mvBlueLYNX 600 series performs its main computations on a 400 MHz Motorola
MPC 8245 PowerPC with MMU & FPU running Embedded Linux. It further com-
prises 64 MB SDRAM (64 Bit, 133 MHz), 32 MB NAND-FLASH (4 MB Linux
system files, approx. 40 MB compressed user filesystem) and 4 MB NOR-FLASH
(bootloader, kernel, safeboot system, system configuration parameters). IP based
connection is used for field upgradeability, parameterization of the system and for
transmission of the tracking results during runtime. It consumes about 5 W power.
The mvBlueCOUGAR series offers Gigabit Ethernet (GigE) and Power over Ether-
net (PoE) as distinctive features besides a more compact form factor (39 x 39 x 96
mm3).

5.5 SafeSenior - The Installation at An Assisted Living Home

To evaluate the system within a real world scenario, a full prototype system has been
installed within a house of Germany’s leading provider for assisted living homes for
the elderly (see Fig. 5). It comprises four mvBlueLYNX 621CX XGA smart cameras
and one server PC. Thereby, the system covers the main hallways of the building’s
ground level as depicted in Fig. 17 with each cameras’ position and field of view
marked as stylized eye. Fig. 6 shows the chosen position and viewing angle of the
four smart cameras installed in the home for assisted living together with a snapshot
image from the viewpoint of each camera. The cameras in the hallways are mounted
vertically to better use the spatial resolution of the long hallway. Each camera brings
its calibration data with it when registering to the system. It is automatically em-
bedded within the ground plan as shown in Fig. 6, once its camera parameters are
known. The system has been running 24/7 for several months now since its instal-
lation early 2007 (with no activity recognition at that time). The algorithms have
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Fig. 5 Our installation in a home for assisted living. Smart cameras are marked with rectangles.

Fig. 6 Views from the respective smart cameras within the home for assisted living.

been developed with this system as testbed. Although a systematic survey is part
of future work, informal questioning of several inhabitants showed that the system
is accepted very well. The persons feel safer as their fear of falling is somewhat
attenuated. Potential critics due to the fact that cameras are used were very seldom,
partly because an information poster clarifies that only automated video analysis
takes place with no user access to video data.
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6 Smart Camera Architecture

The smart camera architecture is illustrated in Fig. 7. It can be roughly partitioned

Fig. 7 Smart Camera Node’s Architecture. Top: Motion detection and tracking. Bottom: SVM
based activity recognition/classification.

in the tracking related parts (Fig. 7, top) and the classification & activity recognition
part (Fig. 7, bottom.) The upper parts consist of the following components which
are based on [18] and detailed in the following: a background modeling & auto init
unit, multiple instances of a particle filter based tracking unit, 2D→ 3D conversion
units and a network unit.

6.1 Background Modeling and AutoInit

Within the background modeling unit we take advantage of the fact that each cam-
era is mounted statically. This enables the use of a background model for segmen-
tation of moving objects. This unit has the goal to model the actual background in
real time, i.e., foreground objects can be extracted very robustly. Additionally, it is
important, that the model adapts to slow appearance (e.g., illumination) changes of
the scene’s background. Elgammal et al. [15] give a nice overview of the require-
ments and possible cues to use within such a unit in the context of surveillance. Due
to the embedded nature of our system, the unit has to very computationally efficient
to meet the real time demands. Our unit works on a per-pixel basis and is capable of
running at 20+ fps on any smart camera used. This is extended by a mixture model
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to further increase robustness by having multiple background hypothesis alive at the
same time. To handle segmentation (i.e., the transformation from raw pixel level to
object level), erosion and region growing steps are applied.

6.1.1 Shadow Suppression

Shadow suppression is required to increase the robustness of the applications on
top of the tracking, i.e., the activity recognition to work robustly. Prati et al. [31]
give an overview of different shadow detection techniques. An existing approach of
Cucchiara et al. [7, 8] has been chosen to implement on the smart camera.

6.1.2 Auto Initialization and Destruction

If the region is not already tracked by an existing particle filter, a new filter is
instantiated with the current appearance as target and assigned to this region. An ex-
isting particle filter that does not find a region of interest near enough over a certain
amount of time is deleted. This enables the tracking of multiple objects, where each
object is represented by a separate color based particle filter. Two particle filters that
are assigned the same region of interest (e.g. two people that walk close to each
other after meeting) are detected in a last step and one of them is eliminated if the
object does not split up again after a certain amount of time.

6.2 Tracking

Our tracking engine is based on particle filter units using color distributions in HSV

space. For each person/object p tracked at time t, the state pX (i)
t of hypothesis (sam-

ple) i comprises its position, size and velocity. The tracking unit is also capable of
adapting the target’s appearance during tracking using either the pdf’s unimodality
(as in [20]) or the background model’s information as adaptation rate to circumvent
overlearning. On the mvBlueLynx 420CX smart camera (200 MHz PowerPC), we
achieve about 17 fps for the whole tracking pipeline when one object is tracked,
15 fps for two objects. The 600 series and the mvBlueCOUGAR (400 MHz) stay
above 20 fps, also for multiple objects. Besides the number of objects, i.e., the num-
ber of particle filter instances, the frame rate is also affected by the target size on
pixel level. We use a subsampling approach to attenuate this effect. Tracking exam-
ples are shown in Fig. 8. Please see [18] for further details. The approximated pdf
p(pXt |Zt) for each person/object p tracked is then reduced: only the maximum like-

lihood sample pX (i)
t , representing the most probable position and scale in camera

coordinates, is further processed in the 2D→ 3D conversion unit.
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Fig. 8 Smart camera indoor and outdoor tracking examples.

6.3 2D→ 3D Conversion Unit

Only the maximum likelihood sample, that represents the most probable position
and scale in camera coordinates, is further processed in the 2D→ 3D conversion
unit. Alternatively, the mean can be used. However, in case of multimodal distri-
butions (which particle filters can handle) this would lead to a worse estimate. This
unit converts from image domain to a common (and geo referenced) 3D world co-
ordinate system using a flat floor assumption and the camera’s calibration data. To
summarize, each smart camera node provides its results in geo referenced world
coordinates, taking the origin of the local model (e.g., floor plan or Wägele model)
into account of which the GPS position is known.

6.4 Handover

To achieve a seamless inter-camera tracking decoupled from each respective sen-
sor node, the handover unit merges objects tracked by different camera nodes if
they are in spatial proximity. To reduce mismatches during handover due to spatial
ambiguities the object’s appearance is also taken into account. No video data has
to be transmitted for the handover process, a color histogram is used for measur-
ing similarity in appearance. Fig. 9 illustrates a typical handover procedure. This
information is also used to track persons beyond the field of view of single cameras.
The extracted data is then sent to the server along with the texture of the object (if
enabled) using the network unit.

6.5 Activity Recognition

Each smart camera is capable of embedded classification and activity recogni-
tion based on a supervised learning approach utilizing Support Vector Machines
(SVMs). The camera is trained by showing and manually labeling relevant situations
(e.g., falling persons) or objects. All extracted feature vectors are automatically pro-
cessed in an offline optimization step and the optimized kernel is downloaded onto
each smart camera to perform activity recognition for each object currently tracked.
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Fig. 9 Automated handover: Each person currently tracked is handed over automatically to the
next relevant camera, managed by the server. Top row: Shown for the person in dark cloths. Bot-
tom row: Shown for the person in the light shirt.

Also object classification is possible with the same framework: The classification
works both on static images (e.g., based on appearance) and on their progression
over time. The classification & activity recognition unit aims at classifying objects
according to their appearance, position (from the tracking unit) or any derived fea-
ture vector. The activity recognition comprises two main parts: the feature manager
and the activity manager (see Fig. 7, bottom). Both are described below.

6.5.1 Activity Manager

The activity manager holds control of all activities (and objects) k to recognize
concurrently. Every activity is instantiated on startup and requests the required fea-
ture extractors f from the feature manager which are then sent to the embedded
SVM classifier engine. Currently, falling person detection is implemented as a first
activity to demonstrate our architecture and at the same time deal with the most
important activity with respect to assisted living.

6.5.2 Feature Manager

The feature manager collects all requested features of the different activities and
builds an intersection of those, so every feature extractor is maximally triggered
once per frame. The results of the extractors are then put in a ring buffer, which
exists for every extractor. In those ring buffers the results of the last n-frames are
hold to represent temporal characteristics. The feature manager then assembles the
different feature vectors according to the request of each activity, and returns them
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to the activity manager. As a first start, within the context of activity recognition
five feature extractors are implemented until now with to be used especially for
falling person detection. These include the temporal characteristics of aspect ra-
tio, deviation of aspect ratio and temporal characteristics of similarity in histogram
space using different measures (Bhattacharyya distance etc.) Experiments showed
that especially a combination of aspect ratio and histogram features performs quite
well. Due to the underlying tracking mechanism and the known correspondence be-
tween tracking and activity recognition, both the activity and its location where it
happened is transmitted for further visualization and fast response (e.g., in case of
falling persons). No video is necessary to be transmitted.

6.6 The Classification & Activity Recognition Flow

The whole flow for using the SVM engine on the camera is split in two phases:

• 1. Training phase Within the training phase the supervised learning process is
carried out. Here, an optimized kernel is generated and trained.

• 2. Online phase The online phase applies during use of the system.

These phases are also differentiated in terms of speed requirements. To ensure maxi-
mal flexibility an approach is taken where the smart camera behaves like “hardware-
in-the-loop”. The training phase is transparently outsourced to the server to fully
exploit the latest SVM optimization frameworks available today without the need of
porting them to the smart camera. All that is required on the smart camera are effi-
cient implementations of the feature extractors and the SVM online evaluation. The
former is not necessary to be reimplemented on the server, instead the feature ex-
traction runs transparently on the camera also within the training phase. This ensures
that exactly the same extractors are used online as within training and avoids double
implementations with the corresponding danger of bugs. From the camera perspec-
tive, hardware-in-the-loop here can thus be interpreted as “server-in-the-loop” com-
pared to a full smart camera implementation. After the training phase the kernel is
downloaded to the embedded SVM engine on the smart camera for fully embedded
online evaluation.

6.6.1 Training Phase

The training is performed using the SPIDER framework from MPI, Tübingen [45]
which is an object oriented SVM framework in MATLAB. After choosing a kernel
function (e.g., RBF) the kernel parameters (σ ,C) are optimized using a grid search
with exponential steps in conjunction with cross validation. To this end, the perfor-
mance under different combinations of kernel parameters is evaluated and the one
with the best cross selection precision is chosen and trained. Cross validation is a
preferred method especially if only few training examples are available. The loss of
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the kernel considered as best is computed. Within this framework the classification
performance of different feature combinations can easily be tested and compared.
Finally, the kernel together with the optimized parameters are downloaded to the
camera in the field.

6.6.2 Online Phase

Within the online phase the whole SVM classification process is performed em-
bedded on the camera. We chose to use SVMs not only due to their theoretical
and practical benefits in terms of classification performance but also due to their
relatively moderate computational demands in the online phase: During runtime,
basically only a dot product between the feature vector combination of the actual
camera image and each support vector has to be computed for each iteration. If
the feature extractors are discriminative for the specific application and the training
examples are representative, only few support vectors are necessary, thus speeding
up the classification process. Examples both in terms of classification and activity
recognition are depicted in the following.

6.6.3 Activity Recognition at The Assisted Living Home

Fig. 10 shows a sequence of a person tracked and analyzed within the hallways of
the assisted living demonstrator. The event of falling is detected which is finally vi-
sualized as stylized icon as shown later in the web visualization (Fig. 17) and in the
Google Earth visualization (Fig. 15). The falling person’s position is marked with a

Fig. 10 Detected falling sequence at the assisted living home.

red warning icon and transmitted as a text message to a given phone via the alarm
handler. The corresponding extracted feature vectors from this video sequence of the
relevant camera are depicted in Fig. 11 where the detected falling event is marked.
Encouraging results are made with the combination of aspect ratio, aspect ratio de-
viation and histogram differences. It showed that the best matching kernel is a RBF-
Kernel. The loss after a three-fold cross validation was 0.64%. The training data
was extracted from 11 different video files, wherein the amount of frames labeled as
falling, compared to those labeled as not falling, is unbalanced. Our resulting ker-
nel consists of 37 support vectors of 1508 training vectors (2.45%) which indicates
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Fig. 11 Features over time, falling sequence is marked.

good generalization performance and discriminative features. Moreover, the same
kernel can be used for all cameras installed in the assisted living home. The com-
plete prototype system with activity recognition enabled runs on the smart camera
node with 8-10 fps. Feature values over time are shown in Figure 11, the frames
which indicate a falling person is marked red. Figure 10 shows the corresponding
scene where the person is detected as falling. The system shows quite promising
recognition performance, however the positive training examples (persons actually
falling) are not enough to provide a quantitative performance analysis yet.

7 Visualization Fully Decoupled from Sensor Layer

We present three different visualization options which are designed for a more
intuitive understanding of the surrounding, decoupled from the sensor network.

7.1 3D Visualization Node - XGRT

This visualization option enables that results of the camera network are directly em-
bedded within a 3D model. To this end, we developed a mobile model acquisition
platform called “The Wägele”1. It allows for easy acquisition of indoor and outdoor
scenes: 3D models are acquired just by moving the platform through the scene to be
captured. Thereby, geometry is acquired continuously and color images are taken
in regular intervals. Our platform (see Fig. 12) comprises an 8 MegaPixel omnidi-
rectional camera (C1 in Fig. 12) in conjunction with three laser scanners (L1-L3 in
Fig. 12) and an attitude heading sensor (A1 in Fig. 12). Two flows are implemented

1 Wägele – Swabian for a little cart
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to yield 3D models: a computer vision flow based on graph cut stereo and a laser
scanner based modeling flow. After a recording session the collected data is assem-
bled to create a consistent 3D model in an automated offline processing step. More
details can be found in [2, 17]. The visualization node gets its data from the server

Fig. 12 The Wägele: Two setups of our mobile platform. Left: Two laser scanners L1, L2 and one
omnidirectional camera C1. Center & Right: Three laser scanners L1, L2, L3 and omnidirectional
camera closely mounted together.

node and renders the information (all objects currently tracked) embedded in the
3D model. This visualization option is based on the eXtensible GRaphics Toolkit
(XGRT) developed by Wand et al. at our institute which is a modular framework
for real time point based rendering [44]. Tracked objects can be displayed as sprites
using live textures [18]. The viewpoint can be chosen arbitrarily, also a fly-by mode
is available that moves the viewpoint with a tracked person/object. Results of the
GRIS installation with both indoor and outdoor cameras is described now. First, a
3D model of both the indoor hallway and the outdoor environment has been ac-
quired. Afterwards, the camera network has been set up and calibrated relative to
each model. Fig. 13 illustrates results within the XGRT visualization. Each tracked
persons (see Fig. 13,(1, 3)) is embedded within the acquired 3D model as live tex-
ture (Fig. 13,(2, 4)). Even under strong gusts where the trees were heavily moving,
our per pixel noise process estimator enabled robust tracking by spatially adapting
to the respective background movements.

7.2 Google Earth as Visualization Node

A geo referenced visualization of the scene analysis results embedded in Google
Earth [21] is introduced in the following. The produced results of the surveillance
system are permanently updated on a password protected web server which can
be accessed ubiquitously by multiple users. According to the privacy needs of the
application each embedded object is represented either as live texture or filtered
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Fig. 13 XGRT visualization: (1, 2): Indoor experiment. (3, 4): Outdoor experiment. (1, 3): Live
smart camera view with overlaid tracking information. (2, 4): Live XGRT rendering of tracked
object embedded in 3D model acquired by the Wägele platform.

as icon within the Google Earth model, augmented by its status. The latter further
increases the applicability of the system in areas with high privacy concerns, as
the video data can stay completely in each smart camera. Tracking and activity
results are updated at 20 Hz. Furthermore, in case of an recognized emergency a
live overlay of the camera view can be displayed, updated at lower frequency (e.g.
1 Hz) to save bandwidth. Of course, the viewpoint within Google Earth can be
chosen arbitrarily during runtime, independent of the objects being tracked (and
independent of the camera nodes). A car tracking example is illustrated in Fig. 14:
As a car approaches one camera’s field of view, a new particle filter is automatically
instantiated and tracks the car along its way. Within the Google Earth visualization
the car is embedded as a stylized icon. Figure 15 shows the resulting Google Earth
visualization of the home of assisted living, overlaid by a floor plan. Currently, one
person is present within the perimeter covered by the prototype installation. It is
detected as a moving object, automatically tracked and analyzed. In this moment, the
person’s activity is recognized as falling and thus marked by a red warning icon at
the corresponding position in geo referenced world coordinates. No person specific
data is visualized, the live view is just shown for demonstration purposes but could
be enabled to appear in case of such a detected alarm situation. Not only the results
of multiple cameras but even of multiple complete installations at different locations
around the world could be visualized concurrently in this virtual world to provide a
single-point of information. This addresses the problem of getting overstrained by
the sheer mass of video data (problem #2), which is even more present if multiple
installations have to be covered concurrently, is also addressed with this approach.
At the same time, the visualization shows the benefit of the spatial information in
world domain of the event, not just a result in 2D image domain (“falling person in
camera #555”). As the viewpoint can be chosen arbitrarily during runtime, Fig. 16
shows a zooming sequence to a detected falling person in the assisted living home.
This shall demonstrate how a scenario with multiple homes for assisted living could
look like: Not only the results of multiple cameras but even of multiple complete
installations at different locations around the world could be visualized concurrently
in this virtual world to provide a single-point of information. This addresses the
problem of getting overstrained by the sheer mass of video data (problem #2, which
is even more present if multiple installations have to be covered concurrently, is also
addressed with this approach. At the same time, the visualization shows the benefit
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Fig. 14 Live tracking results embedded in Google Earth. The approaching car is tracked as “ob-
ject3” in world domain, visualized as stylized car icon. An overlaid video feed of one camera
node’s output is shown on bottom right, respectively.

of the spatial information in world domain of the event, not just a result in 2D image
domain (“falling person in camera #555”).

7.3 Web Application for Visualization

An interactive web visualization application has been developed to cover users with
just a web browser independent of Google Earth. Thereby, the system is ubiqui-
tously available to any user, at the same time protected by standard secure tech-
niques. Fig. 17) depicts the web visualization. In contrast to regular synchronous
web page calls, only incremental changes are updated by rendering objects and ac-
tivities in the floor plan on-the-fly. The update frequency can be chosen at runtime
up to 10 Hz. No privacy critical data is shown unless an emergency is recognized. In
this case the live view of the associated camera is automatically integrated at lower
frequency (e.g., 1 Hz). To summarize, using the latter two ways of visualization, the
resulting information from the distributed camera network is first integrated in one
consistent world model which is then made accessible worldwide for multiple users
independently.
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Fig. 15 Google Earth visualization of the assisted living home prototype system. A person is
tracked and classified as falling by the smart camera network – reflected within the Google Earth
visualization located in world coordinates. On the right the live view of the respective smart camera
is shown, overlayed by the 2D tracking output.

7.4 Statistics

The information within the virtual world model results in the following statistics.
Fig. 18 illustrates the number of persons tracked concurrently within assisted living
prototype over 24 hours of operation. In Fig. 19 the distribution of number of events
per hour within a day is shown, accumulated over an entire week. As we do not have
an automated way of detecting false tracking results, no qualitative results showing
false object detection rate are available yet. One can see an early start in the day, a
significant peak around lunch time and a very early drop at 7p.m. where the elderly
persons already go to their rooms.

To further address problem #2 – the overstraining data problem – a timescaled
visualization functionality is available. Thus, besides the live view of the current
situation reflected in the virtual world model it is possible to access past time spans
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Fig. 16 Google Earth visualization: Zooming in to a person recognized as fallen.

Fig. 17 Ground plan with embedded camera information, tracking and activity recognition results.
Every camera’s pose in conjunction with its field of view is depicted within this plan. Concurrently,
four persons are tracked by the smart camera network whereas one person has been falling (red
icon on the right).

and get a quick overview of the situation, e.g., of the last 24 hours in the home
for assisted living. The user can jump between events (tracking/activity recognition
results), only time spans where events happened are logged for visualization. All
events within the chosen interval width are shown concurrently to reduce the chance
of missing events in case of fast forward. A temporal (“replay”) animation in a
definable speed is available.
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Fig. 18 Distribution of number of persons concurrently tracked by the camera network over one
week of operation.

Fig. 19 Events over 24h within the whole perimeter covered by the camera network at the home
for assisted living.

8 Conclusion and Impact

Surveillance applications are booming in various fields of applications. However,
current manual and centralized automated systems impose several strong draw-
backs, especially in terms of privacy. Three problems have been identified: lack
of privacy, sheer mass of raw video data overstraining the operators, and limited
flexibility of today’s systems. A distributed and automated smart camera based ap-
proach has been proposed that addresses these problems. The approach is based on
the smart camera paradigm where a camera behaves like an application specific sen-
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sor that just transmits the results which are on a higher level of abstraction. The pre-
sented architecture and system is capable of distributed tracking in geo referenced
world coordinates. Furthermore, it features activity recognition and is extendible
by arbitrary events as long as according features are designed. To this end, each
smart camera is capable of embedded classification using Support Vector Machines
(SVMs). Only results are then transmitted to ensure privacy which are embedded
in one consistent geo referenced world model for visualization. A real world proto-
type system at a home for assisted living has been set up. It has been running 24/7
for several months now and shows quite promising performance. As a first activity,
falling person detection has been addressed. An intuitive visualization system with
three innovative options is presented where all information of the sensor systems is
integrated in one consistent and geo referenced world model – the virtual world. The
user is fully decoupled from the camera level and just sees the resulting movements
within a geo referenced map. The idea is that he does not have to care about the
underlying processes (which camera a person currently tracks and when a handover
occurs), he just sees the path of each person in a world map, enriched by its status
of the activity recognition.

8.1 Future Directions

Future work includes a systematic survey of the inhabitants of the assisted living
home to gain more insight in how such a system is seen from the user’s perspective.
Moreover, it goes without saying that also challenges of the proposed approach have
to be mentioned. The performance of the system relies on the performance of the au-
tomated video analysis algorithms. These do not complement the human operators
but replace them from sensor level all the way up to a level where the information is
not directly privacy related any more. The trust in the camera system from both sides
is to be made clear: The persons being surveilled have to trust that it really does work
as privacy respecting as advertised. With CCTV-style systems the user can at least be
aware that he is currently being watched (now that he does not have a choice). At the
same time, the operator has to trust in video analysis and self-diagnosis capabilities
as no method of control is available to check its operativeness. One solution could
be to certify the manufacturers of such systems as “trusted”. Additionally, a self-
diagnosis unit within the camera should check if it is still fully operational (e.g., by
checking if the lens is still clean). The most important remaining challenge is, that
automated video analysis is still a hot research topic with unsolved problems. Espe-
cially, the more abstract activities involving multiple persons and objects are topics
of future research. Moreover, fully distributed and collaborative processing and de-
cision making is a major research direction for future work. This could increase the
robustness significantly, both on algorithmic level in terms of computer vision and
with respect to fault-tolerance on hardware level. Performing the handover process
in a distributed way is a first area to start with. Fusing object classification and ac-
tivity recognition results is also an interesting future direction. Moreover, instead
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of using the discrete privacy filter options, i.e., either raw video texture or stylized
icons, a continuous de-identification filtering could be used to get information in be-
tween by combining the presented architecture with techniques like the “respectful
camera” and “de-identificated faces” mentioned in Section 3.1.2. According to the
importance level of the activity (e.g. falling) and status of the user (e.g., a medical
doctor) a more fine-grained access to privacy related data could be given in cases
where video data should still be of interest.
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