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ote

e programmer to debug
ey do not debug the code
themsleves.



Ic Checking

done by analyzing the
de common security
rogramming mistakes.

e Common tools for C:
lint family of tools



Ing (GCC/GDB)

ugging support:

rog.c

lIES.

Each file must be compiled with -g option
The flag must also be set when linking



ing GDB

nder gdb:

im with arguments
gdb) run argl arg2 ...



g through Code

gram somehow (Ctrl-C,

tep:
0 to next line
If a function is reached, go over it

step: step through execution
If a function is reached, go into it



s on Variables

I

(gdb) set var xyz = abc
This avoid ambiguity



1S on Functions
0

(gdb) finish
Complete execution of current function and return
to caller






akpoints

t at a line:

.c:9

t at a function:
(gdb) break funcl

* Getting information:
(gdb) info breakpoints



Kpoints (cont'd)

points:

stops the program once
Kpoint:

disable <breakpoint-number>

breakpoint number as returned by info
breakpoints

» Skipping a breakpoint

iIgnore <breakpoint-number> <number-of-times>



tchpoints

nt:

hanges made to variable x
point:
(gdb) rwatch x

Report all read access to variable x
» Setting a read/write watchpoint:

(gdb) awatch x



oints (cont'd)

eakpoints and watchpoints
ts:

disable <watchpoint-number>

Enter <watchpoint-number> as printed by “info
breakpoints”
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