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Abstract

Temporal correctness is crucial to the dependability of
real-time systems. Few methods exist to test for tempo-
ral correctness and most existing methods are ad-hoc. A
problem with testing real-time applications is the depen-
dency on the execution time and execution order of indi-
vidual tasks. Thus, the response times for the tasks may be
non-deterministic with respect to inputs. Conventional test
coverage criteria ignore task interleaving and timing and,
thus do not help determine which execution orders need to
be exercised to test for temporal correctness. This paper
presents a test criteria based on mutation to test timeliness.
We also show how previously proposed methods in spec-
ification based testing can be applied to testing real-time
systems.

1 Introduction

Real-time systems often operate in safety-critical envi-
ronments and must be dependable. A current trend is to
increase the services that real-time systems offer beyond
their core functionality. This flexibility adds increased com-
plexity and sometimes temporal non-determinism. Thus we
need methods to detect failures based on temporal faults.

Timeliness is the ability for software to meet timing con-
straints. For example, a time constraint can be that it should
never take more than 2 ms from when a car’s brake pedal is
pressed until the brake is activated.

Real-time systems are often concurrent, thus response
times can depend on the order in which different tasks exe-
cute. This is particularly difficult in event-triggered systems
because sporadic interrupts can continuously influence the
execution order and schedule. Also, caches in the hardware
can affect the execution times of tasks, causing them to be-
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come non-deterministic.
Timeliness of embedded real-time systems is usually an-

alyzed and maintained using scheduling analysis techniques
or regulated online through admission control and contin-
gency schemes. However, these techniques make assump-
tions about the tasks and load patterns that can affect the
timeliness and therefore must be tested. Furthermore, doing
full schedulability analysis with non-trivial system models
is quite complicated. Thus timeliness must be tested.

Real-time theory commonly models software behavior
by distinguishing between periodic and sporadic tasks that
compete for system resources. Periodic tasks are released
with fixed inter-arrival times, thus when the tasks will be
released is known statically. Sporadic tasks can be released
at any time, behavior that is harder to analyze. To ease anal-
ysis, sporadic tasks often specify a minimum inter-arrival
time or some way to model their release pattern. Each real-
time task typically has a deadline, which specifies how long
the task has to finish. Tasks may also have an offset, which
denotes the time before any task of that type can be released.

We surveyed existing testing methods for real-time soft-
ware and concluded that few considered variations in the in-
ternal behavior of concurrent real-time systems [10]. Most
methods use state-machine tests to verify that the output
falls within an output interval that is valid according to the
specification of the event-sequences [8].

However, there are dependencies between execution or-
ders and response times of tasks, thus the specification no-
tation must include structural information to test timeliness.
The structural information needed is information about es-
timated execution times of tasks, scheduling policies, and
concurrency control and resource dependencies that can in-
fluence the execution order of tasks.

A test criterion defines test requirements that must be
satisfied when testing the software. Examples of test criteria
include execute all statements containing the letter q and
cover all transitions in a state machine. A test coverage
measure expresses how thoroughly tests have satisfied a test
criterion.



Ammann and Black [2] presented specification-based
testing criteria based on mutation testing for code [5]. In
specification-based mutation testing, a set of mutant speci-
fications are generated from an existing specification using
mutation operators that change some detail of the model. A
test requirement is to kill a mutant by distinguishing it from
the original specification.

This paper presents a mutation test criterion to test time-
liness of concurrent real-time systems. Mutation operators
are defined in section 3 and test cases are created to kill all
mutants generated by the operators. We also demonstrate
the use of the mutation operators through a case study.

2 Timed Automata with Tasks

Timed Automata (TA) [1] have been used to model dif-
ferent aspects of real-time systems. Variations of the nota-
tion have been used to generate test cases that do not take
execution orders and structural information into considera-
tion [12].

An extension to timed automata, Timed Automata with
Tasks (TAT) was presented by Nordström, Wall and Yi [11]
and refined by Fersman [6]. TAT includes explicit operators
to model scheduling and execution of real-time tasks, so it
is suitable for this research.

A timed automaton (TA) is a finite state machine ex-
tended with a collection of real-valued clocks. Each tran-
sition can have a guard, an action and a number of clock
resets. A guard is a condition on clocks and variables, such
as a time constraint. An action can do things such as assign
values to variables. The clocks increase uniformly from
zero until they are individually reset in a transition. When a
clock is reset, it is instantaneously set to zero and then starts
to increase uniformly with the other clocks.

TAT extends the TA notation with a set of real-time tasks
P. P represents programs that perform computations in re-
sponse to a request. Formally, we use the definition (1) from
Fersman [6]. Act is a finite set of actions and ζ is a finite
set of real-valued variables for clocks. B(ζ) denotes the set
of conjunctive formulas of atomic constraints in the form
xi ∼ C or xi − xj ∼ D where xi, xj ∈ ζ are clocks, ∼
∈ {≤, <, =,≥, >} and C & D are natural numbers.

Definition 1 A timed automaton extended with tasks over
actions Act, clocks ζ and tasks P is a tuple <
N, l0, E, I, M > where

• < N, l0, E, I > is a timed automaton where

– N is a finite set of locations
– l0 ∈ N is the initial location
– E ⊆ N × B(ζ) × Act × 2ζ × N
– I : N 7→ B(ζ) is a partial function assigning

each location with a clock constraint
• M : N 7→ P is a partial function assigning locations

to tasks in P

Initial

Alpha
A

x<=3

x==3
x:=0

Waiting

x==4
x:=0

Beta
B

x<=4x:=0

x>30

x==2

Figure 1. Timed Automata with Tasks
ID c d SEM PREC

A 4 12 {} {}

B 2 8 {} {}

Table 1. Task set for TAT in Figure 1

TAT states are triples of the current location of the au-
tomaton, values for all data variables and clocks, and a task
queue. The task queue contains the remaining execution
time and the time remaining until the deadline is reached
for each task. The first task in the queue is assumed to be
executing and its remaining execution time is decreased on
each clock tick. A task is placed into the queue when a state
is reached that is associated with the task. Preemptions oc-
cur when the first task in the queue is replaced before its
remaining execution time is zero. If the remaining execu-
tion time reaches 0 for the first task it is removed and the
next task starts to execute.

Precedence constraints are relations between pairs of
tasks. Shared resources are modeled by a set of system-
wide semaphores, R, where each semaphore s ∈ R can
be locked and unlocked by tasks at fixed points in time,
0 ≤ t1 < t2 ≤ ci, relative to the task’s start time. Elements
in P express information about task types as quadruples
(c, d, SEM, PREC). c is the required execution time
and d is the relative deadline. These values are used to cre-
ate a new task instance as it is released by a TAT automaton
action. SEM is a set of tuples of the form (s, t1, t2) where
t1 and t2 are the lock and unlock times of semaphore s ∈ R
when an instance of the task type is executed. PREC is a
subset of P that specifies which tasks must precede a task of
this type.

The precedence constraints and semaphore requirements
are used to sort the task queue so that only tasks that have
their execution conditions fulfilled can be put in the first
position of the schedule [7]. Consider the TAT model in
figure 1, which uses preemptive EDF scheduling and the
task set in table 1.

In the example, all clocks start at zero, the task queue
starts empty and the automaton is in the Initial location.
Then two types of transitions may occur: (i) time may
progress an arbitrary time period (delay transitions), in-
creasing all clock variables, or (ii) a transition to location
Alpha can be taken (an action transition). Two things hap-
pen on a transition to Alpha. First, Alpha is associated with
task type A so an instance of task A is added to the task
queue. Second, the transition to Alpha contains a reset, so
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Transition State < location;clocks;queue >

Delay: 0 → 10 < Initial; x = 10; q[] >

Initial → Alpha < Alpha;x = 0; q[(4, 12)] >

Delay: 10 → 13 < Alpha;x = 3; q[(1, 9)] >

Alpha → Beta < Beta;x = 0; q[(2, 8), (1, 9)] >

Delay: 13 → 15 < Beta;x = 2; q[(1, 7)] >

Beta → Beta < Beta;x = 2; q[(1, 7), (2, 8)] >

Delay: 15 → 17 < Beta;x = 4; q[(1, 6)] >

Beta → Waiting < Waiting;x = 0; q[(1, 6)] >

Table 2. Trace of possible execution order

clock x is set to zero. Location Alpha has an invariant of
x <= 3 and a transition to Beta is taken when x is 3, so the
TAT waits exactly 3 time units. However, table 1 defines
an execution time of 4 time units for A, so it will not com-
plete. When location Beta is reached, an instance of task B
is added to the task queue. Tasks of type B have a shorter
deadline than tasks of type A, so the task queue sorts on
the earliest deadline and preempts the task of type A. The
automaton stays in location Beta for 4 time units. After 2
time units, task B will finish its execution (before its dead-
line), and task A executes to completion. If the transition on
x == 2 is taken (allowed but not required), another task of
type B will be released. This allows multiple task execution
patterns. Table 2 gives an example trace.

3 Mutation-based Testing

The basis for mutation testing is the set of operators. Mu-
tation operators usually model possible faults, so the first
step in designing mutation operators is to understand the
types of faults that can occur. We have identified two cate-
gories of timeliness faults.

The first category represents incorrect assumptions about
the system behavior during schedulability analysis and de-
sign. This includes assumptions about execution times, use
of shared resources, precedence relations, overhead times
of context switches, and cache efficiency. If wrong assump-
tions are used then execution orders that were not analyzed
may cause deadlines to be missed.

The second category is the system’s ability to cope with
unanticipated discontinuities and changes in the environ-
mental behavior, for example, disturbances in the sampling
periods. Some faults in a system design may be hidden by
assumptions about the operational environment. If the op-
erational environment differs from the assumptions, an ex-
tensively tested system may fail during operation.

Mutation operators based on these two categories are de-
scribed below. In six of the mutation operator types, a pa-
rameter is used to indicate constant differences in the time.
This time delta can be tuned by the tester to yield mutants
that are easier or harder to kill.

3.1 Task set mutation operators

Six mutation operators represent potential faults in real-
time systems that may cause failures in the form of delayed
responses. For each operator, the points in time when a re-
source is taken and released are between zero and the spec-
ified execution time of the task. If the mutation operator
causes the lock or unlock times of a resource to fall out-
side of this interval, the time is adjusted to the appropriate
endpoint of the interval.
Execution time mutation operators: Execution time op-
erators increase or decrease the execution time of a task by a
constant time delta. These mutants represent an overly opti-
mistic estimation of the worst-case (longest) execution time
of a task or an overly pessimistic estimation of the best-case
(shortest) possible execution time.

Estimations of worst-case execution times is very hard.
In particular, the execution time when running a task con-
currently with other tasks may be longer than running the
task uninterrupted. The ∆− execution time operator is rel-
evant when multiple active tasks share resources in the sys-
tem. A shorter than expected best-case execution time of a
task may lead to a scenario where a lower priority task gets
a resource and blocks a higher priority task so that it misses
its deadline.

(1) ∆+ execution time: Given a TAT model with task
set P, for every task (ci, di, SEMi, PRECi) ∈ P , create
one mutant that changes the execution time ci to ci + ∆.

(2) ∆− execution time : Given a TAT model with task
set P, for some task (ci, di, SEMi, PRECi) ∈ P , create
one mutant that changes the execution time ci to ci − ∆.
Hold time shift mutation operators: The delta +/- hold
time shift mutation operator changes the interval of time
a resource is locked. For example, if a semaphore is to be
locked at time 2 and held until time 4 in the original model,
a ∆+ hold time shift mutant (with ∆ = 1) would cause the
resource to be locked from time 3 until time 5.

Execution times differ and external factors vary in how
they disturb the execution times, making it hard to accu-
rately predict when a resource will be acquired and released
relative the start of the task. Execution time before a re-
source is allocated may also take more or less time than
expected. This introduces new chains of possible blocking.

(3) ∆+ hold time shift : Given a TAT model with
task set P, for every task (ci, di, SEMi, PRECi) ∈ P
and every semaphore use (s, t1, t2) ∈ SEMi, create
one mutant that changes t1 to min(t1 + ∆, ci) and t2 to
min(t2 + ∆, ci).

(4) ∆− hold time shift : Given a TAT model with
task set P, for every task (ci, di, SEMi, PRECi) ∈ P
and every semaphore use (s, t1, t2) ∈ SEMi, create
one mutant that changes t1 to max(0, t1 − ∆) and t2 to
max(0, t2 − ∆).
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Lock time mutation operators: The delta +/- lock time
mutation operator increases or decreases the time when a
particular resource is locked. Fir instance, if a semaphore
is to be locked from time 2 until 4 in the original model, a
∆+ lock time mutant (with ∆ = 1) causes the resource to
be locked from time 3 to 4.

An increase in the time a resource is locked increases
the maximum blocking time for a higher priority task. This
mutation operator requires test cases that can distinguish an
implementation where a resource is held too long from one
where it is not. Furthermore, if a resource is held for less
time than expected, the system may get different execution
orders that will result in timeliness violations.

(5) ∆+ lock time: Given a TAT model with task set P,
for every task (ci, di, SEMi, PRECi) ∈ P and every
semaphore use (s, t1, t2) ∈ SEMi, create one mutant that
changes t1 to min(t1 + ∆, t2).

(6) ∆− lock time: Given a TAT model with task set P,
for every task (ci, di, SEMi, PRECi) ∈ P and every
semaphore use (s, t1, t2) ∈ SEMi, create one mutant that
changes t1 to max(0, t1 − ∆).
Unlock time mutation operators: Unlock time mutation
operators change when a resource is unlocked. For exam-
ple, a ∆+ unlock time mutant (with ∆ = 1) causes the
resource to be held from time 2 to 5.

(7) ∆+ unlock time: Given a TAT model with task set
P, for every task (ci, di, SEMi, PRECi) ∈ P and every
semaphore use (s, t1, t2) ∈ SEMi, create one mutant that
changes t2 to min(t2 + ∆, ci).

(8) ∆− unlock time: Given a TAT model with task set
P, for every task (ci, di, SEMi, PRECi) ∈ P and every
semaphore use (s, t1, t2) ∈ SEMi, create one mutant that
changes t2 to max(t1, t2 − ∆).
Precedence constraint mutation operators: Precedence
constraint mutation operators add or remove precedence
constraint relations between pairs of tasks. This represents
situations where a precedence relation exists in the imple-
mentation that is not modeled during analysis of the system,
or a precedence constraint was not implemented correctly.
An additional or missed precedence constraint may cause
two tasks to be executed in the wrong order, causing a task
to break its deadline. These faults are not necessarily found
by other types of testing, since the program’s logical behav-
ior may still be correct.

The TAT-model represents precedence constraints as a
relation between pairs of tasks. The mutation operators adds
a precedence relation between pairs of tasks in the task set.
If there already is a precedence constraint between the pair,
the relation is removed.

(9) - precedence constraint: Given a TAT model with
task set P and task pi ∈ P , for each task pj ∈ P , if pj ∈
PRECi, create a mutant by removing pj from PRECi.

(10) + precedence constraint: Given a TAT model with

task set P and task pi ∈ P , for each task pj ∈ P , if pj /∈
PRECi, create a mutant by adding pj to PRECi.

3.2 Automata mutation operators

Three mutation operators test the consequences of faults
in the load hypothesis or model of the system environment.

Inter-arrival time mutant operator: This operator de-
creases the inter-arrival time between requests for a task
execution by a constant time ∆. This reflects a change in
the system’s environment that causes requests to come more
frequently than expected.

This operator is important when the temporal behavior of
the environment is unpredictable and cannot be completely
known during design. The resulting test cases will stress
the system to reveal its sensitivity to higher frequencies of
requests.

(11) ∆− inter-arrival time: Given a TAT automaton <
N, l0, E, I, M > with clock set ζ and task set P , for every
location li ∈ M with clock constraint (x < C) ∈ I(li) and
outgoing transitions from li with guards (x >= C) ∈ B(ζ),
create a mutant that changes the natural number constant C
to C − ∆ in both the clock constraint and guards on all
outgoing transitions from li.

Pattern offset mutation operators: Recurring environ-
ment requests can have default request patterns that have
offsets to each other This operator changes the offset be-
tween two such patterns by a constant ∆ time units. This
operator is relevant when the system assumes that two re-
curring event patterns have a relative offset so that their as-
sociated tasks cannot disturb each other.

This mutation operator assumes that each task (or set
of tightly coupled tasks) is controlled by a separate, par-
allel decomposed TAT. Mutants are created from the sub-
automata processes in isolation and are then composed with
the rest of the model to form the TAT specifying the whole
system. The parallel decomposition works in the same way
as in ordinary timed automata [9].

(12) ∆+ pattern offset: Given a TAT automaton process
< N, l0, E, I, M > with clock set ζ, task set P and initial
location l0 with clock constraint (x < C) ∈ I(l0) and out-
going transitions leading from l0 with guards (x >= C) ∈
B(ζ), create one mutant that changes the natural number
constant C to C +∆ in both the clock constraint and guards
on all outgoing transitions from l0.

(13) ∆− pattern offset: Given a TAT automaton process
< N, l0, E, I, M > with clock set ζ, task set P and initial
location l0 with clock constraint (x < C) ∈ I(l0) and out-
going transitions leading from l0 with guards (x >= C) ∈
B(ζ), create one mutant that changes the natural number
constant C to C −∆ in both the clock constraint and guards
on all outgoing transitions from l0.
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4 Mutation-based Test Case Generation

To validate our mutation operators we applied them to a
TAT model in a case study. The system models were pro-
duced with the Times tool, developed by the DARTS group
at Uppsala University to perform formal verification and
schedulability analysis of real-time systems [4]. The tool
provides a model checker that can decide if all deadlines are
met in a TAT model. We exploit this feature to find traces
that lead to missed deadlines in our mutated TAT models;
the traces are then converted to test cases that can detect
faulty implementations. This approach is similar to that of
Ammann, Black and Majurski [3], but adapted to timeliness
testing of real-time systems.

The input to the approach is a TAT model of a real-time
system and a desired test criterion. The test criterion spec-
ifies the mutation operators to use. A mutant generator
applies the operators and sends the mutated models to the
model checker. If analysis reveals non-schedulability in a
mutated model, it is marked as killed, otherwise it is con-
sidered to be benign and discarded. Counter example traces
from the killed mutants are then fed into a test case gen-
erator that converts the traces to executable test cases and
runs them (more details are given by Nilsson, Andler and
Mellin [10]). The following case study concentrates on the
first steps of the process, using the counter example traces
to determine the applicability of the mutation operators. If a
mutation operator results in at least one killed mutant spec-
ification, the corresponding fault type can cause timeliness
failures and is therefore considered meaningful.

4.1 Case study setup

This case study uses a small task set that has a simple
environment model but complex interactions between the
tasks. Static priorities were assigned to the tasks using the
deadline monotonic scheme, that is, the highest priority was
given to the task with the earliest relative deadline. Arbi-
trary preemption is allowed.

The analysis assumed the immediate ceiling priority pro-
tocol to avoid priority inversion. That is, if a task locks a
semaphore then its priority becomes equal to the priority
of the highest priority task that might use that semaphore,
and is always scheduled before lower prioritized tasks. The
FCFS policy is used if several tasks have the same priority.

The model has five tasks. Two tasks are controlled by
TAT models such as the one in figure 2. The automata are
sporadic in nature but have a fixed observation grid (denoted
OG in the figure), which limits when a new task instance
can be released. These experiments use an observation grid
of 10 time units. The three remaining tasks are strictly peri-
odic and are controlled with generic automata, with defined
periods and offsets.

The system has two shared resources modeled by

OFFSET
y<=OFS

RELEASED
task_B
y<=IAT

WAITING
y<=OG

y>=OFS
y:=0

y>=IAT
y:=0

y>=OG
y:=0

y>=OG
y:=0

Figure 2. TAT for case study task

ID c d IAT OFS SEM PREC

A 3 7 ≥ 28 10 {(S1,0,2)} {C}
B 5 13 ≥ 30 18 {(S1,0,4),(S2,0,5)} {}

C 7 29 20 0 {} {}

D 7 17 40 6 {(S1,2,6),(S2,0,4)} {}

E 3 48 40 4 {(S1,0,3),(S2,0,3)} {}

Table 3. Characteristics of case study task set

semaphores, and one precedence relation between tasks C
and A, which specifies that a new instance of task A cannot
start unless task C has executed after the last instance of A.

Table 3 describes the task set. The first column (’ID’)
gives task identifiers, column ’c’ gives execution times, col-
umn ’d’ gives relative deadlines, column ’IAT’ gives inter-
arrival times. Periodic tasks are released with fixed inter-
arrival times and sporadic task’s inter-arrival times are de-
fined in figure 2. Column ’OFS’ describes the initial offsets,
or the delay before the first task may be released, column
’SEM’ specifies the set of semaphores used and which in-
terval they are required in, and column ’PREC’ specifies
which tasks have precedence over tasks of this type.

Mutant specifications are automatically generated ac-
cording to the mutation operators with two different values
for ∆. Table 3 divides the results into two groups, based
on the ∆ values. The number of mutants for each type is in
column M, and the number of killed mutants of that type is
in column K.

The number of killed mutants corresponds to the number
of counter example traces that were converted to test cases
for the actual system.

As seen in Table 4, the model checker killed at least one
mutant generated by each mutation operator. This means
that the associated fault types associated with each class of
proposed mutation operators potentially can lead to a non-
schedulable system. Hence, to reveal timeliness faults, test-
ing can focus on showing that these traces can occur in the
system, when subject to the event-sequence provided by the
model-checker.
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small ∆ large ∆

Mutation operator ∆ M K ∆ M K

Execution time 1 10 6 2 10 5
Hold time shift 1 14 1 2 14 0
Lock time 1 8 1 2 8 1
Unlock time 1 11 2 2 11 2
Precedence constraint - 20 15 - - -
Inter-arrival time 1 5 4 4 5 4
Pattern offset 1 10 5 4 10 4

Total - 78 34 - 58 16

Table 4. Mutation and model-checking results

5 Conclusions

This paper has presented a new technique to test for tim-
ing problems in real-time software. The technique is based
on seven kinds of formalized mutation operators.

Timeliness properties of the software are formally mod-
eled through timed automata with tasks. The mutation oper-
ators modify the automata to create mutant versions, which
are then analyzed with a model checker that attempts to
produce execution traces in which timing problems occur.
These traces are then converted into test cases that can be
run against the software implementation to see if timing
problems can be observed in the implementation. This pa-
per has not considered the issues relating to converting the
execution order traces to full test cases and execution of
tests on the target platform. However, the traces contain
enough information to generate event sequences, prefixes
and expected outcomes according to the outline in previous
work [10].

The mutation operators are general enough to work with
many different scheduling algorithms and execution envi-
ronment configurations. Most of the mutation operators can
be explicitly tuned by increasing or decreasing the value of
∆. For many of the operators, the value of ∆ is proportional
to how easy it is to kill the mutant. We believe suitable val-
ues depend on the tightness of the schedule, but no thorough
analysis has been made. Future work includes establishing
theory or methodology for choosing these values.

A case study has been carried out to demonstrate that
the faults represented by the mutation operators can lead
to missed deadlines. These results allow testers to develop
tests specifically focused to test for temporal correctness in
concurrent real-time systems.

An issue with this approach is that the execution times
of unmutated tasks in the original model are assumed to be
fixed for the worst case. This is not always realistic. It is, for
example, very unlikely that all tasks will exhibit their worst-
case execution times simultaneously. In some systems it
may be better to use the average execution time in the model
and let the mutation operators do larger variations.

Furthermore, the goal of mutation-based testing is pri-
marily to select effective test cases and even if a mutant is
unrealistic, the symptoms can be similar for other faults.
For example, an unanticipated execution of an interrupt
function could be detected by the same test case that would
find optimistic estimations of execution time for the inter-
rupted task.

Another issue is that model checking is expensive, and
the execution time may increase rapidly with more complex
system models and task loads. We hope to optimize analysis
of the essential properties in future work.
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