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Abstract 
 

This paper presents a design for the purpose of 

increasing security in multi-hop ad hoc wireless 

networks, specifically in Bluetooth devices.  This 

design incorporates the concept of using revolving 

security keys to increase the difficulty for intruders to 

gain access to end-points in the ad hoc wireless 

network.  This paper discusses the network topology 

for managing the network when using revolving keys.  

Additionally, this paper analyzes existing solutions for 

improving network security and the problems with 

their implementation.   

 

1. Introduction 
 

Interoperable wireless devices are becoming 

essential in today’s business world.  The ability to 

quickly create ad-hoc networks among a variety of 

devices is becoming the preferred standard of 

electronic communication.  Bluetooth technology 

provides this capability for people to enable their 

various electronic devices to connect and communicate 

wirelessly within a short range.  By communicating via 

Bluetooth, devices such as PDAs, laptops, keyboards, 

cell phones, and headsets all interact with each other 

without the necessity of installing software drivers, 

which is required by other networking technology.   

Security is a major concern when the exchange of 

personal and sensitive data is involved.  When security 

is compromised on a device, the trust and confidence in 

using that device is eliminated and often renders it 

unusable.  Methods of improper access such as 

“bluejacking,” “bluebugging,” and “bluesnarfing” are 

currently the most common techniques in 

compromising data on Bluetooth enabled devices.   

This paper will discuss the technique of revolving 

secret security keys to improve security in Bluetooth 

technology.  The goal of this paper is to identify the 

causes of intrusion and to introduce the design of 

revolving security keys to combat the breaches in 

Bluetooth security.   

Our proposed solution involves the use of revolving 

secret keys between devices when communicating 

between Bluetooth devices.  Additionally this paper 

will examine the network topology for implementing 

revolving security keys. 

Section 2 discusses the common security problems 

with Bluetooth networks.  Section 3 discusses industry 

attempts to improve Bluetooth security between 

devices.  Section 4 introduces the concept of revolving 

keys.  Section 5 examines the network topology for 

implementing revolving keys. 

 

2. Background 
 

From a security standpoint, one of the major 

shortcomings of wireless is the fact that its 

transmissions can be heard over relatively large 

distances away from the simple line-of-sight path  

between endpoints.   Indeed, one of the characteristics 

of most ad-hoc wireless devices is their use of omni-

directional antennas so that their signals can be 

received by other devices, regardless of where they are 

relative to each other.  Sending information in all 

directions facilitates eavesdropping as well, so 

sensitive data should be encrypted to prevent its 

unauthorized use. 

The distance over which the Bluetooth network can 

be intercepted or disrupted can be significantly greater 

than that over which normal communication takes 

place.  The BlueSniper Rifle which first debuted at 

Defcon 2004, can scan and attack Bluetooth devices 

from more than a mile away [7].  An intruder can also 

place a bug nearby to intercept and record Bluetooth 

activity over a long period of time.  The bug can be 

retrieved at a later time and its contents analyzed.  

Powerful computation techniques can then be used in 

an attempt to decipher the encrypted data 

The presence of an eavesdropper in a Bluetooth 

network will often not be detected because of the 

access method of the network and physical distance 

separating the eavesdropping equipment from the 

communicating devices.   

 



 2 

2.1. An example of eavesdropping on a 

Bluetooth network to steal user data 
 

1. Eavesdropper (E) (Listening on all 79 available 

channels, blanket intercept, or on one of the 79 

channels in the 2.4Ghz range to establish the frequency 

hopping pattern, and follow the communication) 

eavesdrops until he can identify the device address of 

either User A or User B.  

2. E eavesdrops long enough to learn how A 

accesses the content on B, and he gathers any other 

information that he may need to eventually access B. 

3. When E is ready to carry out the attack, E waits 

until A connects to B and is properly authenticated.  

4. At an appropriate time during the communication 

session between A and B, E captures A’s channel by 

assuming the identity of A and transmitting signals that 

are stronger at B’s receiver than what A was sending. 

5. Continuing to pose as A, E then requests content 

from B. 

 

 
2.2. Bluejacking 
 

Bluejacking technique involves abusing  Bluetooth 

pairing, the system by which Bluetooth devices 

authenticate each other, to pass a message during the 

initial ”handshake” phase. This is possible because the 

name of the initiating Bluetooth device is displayed on 

the target device as part of the handshake exchange, 

and, as the protocol allows a large user defined name 

field.  Bluejacking does not involve the removal of data 

from the user’s device. 

 

2.3. Bluebugging 
 

Bluebugging creates a serial profile connection to 

the device, thereby giving full access to the AT 

command set without notifying or alerting the user.  

The attacker can then exploit the device using standard 

off the shelf tools. This vulnerability allows the hacker 

to initiate phone calls, send and receive text messages, 

read and write phonebook contacts, eavesdrop on 

phone conversations, and connect to the Internet [8]. 

 

2.4. Bluesnarfing 

 
Bluesnarfing also allows attackers to gain access to 

data stored on a Bluetooth enabled devices without 

alerting the user of the connection made to the device. 

Calendars, phonebooks and images are easily 

accessible to the attacker [8]. 

 

2.5. Bluetooth Wardriving 
 

Bluetooth Wardriving maps the physical location of 

users carrying Bluetooth-enabled devices. A Bluetooth 

device freely broadcasts its unique 48-bit address 

which makes it is possible to track the user’s 

movements. Devices operating in anonymous mode 

regularly update their device address by randomly 

choosing a new one.  The attack distributes one or 

more Bluetooth devices throughout a region to locate 

Bluetooth users.  The attacking device can simply 

interrogate the area using frequent inquiry messages for 

devices and maintain a log of all the device addresses 

that are discovered [8]. 

 

2.6. Backdoor attack 

 
Backdoor attack involves establishing a trust 

relationship through the pairing of devices, but 

ensuring that it no longer appears in the user’s log of 

paired devices. Unless the owner is actually observing 

the device when the connection is established, it will go 

un-noticed.  The attacker can then use any resource that 

a trusted relationship with that device grants [8]. 
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2.7. Car Whisperer 

 
Car whisperer is a software tool that allows an 

attacker to connect to and send or receive audio to and 

from Bluetooth car-kits. A remote connection is made 

to the car from an unauthorized remote device, sending 

audio to the speakers and receiving audio from the 

microphone in the remote device [8]. 

 

3. Existing Solutions 
 

3.1. Bluetooth Capabilities and Security 

Threats 
 

In the world of ever-improving tools or 

technologies, the convenience of having wireless 

communication becomes the essential part of it. Among 

the several different wireless communications, 

Bluetooth is one of the most popular technologies that 

most of the handheld devices uses. The newest cellular 

phone models and personal digital assistants include 

Bluetooth communication technology as a built-in 

feature or as an accessory. Bluetooth can be used to 

connect almost any device to another device. The 

traditional example is to link a Personal Digital 

Assistant (PDA) or a laptop to a mobile phone. This 

kind of communication can be useful for example in a 

meeting, where all participants have their own 

Bluetooth-compatible laptops, and want to share files 

with each other. However, the convenience of 

Bluetooth comes with the price of having an ad hoc 

network and high risk of security. 

There are three types of threats according to the 

most widely used categorization of threats to 

distributed systems: disclosure threats, integrity threats, 

and denial-of-service threats. The disclosure threat 

involves the leakage of information from the system to 

a party that should not have seen the information, in 

other words, it is a threat to the confidentiality of the 

information. The integrity threat involves an 

unauthorized change of the information, and last but 

not least, the denial-of-service threat, that involves an 

access to a system resource being blocked by a 

malicious attacker.  

 

3.2. Ad Hoc Networks and Confidentiality  
 

In ad hoc networks, there is no fixed infrastructure. 

Networks are formed on-the-fly. All the devices on an 

ad hoc network connect to each other via wireless 

links. Each individual device acts as a router when 

relaying messages to other devices, which are too far 

apart from the sending one to get the message directly. 

The other problem introduced here is that the topology 

of an ad hoc network varies from point to point. It 

changes all the time when these mobile devices move 

in and out of other devices' transmission or connection 

range. All this makes the ad hoc networks more 

vulnerable to attacks and the security issues very 

complicated. 

As we share our information through these wireless 

communications, confidentiality becomes a very 

vulnerable point in ad hoc networks.  Anyone can sniff 

the messages on the air, and without proper encryption 

all the information is available to them.  On the other 

hand, without proper authentication, there is no point 

even to talk about confidentiality. If you cannot be 

certain who you are talking to, the confidentiality of 

information is not there anyway. And if the proper 

authenticity has been established, the securing of the 

connection with available keys is no problem. For 

integrity, the same things apply. In addition to 

malicious attacks, integrity may be compromised 

because of radio interferences, etc., so some kind of 

integrity protection is definitely needed.  

 

3.3. Authentication and Authorization  
 

In distributed systems, objects are scattered to 

different places. This makes security very difficult. 

There are plenty of additional questions to be answered 

when compared to centralized systems. For example, in 

a distributed system, the user authentication is much 

more difficult. If the authentication is done with 

passwords, there is the link to the authenticating 

machine to worry about. If the link is not secure, which 

it rarely is, you must ensure that no one can sniff your 

password on the way. As different participants enforce 

different kinds of security policies, collaboration 

becomes next to impossible.    

Another matter altogether is a process called 

delegation. When a user, using a local access to login 

into a network, wants to execute a program on a remote 

machine, some problems arise. The program will need 

certain rights to use the resources on the remote 

machine. Then the user typically delegates his access 

rights to the program, so that it can run on the remote 

machine. The problem in this is that users have very 

little control over the remote machine, yet they have to 

delegate their rights to a program running there. In 

distributed systems, there is always a possibility that 

the remote machine is weakly protected and a 

malicious user can exploit the user's rights.  

 

3.4. Nokia’s Bluetooth Solution 
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Recently, Nokia has admitted that some of its 

Bluetooth-enabled mobile phones are vulnerable to 

bluesnarfing, information leakage, where an attacker 

could read, modify and copy the user’s address book 

and other personal data without leaving any trace of the 

intrusion. The spokesperson, however, added that the 

attack was only possible if the phone was in “visible 

mode”, where it is set to search for other Bluetooth 

devices in its range [12].  

According to Nokia, if the attacker has an access to 

the user’s Bluetooth device, he can, not only read the 

data on the phone, but also send SMS messages and 

browse the Web with it. It also is vulnerable to a 

denial-of-service attack when it receives a corrupted 

Bluetooth message from a malicious party. The 

solution the company advises to the customers is to set 

their phones to hidden mode. They suggested that “the 

safest way to prevent hackers is to set the device in 

non-discoverable mode”, i.e. to totally switch off the 

Bluetooth functionality [12].   

 

3.5. Security Key Enforcement  
 

The decision that should be made is whether the 

security should be enforced centrally or locally. In 

centralized security enforcement, there could be some 

kind of Key Distribution Center (KDC), where the keys 

of all the devices are stored. The Key Distribution 

Center acts as a Trusted Third Party (TTP) that users 

can use to authenticate themselves and other users, and 

to get secure connections everywhere in the network. 

There are several ways this can happen, where one can 

find detailed descriptions of, for example, Kerberos 

authentication and key exchange protocol. The biggest 

problem in this is the trustworthiness of the Trusted 

Third Party. If it is compromised, all the secret keys are 

available for malicious use and the whole scheme 

collapses.  

On the other hand, if the decision is made that the 

security enforcement scheme is to be local, other kinds 

of security measures are needed. Each user enforces his 

own security policy and trusts the machines he logs in. 

The solution that can be offered here is a trusted 

Certification Authority (CA), which issues public key 

certificates and a Certification Distribution Center 

(CDC), which stores all the certificates issued by the 

Certification Authority. The users have their own key 

pairs and can certify their public keys with the 

Certification Authority. This authorization acts like a 

two-way handshake with secret passwords. That is, if a 

user uses his key to sign something, the signature can 

be checked to correspond with a public key. The public 

key in turn can be checked with the Certification 

Distribution Center to certify that the public key in fact 

does belong to the user that originally did the signing. 

This can be done by checking the user’s public key 

with the private key of the receiver. In this way, we can 

enforce the security locally and still have working 

authentication system with Public Key Infrastructure 

(PKI). 

 

3.6. PIN Code Usage in Bluetooth 
 

People try to put more security components into 

Bluetooth devices, such as key management, 

authentications and authorizations to make them more 

secure. But, the one thing people tend to forget is that 

the security of the whole system relies on the user's 

choice of a secret Personal Identification Number 

(PIN) - which is often much too short. There are 3 to 4 

steps in Bluetooth initialization process – creation of an 

initialization key, creation of a link key, authentication 

and the optional step of deriving an encryption key. All 

the creation of keys and authentications are done by 

sending messages between sender and receiver.  

Besides the link key, which is generated using the 

initial key, the handshake is done by sending plaintexts 

between two systems. If an attacker wants to steal 

information from the devices, he can eavesdrops on an 

entire pairing and authentication process, and saves all 

the messages. After obtaining all the information of the 

keys, the attacker can now use a brute force algorithm 

to find the PIN used, by enumerating all possible 

values of the PIN. The process of finding PIN takes 

depends on the length of it. According to the study 

done by Yaniv Shaked and Avishai Wool, “Cracking 

the Bluetooth PIN”, the typical time it takes to break 

the usual Bluetooth PIN code (length 4), is only about 

0.063 senconds [13]. Again, does having a PIN code 

really make a Bluetooth communication much more 

secure? 

 

 

 

 

PIN Length (digits) Time (seconds) 

4 0.063 

5 0.75 

6 7.609 

7 76.127 

Table 1: Time it takes to crack PINs in Bluetooth 

communication [13] 
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3.7. Level of Security 
  

As we have seen so far, the Bluetooth's security 

seemed to be adequate only for small ad hoc networks, 

such as a network of the participants in a meeting. 

Connecting a PDA to a mobile phone using Bluetooth 

may also be secure enough, but is Bluetooth secure 

enough for larger ad hoc networks, money transfers and 

transferring other sensitive information? This is a 

question where everyone wants a solution for. 

It seems that the security of Bluetooth is still 

inadequate for any serious, security sensitive work. 
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to begin receiving packets encrypted with this new key.  

For our purposes here, we assume that such a protocol 

exists. We will discuss this issue again in the 

conclusion when we look at further necessary research. 

Another consideration is the value that should be 

used for the time interval that determines when a new 

key is to be generated.  The policy behind this decision 

might take into account several factors such as the 

expected length of time a device is connected to the 

network, the level of security desired based on the data 

being exchanged, the physical environment, and 

perhaps even technical design considerations.  We will 

revisit this issue as well when we talk about future 

research. 

 

 
Figure 1 - Traffic Using Key A [9] 

 

 
Figure 2 - Coordinator Initiates Key Change to Use B 

 

 

 
Figure 3 - Traffic Now Using Key B 

 

 

 

 

 
Figure 4 - Format of a standard Bluetooth packet [9] 

  

 

 
Figure 5 -Modified Bluetooth packet where the first bit 

of the payload (grayed out) is used as a flag.  This 

portion can still be anywhere from 0 

 

5. Network Topology 
 

5.1. Overview 
 

In this paper we discuss the network topology of 

devices using Bluetooth technology with revolving 

security keys.  When several Bluetooth devices are 

grouped together, typically one device becomes the 

Coordinator device (master) which provides the 

synchronization reference and the others become end-

point (slave) devices [4].  This paper discusses 3 

possible topologies that will utilize the revolving 

security key strategy. 

When discussing communicating devices, it is 

useful to distinguish the types of devices used to create 

the network.  Full-Functional-Devices (FFD) are 

generally devices that take on the role of Coordinator 

and have the sufficient computing power to handle 

multiple connections and the resources to handle 

network traffic.  Reduced-Functional-Devices (RFD) 

generally plays the role of end-points because they 

often have reduced memory and computing power.  It 

is important to note that FFDs can also be end-point 

devices [4]. 

 

 

 

5.1.1. Hierarchy Algorithm 

 

The hierarchy algorithm is used to determine which 

networking device will serve as the Coordinator among 

N devices who wish to participate in the network.  This 

algorithm will determine, based on the characteristics 

of the device (e.g. memory resources, computing 

power, etc), the ordering from highest to lowest those 

devices who will be eligible to be the Coordinator [10].  

In the case where multiple Coordinators interact, the 

hierarchy algorithm will determine who will be the 

Primary Coordinator in the network in a similar ranking 

fashion. 

In the event the Coordinator is disconnected from 

the network or unable to perform Coordinator duties, 

the hierarchy algorithm will promote an end-point to 
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Figure 8 - Piconet after Failure 

 

5.4. Advanced Piconet with Multiple 

Coordinators 
 

With the formation of a modified piconet, it will be 

possible for multiple piconets to form an advanced 

piconet with multiple Coordinators.  In the advanced 

piconet, there exist multiple Coordinators [10].  

However, only a single Coordinator will be considered 

the Primary Coordinator.  This Primary Coordinator 

will be responsible for seeking and connecting to other 

Coordinators.  The hierarchy algorithm will determine 

which of the pool of eligible Coordinators will be 

designated the Primary Coordinator.  Once the Primary 

Coordinator has been designated, it will be responsible 

for distributing the secret-keys to the other 

Coordinators to distribute to their associated end-points 

(figure 9).  Additionally, the Primary Coordinator is 

responsible for notifying the other Coordinators the 

existence of all end-points.  Once the Coordinators 

have distributed the routing table information to their 

associated end-points, various end-points will be able 

to connect to end-points belonging to other 

Coordinators. 

In the example shown in figure 9, there exist 3 

Coordinators (A, B, C).  The hierarchy algorithm has 

determined Coordinator (A) to be the Primary 

Coordinator.  Primary Coordinator (A) will then seek 

out Coordinator (B) and Coordinator (C) in an attempt 

to form a network.  It is important to note that before 

Coordinator (A) became the Primary Coordinator, it 

was the Coordinator for end-point (1) and end-point 

(2).   

Primary Coordinator (A) will attempt to create a 

trusted-network with Coordinator (B) and Coordinator 

(C) and begin to distribute the initial secret-key to be 

used.  Primary Coordinator (A) will request end-point 

information from the other Coordinators to create a 

synchronized reference list of nodes to be distributed to 

all end-points.   

 

 
Figure 9- Advanced Piconet w/ Multiple 

Coordinators 

 

5.4.1. Failover Mode 

 

In the event the Primary Coordinator is 

disconnected from the network, the hierarchy algorithm 

will determine the next eligible Primary Coordinator 

[10].  The new Primary Coordinator will go through the 

initialization process of determining the other 

Coordinators (based on the network’s previous 

configuration) and begin to collect and distribute the 

routing table information and propagate a new secret-

key.  Other Coordinators will then attempt to 

reestablish a connection with the new Primary 

Coordinator. 

In the example shown in figure 10, the original 

Primary Coordinator (A), which was a desktop 

machine, is removed from the network.  The hierarchy 

algorithm now determines that Coordinator (B) is to be 

promoted to the new Primary Coordinator.  Also with 

the removal of the desktop machine, the end-point (2) 

was promoted to be the new Coordinator (A) for end-

point (1).  Once Primary Coordinator (B) is 

established, it will seek out Coordinator (A) and 

Coordinator (C) to inform them of the new 

coordinating strategy instructing them that cross-

Coordinator traffic will go through Primary 

Coordinator (B).  Primary Coordinator (B) will request 

from the other Coordinators (A, C) all the end-points 

associated with them.  When the revised network is 

once again established, the Primary Coordinator (B) 

will begin to transmit the new initial secret-key.     
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need to be every few seconds or it may be sufficient for 

it to be on the order of minutes.  Issues to be 

considered here may be: the sensitivity of the data 

being transmitted, the geographic location (an outdoor 

café versus a Sensitive Compartmented Information 

Facility (SCIF)), the frequency with which devices join 

or leave the network, and performance considerations 

due to the increased processing demands of computing 

and transmitting of new keys.  Some of these issues, 

such as performance monitoring and devices 

join/leaving the network, may need to be solved with a 

built-in algorithm.  Other issues such as the 

geographical location would have to be a policy 

decision by the user, so the interval configuration may 

need to be available through the user interface. 

With regard to the key-change procedure itself, a 

policy needs to be designed for handling situations 

where either the packet with the new key is lost or 

corrupt or the confirmation from the end-point to the 

coordinator is lost/corrupt.  This issue becomes more 

complex the larger the piconet becomes.  What is the 

appropriate action if the coordinator receives 3 out of 5 

confirmations?  How long should it wait to resend the 

new key?  How many times should it attempt to do 

this?  How does the end-point know if the coordinator 

received the confirmation?  The end-point will need to 

know if the packets it is now receiving are encrypted 

with the new key (if confirmation was received) or if 

they are encrypt with the previous key (if confirmation 

was lost). 
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