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Announcement

o Homework 1 posted on BB
o Due next Wednesday, Feb 20, 9:00am, on BB



Review: Synchronization
Worksheet



Review: Semaphores



Semaphores

o Motivation: Avoid busy waiting by blocking a
process execution until some condition is
satisfied

o Two operations are defined on a semaphore
variable s:

sem wait(s) (also called P(s) or down(s))
sem post(s) (also called V(s) or up(s))



Semaphore as a
General Synchronization Tool

o Semaphores provide a general synchronization
mechanism beyond the “critical section” problem

o Example problem: Execute Bin P, only after A
executed in P;

o Use semaphore flag initialized to O

o Code:

Pi: Pj:

A sem wait(flag)
sem post(flag) B



Join with Semaphore

sem t s;

void *child(void *arg) {
printf (“child\n");
sem post (&s);

}

int main(int argc, char *argv[]) {
sem_init(&s, 0);
pthread t c;
printf(“parent: begin\n”);
pthread create(c, NULL, child, NULL);
sem wait (&s);
printf(“parent: end\n”);
return 0;



Classical Problems of Synchronization

o Producer-Consumer Problem

— Semaphore version
— Condition Variable



Producer-Consumer Problem

o The bounded-buffer producer-consumer problem assumes
that there is a buffer of size N

o The producer process puts items to the buffer area
o The consumer process consumes items from the buffer
o The producer and the consumer execute concurrently

producer consumer



Example: UNIX Pipes

o A pipe may have many writers and readers
o Internally, there is a finite-sized buffer
o Writers add data to the buffer

o Readers remove data from the buffer
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Example: UNIX Pipes
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Example: UNIX Pipes

Write
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Example: UNIX Pipes

o Implementation
— Reads/writes to buffer require locking
— When buffers are full, writers (producers) must wait

— When buffers are empty, readers (consumers) must
wait
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Example: UNIX Pipes

Demo

% ps aux | less

I

Pipe

% cat file | grep <str>

I

Pipe



Producer-Consumer Model:
Parameters

o Shared data:
sem t full, empty;

o Initially:

full = 0 /* The number of full buffers */
empty = MAX /* The number of empty buffers */
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sem_t empty;

First Attempt: MAX = 1

1 int buffer [MAX];
Semt Huldy 2 int fill =[o; |
3 int use = 0;
void xproducer (void =xarg) { 4
o Yol B 5 void put (int value) {
for (1 = 0; 4 < Joops; i+b) { 6 buffer[fill] = value;
sem_wait (&empty) ; // line P1 7 fill = (fill + 1) % MAX;
put(i): // line P2 8 '}
sem_post (&full) ; // line P3 9
| 10 int get () {
} 11 int tmp = buffer[use];
12 use = (use + 1) % MAX;
) : 13 return tmp;
void *xconsumer (void =xarqg) { " )
int 4., Etmp = 0; -
while (tmﬁ = = Put and Get routines
sem_wait (&full); // line C1
tmp = get(); £/ line €2
sem_post (&empty) ; // line C3
printE("Id n™, sip);
}
}
int main(int' arge; ‘char xargvll) |
il
sem_init (&empty, 0, MAX); // MAX buffers are empty to begin with...
sem_init (&full, 0, 0); // ... and 0 are full
//
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sem_t empty;

First Attempt: MAX = 107

1 int buffer [MAX];
SIS SEeiy 2 int fill =[o; |
3 int use = 0;
void xproducer (void =xarg) { 4
o Yol B 5 void put (int value) {
for (1 = 0; 4 < Joops; i+b) { 6 buffer[fill] = value;
sem_wait (&empty) ; // line P1 7 fill = (fill + 1) % MAX;
pat (1) 3 // line P2 8 }
sem_post (&full) ; // line P3 9
| 10 int get () {
} 11 int tmp = buffer[use];
12 use = (use + 1) % MAX;
) : 13 return tmp;
void *xconsumer (void =xarqg) { " )
ant 4, tmp = §; -
while (tmp != -1) { Put and Get routines
sem_wait (&full); // line C1
tmp = get(); // line C2
sem_post (&empty) ; // line C3
printE("Id n™, sip);
}
}
int main(int' arge; ‘char xargvll) |
i i
sem_init (&empty, 0, MAX); // MAX buffers are empty to begin with...
sem_init (&full, 0, 0); // ... and 0 are full
//
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First Attempt: MAX = 107

fill=0
empty = 10
Producer 0: Running Producer 1: Runnable
void xproducer (void xarg) { void xproducer (void *arg) {
isE 3 qTE 3
for (1. =D i < leeps; 2t} 1 for (1. =0 I < loeps; 3tF) {
‘ sem_wait (&empty) ; ‘ sem_wait (&empty) ;
put (1) ; put (1) ;
sem_post (&full); sem_post (&full);
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First Attempt: MAX = 107

fil=0
empty =9
Producer 0: Running Producer 1: Runnable
void xproducer (void xarg) { void xproducer (void *arg) {
IRE di FEE W
for (1. =D i < leeps; 2t} 1 for (1. =0 I < loeps; 3tF) {
sem_wait (&empty) ; ‘ sem_wait (&empty) ;
‘ putddi) ; puei{i);
sem_post (&full); sem_post (&full);

} }

void put(int value) {
> buffer[fill] = value;
£i1l = (£fill + 1) % MAX;

}
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First Attempt: MAX = 107

fill=0
empty =9
Producer 0: Running Producer 1: Runnable
void xproducer (void xarg) { void xproducer (void *arg) {
isE 3 qTE 3
for (1. =D i < leeps; 2t} 1 for (1. =0 I < loeps; 3tF) {
sem_wait (&empty) ; ‘ sem_wait (&empty) ;
‘ puE{i1}; paE(1l};
sem_post (&full); sem_post (&full);
} }
} }
void put(int value) {
> buffer[fill] = value;

Interrupted ..
fill = (£ill + 1) % MAX;
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First Attempt: MAX = 107

fill=0
empty =9
Producer 0: Sleeping Producer 1: Runnable
void xproducer (void xarg) { void xproducer (void *arg) {
isE 3 qTE 3
for (1. =D i < leeps; 2t} 1 for (1. =0 I < loeps; 3tF) {
sem_wait (&empty) ; ‘ sem_wait (&empty) ;
‘ puE{i1}; paE(1l};
sem_post (&full); sem_post (&full);
} }
} }
void put(int value) {
> buffer[fill] = value;

Interrupted ..
fill = (£ill + 1) % MAX;
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First Attempt: MAX = 107

fill =0

empty =9

Producer 0: Runnable

void xproducer (void xarg) {
isE 3
for (1. =D i < leeps; 2t} 1
sem_wailt (&empty) ;

IIII} puEti] s

sem_post (&full);
}

void put(int value) {
buffer[fill] = value;
Interrupted ..
fill = (£ill + 1) % MAX;

Producer 1: Running

void xproducer (void *arg)

int
for

=

i;

{1 =0; i < loops;
sem_wailit (&empty) ;
put (i) ;

sem_post (&full);

{

143
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First Attempt:

MAX =107

fill=0
Overwrite!
empty = 8

Producer 0: Runnable

void xproducer (void xarg) {
isE 3
for (1. =D i < leeps; 2t} 1
sem_wailt (&empty) ;
IIII} puEti] s
sem_post (&full);
}

void put(int value) {

buffer[fill] = value;
Interrupted ..
fill = (£fill + 1) % MAX;

Producer 1: Running

void xproducer (void *arg) {
qTE 3

tOT¥

—

}

sem_wailit (&empty) ;
puei{i);
sem_post (&full);

void put(int value) {
buffer[fill] =
fill = (£ill + 1)

2

o

(1. = 0; 1 < lagps; drt) |

value;

MAX ;
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One More Parameter: A mutex lock

o Shared data:
sem t full, empty;

o Initially:

full = 0; /* The number of full buffers */
empty = MAX; /* The number of empty buffers */

mutex = 1; /* Semaphore controlling the access
to the buffer pool */
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Add “Mutual Exclusion”

sem_t empty;
sem_t full;
sem_t mutex;

void xproducer (void xarg) {
TR a9

for (i = 0; i1 < loops; i++)

sem_wailt (&mutex) ;
sem_wait (&empty) ;
put (i) ;

sem_post (&full);
sem_post (&mutex) ;

}

void xconsumer (void =*arg) {
i [ Y RS

for (1 = 0; i < loops; i++)

sem_wait (&mutex) ;
sem_wait (&full);

int tmp = get();
sem_post (&empty) ;
sem_post (&mutex) ;
pPELDGE("Sa O™ thp )

}

int main(int argc, char xargv([])

s

sem_init (&empty, 0, MAX);
sem_init (&full, 0, 0);
sem_init (&mutex, 0, 1);

//

L
it
I
L/
r

4]
I
i
it
i

{

line
line
line
line
line

line
line
line
line
line

r0
pl
P2
p3
p4

cO
cl
c2
c3
c4

(NEW LINE)

(NEW LINE)

(NEW LINE)

(NEW LINE)

MAX buffers are empty to begin with...
and 0 are full

mutex=1 because it is a lock

(NEW LINE)
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25
26
27
28
29
30
31
32
33

Add “Mutual Exclusion”

sem_t empty;
sem_t full;
sem_t mutex;

void *producer (void =*arg) {

TnE. di

for (1 = 0; i1 < loops;
sem_wailt (&mutex) ;
sem_wait (&empty) ;
put (i) ;
sem_post (&full);
sem_post (&mutex) ;

}

void xconsumer (void =*arg) {

i [ Y RS

for (i = 0; 1 < loops;
sem_wait (&mutex) ;
sem_wait (&full);
int tmp = get();
sem_post (&empty) ;
sem_post (&mutex) ;
pPELDGE("Sa O™ thp )

}

int main(int argc,
i
sem_init (&empty, 0, MAX);
sem_init (&full, 0, 0);
sem_init (&mutex, 0, 1);

//

i++)

it++)

char xargv([])

L
it
I
L/
r

4]
i
i
it
i

{

line
line
line
line
line

line
line
line
line
line

r0
pl
P2
p3
p4

cO
cl
c2
c3
c4

(NEW LINE)

(NEW LINE)

(NEW LINE)

(NEW LINE)

What if consumer
gets to run first??

MAX buffers are empty to begin with...
and 0 are full

mutex=1 because it is a lock

(NEW LINE)
39



Adding "Mutual Exclusion”

Producer 0: Runnable Consumer 0: Running
void xproducer (void xarg) { void *consumer (void xarg) {

ol 3 ol 0l 1y S B

for (1 = 0; i < loops; i++) { for (i~ 0; 4 < loops; @ri) |

‘ sem_wait (&mutex) ; ‘ sem_wait (&mutex) ;

sem_wait (&empty) ; §em_wait(&full);
put (i) ; int tmp ? get () ;

sem_post (&full); sem_post (&empty) ;

sem_post (&mutex) ; Se$_POSt§&mUtex);
} print T(*¥d\a", Ttmp);
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Adding "Mutual Exclusion”

Producer 0: Runnable Consumer 0: Runnable
void xproducer (void xarg) { void *consumer (void *arg) {
o 3 Pl - 0l 1y S B
for (i = 0; i < loops; i++) { foxr (1 = O{ i < loopss it}
‘ sem_wait (&mutex) ; S Wal € (Smutex) ;
sem_wait (&empty) ; ‘ §em_wa1t (&full);
put (1) ; int tmp = get();
(

sem_post (&empty) ;

sem_post (&full); sem_post (&mutex) ;

sem_post (&mutex) ;

Consumer 0 is waiting
for full to be greater
than O

print£("sd\n", tmp);
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Adding "Mutual Exclusion”

Producer 0: Running Consumer 0: Runnable
void xproducer (void =*arg) void *consumer (void xarg) {
ol 3 ol 0l 1y S B
for (1 = 0; i < loops; i++) { for (i = 0{ i < loops; i++)
‘ sem_wait (&mutex) ; sem_wait (&mutex) ;
sem_wait (&empty) ; ‘ §em_wa1t gefardy
put (1) ; int tmp = get();
(

sem_post (&empty) ;

sem_post (&full); sem_post (&mutex) ;

sem_post (&mutex) ;

Consumer 0 is waiting
for full to be greater
than O

print£("sd\n", tmp);
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Adding "Mutual Exclusion”

Deadlock!!

Producer 0: Running

void *producer (void xarg) {
£ 03 7 1 S -
for (3 =0 i < Joopsy 1++)
‘ sem_walt (&mutex) ;

sem_wait (&empty) ;
put (1) ;
sem_post (&full);
sem_post (&mutex) ;

Producer 0 gets stuck at
acquiring mutex which has
been locked by Consumer 0!

Consumer 0: Runnable

void xconsumer (void xarg) {
iwE 3.2

for {1 =0 i@ < 'leoogpsy 1ri)

sem_walt (&mutex) ;

‘ sem_wait (&full);

(
int tmp = get();
sem_post (&empty) ;
sem_post (&mutex) ;
DEIRCE(PEa\uT, tmp);

Consumer 0 is waiting
for full to be greater
than O

43



Deadlocks

o A set of threads are said to be in a deadlock
state when every thread in the set is waiting for
an event that can be caused only by another
thread in the set

Holds
» |Lock L1

v

Lock L2| <«
Holds
44

>

A typical deadlock
dependency graph

Wanted by
AQ paiuep




Conditions for Deadlock

o Mutual exclusion

— Threads claim exclusive control of resources that require
(e.g., a thread grabs a lock)

o Hold-and-wait

— Threads hold resources allocated to them while waiting for
additional resources

O

— Resources cannot be forcibly removed from threads that
are holding them

o Circular wait

— There exists a circular chain of threads such that each
holds one or more resources that are being requests by
next thread in chain

45
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Correct Mutual Exclusion

sem_t empty;
sem_t full;
sem_t mutex;

void xproducer (void xarg) {
aIngE 3

for (1. = 0; 1 < leoops; At+)

sem_wait (&empty) ;
sem_wait (&mutex) ;
put (1) ;

sem_post (&mutex) ;
sem_post (&full);

}

void =*consumer (void xarg) {
int i;

for (i = 0; i < loops; i++)

sem_wait (&full);
sem_wait (&mutex) ;
int tmp = get ();
sem_post (&mutex) ;
sem_post (&empty) ;

pEIREE("tdvn®; TUD);

}

int main(int argc, char xargv([])

oy

sem_init (&empty, 0, MAX);

sem imit (&€ull, 0; 0);
sem_init (&mutex, 0, 1);

Lt

/7
//
i
LF
//

Lk
//
L
/7
/7

{

MAX buffers are empty to begin with...
and 0 are full
mutex=1 because it is a lock

line
line
line
line
line

line
line
line
line
line

pl

pl.

P2

P2

r3

cl

el

c2

cZ.

@3

(MOVED MUTEX HERE...

AND HERE)

(MOVED MUTEX HERE...

AND HERE)

Mutex wraps
just around
critical section!

Mutex wraps
just around
critical section!
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Producer-Consumer Solution

o Make sure that

1. The producer and the consumer do not access the buffer
area and related variables at the same time

2. No item is made available to the consumer if all the buffer
slots are empty

3. No slot in the buffer is made available to the producer if all the
buffer slots are full



Condition Variables



Condition Variables

A parent waiting for its child

yo1d *xchild(void. *arqg) 4%
praincf ("ehildin"™);
// XXX how to indicate we are done?
return NULL;

}

int main(int argc, char *argv[]) {
printf ("parent: begin\n");
pthread_t c;
Pthread_create(&c, NULL, child, NULL); // create child
// XXX how to wait for child?
printf ("parent: end\n");
return 0;

O 00 NN O O b LW N =

I el
B W N = O
——
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Spin-based Approach

Using a shared variable, parent spins until child set it to 1

volatile int done = 0;

void xchild(void =xarg) {
pPEiRnES ("Rl Td\n" )
done = 1;
return NULL;

O 00 NN &N O b W N =

Nt mainfiit argcey char sargvll) 4
printf ("parent: begin\n");
pthread_t c;
Pthread_create(&c, NULL, child, NULL); // create child
while (done == 0)
2 ) spin
printf ("parent: end\n");
return 0O;

= e e e e el
NN O TGk LN =R O
—



Spin-based Approach

Using a shared variable, parent spins until child set it to 1

1 volatile int done = 0;

2

3 void xchild(void =xarg) {

4 PEiREF(TeR 1a\n")

5 done = 1; , i

. S e UL What’s the problem of this approach?
7 }

8

9 Nt mainfiit argcey char sargvll) 4

—
(aw]

printf ("parent: begin\n");
pthread_t c;
Pthread_create(&c, NULL, child, NULL); // create child
while (done == 0)
2 ) spin
printf ("parent: end\n");
return 0O;

e e e
NN O TGk N =
—



Condition Variables (CV)

o Definition:

— An explicit queue that threads can put themselves
when some condition is not as desired (by waiting
on the condition)

— Other thread can wake one of those waiting threads
to allow them to continue (by signaling on the
condition)

o Pthread CV

pthread_cond_wait (pthread_cond_t xc, pthread mutex_t *m);
pthread_cond_signal (pthread_cond_t =*c);
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CV-based Approach

void xchild(void =xarg) {
printfi{"child\n”};
theiexic () 27
Teturn NULL;

int main(int argc, char =xargv[]) {

printf ("parent: begin\n");

pthread_t p;

Pthread create (&p, NULL, child, NULL);
thr Join(); 27

printf ("parent: end\n");

return 0;




Broken Implementation 1

void *xchild(void xarg
peintE (Tehild\a™);
Ehy exit();
return NULL;

int main(int argc, char =
printf ("parent: begdn\n");

pthread_t p;

Pthread_creategf{&p, NULL,

thr. joini):

printf ("parent: end\n");

return 0O;

N’
—~—
O 00 N &N O = W N

11

void thr_exit () {
Pthread_mutex_lock (&m) ;
Pthread_cond_signal (&c) ;
Pthread_mutex_unlock (&m) ;

}

void thr Join() o
Pthread_mutex_lock (&m) ;
Pthread_cond_wait (&c, &m);
Pthread_mutex_unlock (&m) ;

ehald,’ NULLY;

54



void *xchild(void xarg

int main(int argc, char =*xzfgv[]) {

Broken Implementation 1

wvolid thr exit ()
PEIREFE(Tchi1d\n") ; Pthread_mutex_lock (&m) ;
Ehe exit () ; Pthread_cond_signal (&c) ;
return NULL; Pthread_mutex_unlock (&m) ;

}

void thr Join() o

Pthread_mutex_lock (&m) ;
Pthread_cond_wait (&c, &m);
Pthread_mutex_unlock (&m) ;

N’
—~—
O 00 N &N O = W N

11

If parent comes after child,

printf ("parent: begfn\n"); parent sleeps forever
pthread_t p;

Pthread_creatgq{&p, NULL, child, NULL);

thr. joini):

printf ("parent: end\n");

return 0O; 55



Broken Implementation 2

volid thr exit () {
—>  done = 1;
Pthread_cond_signal (&c) ;

void xchild(void =xarg) {
peintE (Tehild\a™});
thr exit(); ~—
return NULL;

}

void thr_join () {
1f f(dopie == §)
Pthread_cond_wait (&c) ;

—
0 NN O W N =

int main(int argc, char
peEintf ("parent: b
pthread_t p;
Pthread_ creat
thr Join();
printf ("parent: end\n");
return 0O; 56

(&p, NULL, child, NULL);



Broken Implementation 2

void xchild(void =xarg) {
printt(ehild\n");

void thr _exit () {
—>  done = 1;

thr exit(); ~—
return NULL;

—
0O NI N U v W N =

int main(int argc, char
printf ("parent: b
pthread_t p;

Pthread_cond_signal (&c) ;
}

void thr_join () {
1f f(dopie == §)
Pthread_cond_wait (&c) ;

No mutual exclusion, hence
child may signal before parent
calls cond_wait(). In this case,
parent sleeps forever!

Pthread_create(&p, NULL, child, NULL);
thr. joini):
printf ("parent: end\n");

return 0O;

o7



Trap 1 When Using CV

wait
» thread

Condition Variable wait
» thread
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Trap 1 When Using CV

wait
signal » thread

thread Condition Variable wait
» thread
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Trap 1 When Using CV

Condition Variable wait
» thread
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Trap 1 When Using CV

Condition Variable wait
» thread

Only one thread gets a signal
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Trap 2 When Using CV

Condition Variable



Trap 2 When Using CV

signal o _
thread Condition Variable
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Trap 2 When Using CV

Condition Variable



Trap 2 When Using CV

wait
» thread
Condition Variable
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Trap 2 When Using CV

wait
» thread
Condition Variable waits forever. ..

66



Trap 2 When Using CV

wait
» thread
Condition Variable waits forever. ..

Signal lost if nobody waiting at that time

67



Guarantee

Upon signal, there has to be at least one thread waiting;
If there are threads waiting, at least one thread will wake

signal o :
thread Condition Variable

wait
» thread

wait

» thread

68
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int done = 0;
pthread_mutex t m = PTHREAD_MUTEX_ INITIALIZER;
pthread _cond_t ¢ = PTHREAD_COND_INITIALIZER;

e L CV-based Parent-wait-for-child

Pthread _mutex__

done = 1;
Pthread_cond_signal (&c); ApproaCh
Pthread_mutex_unlock (&m) ;

}

void wschild (void *arg] 4
peibt el Idn™j.:
th exit () :
return NULL;

}

vold thr Join{) {
Pthread_mutex_lock (&m) ;
while (done == 0)

Pthread_cond_wait (&c, &m);
Pthread_mutex_unlock (&m) ;

}

int mainfint ‘argc, char *argv[l) {
printf ("parent: begin\n");
pthread_t p;
Pthread_create (&p, NULL, child, NULL);
the Jeinl);
printf ("parent: end\n");
return 0; 69
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int done = 0;
pthread_mutex t m =
pthread_cond_t c¢

void Ehe exit () 4
Pthread_mutex_lock (&m) ;
done = 1;

Pthread_cond_signal (&c);
Pthread_mutex_unlock (&m) ;

}

void wschild (void *arg] 4
peibt el Idn™j.:
th exit () :
return NULL;

}

PTHREAD_MUTEX_INITIALIZER;
= PTHREAD_COND_INITIALIZER;

CV-based Parent-wait-for-child
Approach

Good Rule of Thumb

Always do 1. wait and 2. signal while holding the lock

vold thr Join{) {
Pthread_mutex_lock (&m) ;
while (done == 0)

Pthread_cond_wait (&c,
Pthread_mutex_unlock (&m) ;

}

&m) ;

To prevent lost signal

int mainfint ‘argc, char *argvil)
printf ("parent: begin\n");
pthread_t p;
Pthread_create (&p,
the Jeinl);
printf ("parent:
return 0;

NULL,

end\n") ;

{

child, NULL);

70



Worksheet



