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Abstract

Digital media are subject to illicit distribution and owners of such data are cautious about

making their work available without some method of identifying ownership and copyright. Dig-

ital watermarks are employed in an attempt to provide proof of ownership and identify illicit

copying and distribution of multimedia information. In this paper we briefly discuss the role

of digital watermarking as a means of aiding in copyright and ownership issues. We present

an overview of information hiding methods for digital media, propose a new way of categoriz-

ing watermark techniques through image modeling, and illustrate an alternative watermarking

technique through the use of gradual masks. Attacks on watermarks are then discussed, and we

propose a method for watermark recovery after attacks.
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2Also with Computer Science Department, George Mason University.



1 Introduction

The growth of digital media and the fact that unlimited numbers of perfect copies of such media

can be illegally produced is a threat to the rights of content owners. A copy of digital media is

an exact duplicate of the original. The authors of a work are hesitant to make such information

available on the Internet as it may be copied and retransmitted without the permission of the

author. An issue facing electronic commerce on the Internet for digital information is how to

protect the copyright and intellectual property rights of those who legally own or posses digital

works. Most electronic commerce systems use cryptography to secure the electronic transaction

process. Encryption provides data confidentiality, authentication, data integrity, and in some cases

authentication of the parties involved [Sch96, FB97]. However, the unencrypted data may still be

copied and distributed (i.e., videotapes, DVD, and pay-per-view broadcasts). Authors also may

want samples of their works to be available. In some cases, these samples may be the images used on

a web site or the publication of information on the Internet. Copyright protection involves ownership

authentication and can be used to identify illegal copies. One approach to copyrighting is to mark

works by adding information about their relationship to the owner by a digital watermark. Digital

watermarking provides a means of placing information within digital works. This information may

be perceptible or imperceptible to the human senses. Early watermarking work investigated how

documents can be marked so they can be traced in the photocopy process [BLMO94, BOML95].

Interest in digital watermarks is growing and seems to be motivated by the need to provide

copyright protection to digital works. Watermarking can be used to identify owners, license in-

formation, or other information related to the cover carrying the watermark. Watermarks may

also provide some control mechanisms such as determining if the work has been tampered with or

copied illegally. Digimarc Corporation developed a search engine, MarcSpider, to search web sites

for images that contain Digimarc watermarked images. When watermarked images are found, the

information is reported back to the registered owners of the images [Dig]. In the realm of video and

satellite broadcasts, watermarks are used to interfere with recording devices so copies of a broadcast

are somewhat corrupt. A number of hardware and software technologies are being developed to

deter illicit copying.

The remainder of the paper is organized as follows: Section 2 provides an introduction to digi-

tal watermarking, a brief survey and classification of watermarking techniques, and a simple, but
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effective watermarking method. Some attacks on watermarking techniques are discussed in Sec-

tion 3. In Section 4 we describe a method for recovering watermarks from images after some attacks

and provide experimental results. This section contains background information on the recovery

process which discusses some mathematical principles of the recovery processes. Conclusions and

suggestions about future research are presented in Section 5.

2 Digital Watermarking

Digital watermarks have several desirable characteristics. The watermark should not degrade the

image to a degree that interferes with its usefulness. The watermark should require no additional

image formats or storage space. The watermark should be integrated with the image content so it

cannot be removed easily without severely degrading the image. The watermark should be fairly

tamper-resistant and robust to common signal distortions, compression, and malicious attempts to

remove the watermark (though we will see that this is not achieved by many watermarks). The

watermark can be made invisible to the human eye, but still readable by computer.

Digital watermarks may be perceptible or imperceptible to the human senses. (Throughout

this paper the terms “invisible” or “imperceptible” watermarks relate to human visibility, not

to computer detectability.) Many authors feel that image-based digital watermarks should be

invisible to the human eye. If the watermark is to be imperceptible, then the existence of the

watermark should not be advertised. Advertising the presence of watermarks invites “pirates”

to attempt to alter or disable the watermarks [JJ98b]. Other authors prefer visible watermarks,

or clearly advertise the existence of watermarks as a deterrent against illicit duplication or theft.

Both viewpoints have merit; but the determination must be made by the owner of the images and

depends on the intended use of the watermarked work. The visible watermarks in many television

broadcasts are considered eyesores by some, while others simply ignore them. What constitutes

interference with an image is subjective and dependent upon the end user.

Imperceptible watermarking is rooted in steganography which is the art and science of con-

cealing the existence of a secret message [JJ98]. The difference between imperceptible digital

watermarking and digital steganography is based primarily on intent. Steganography attempts

to conceal the existence of a message, where the hidden message is the object of the communi-
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cation, e.g., sending a satellite photograph hidden in another image. Digital watermarks contain

information that may be considered attributes of the covering image such as copyright data, and

the cover is the object of communication - not the watermark. Sometimes the methods used for

steganography and watermarks are the same. However, unlike steganography, many imperceptible

digital watermarks are made known to users, possibly as a deterrent to copying.

Various sorts of information can be stored in a watermark, including license, copyright, copy

control, content authentication, and tracking information. This information can be used for copy

protection, document identification, ownership designation, or as a means to track works to and

from licensed users. Regardless of the type of information placed within the media content, a

tradeoff exists between a watermark’s payload (amount of information placed in the image) and its

robustness to manipulation. Watermarks typically hide very little information and rely in part on

redundancy of the mark to survive attacks such as cropping. A novel watermarking method is to

use two images that appear to be the same but have slight differences so if they are viewed together

as a 3D stereogram, the watermark becomes visible [HYQ98]. This approach has a low bandwidth

for passing hidden information. Common steganography methods and bit-wise watermarking ap-

proaches hide larger amounts of information in a cover. However, these methods are vulnerable to

attacks such as cropping, and if the embedding method relies on this “noise” level (least significant

bits) of the cover, little processing is required to disable the readability of the embedded message.

2.1 Classifying Watermarking Techniques

Watermarks are embedded into images by changing some bits in image representation. Some

methods operate on least significant bits, while others embed information into perceptually more

significant image components. Current image-based digital watermarks may be grouped under two

general classifications: those that fall into the image domain and those that fall into the transform

domain. Tools used in the image domain include methods that use bit-wise techniques such as least

significant bit (LSB) insertion and manipulation [CKSL96]. Patterns placed in the image [Car95]

and spatial relationships between image components are another “additive” form of watermarking.

Techniques that provide additive image information such as masking techniques [JJ98] without

applying a function of the image to determine the watermark location are also categorized as

being in the image domain, though they share the survivability properties of transform domain
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watermarking techniques.

The transform domain classification of watermarks includes those that manipulate image trans-

forms. Early work in this area considered the possibility that the dithering effect used for image

quantization might be used to hide information [TNM90]. Transforms such as the fast Fourier

transform (FFT), discrete cosine transform (DCT) [KRZ94, KZ95, ODB96], and wavelet trans-

form [KH97, XBA97] hide information in the transform coefficients. Many variations on this ap-

proach exist, ranging from applying the transform to the entire image [CKLS95, HW96] to applying

it to blocks of the image [Dig, Sig, SZT96], or using methods similar to those used in JPEG image

compression [GW92, BS95]. These methods hide messages in relatively significant areas of the cover

image. Transform domain watermarking and masking techniques are more robust against attacks

such as lossy compression, cropping, and image processing techniques in which significant bits are

changed.

Both image domain and transform domain methods may employ patchwork, pattern block

encoding, or spread spectrum concepts which add redundancy to the hidden information [BGML96,

CKLS95, SC96, MBR98]. These approaches help protect against some types of image processing

such as cropping and rotating. The patchwork approach uses a pseudo-random technique to select

multiple areas (or patches) of an image for marking. Each patch may contain the watermark, so

if one is disabled or cropped, the others may survive. The message data becomes an integral part

of the image by adjusting the luminance values, as in masking [JJ98]. Many of these techniques

require use of the original, unwatermarked image to extract the watermark. In [ICIP97] transform

domain watermarking techniques were introduced that do not require using the original to extract

the watermark [PBBC97, FH97, OP97].

Watermarking techniques could also be classified based on whether an original (non-watermarked)

image is needed for watermark recovery. Some watermarking techniques extract the watermark by

comparing the original and the watermarked image [CKSL96, JJ98]. Other methods, particularly

bit-wise techniques, do not need the original to recover the watermark, but use symmetric methods

of placing data within images; the algorithm used to embed the watermark is also used to extract

it. Softbots and “web crawlers” or “spiders” such as Digimarc’s MarcSpider search for Digimarc

watermarks in images and the related information can be retrieved from the registration service.

Another classification of watermarking techniques could be based on concepts of image mod-
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eling [Ros92]. An image model has four basic components: image noise, texture, clutter (scene

noise), and signal. Many of the techniques that are classified as being in the image domain are

here categorized under the (image) noise domain. These include bit-wise watermarking techniques;

they are sensitive to small amounts of image processing or lossy compression. Steganography tools

frequently use this approach to hide data in images [JJ98].

Texture refers to the stochastic constraints on the appearance of objects/surfaces in an image or

image component; examples of textures are leather, fur, plastic, etc.. The owner of an image could

watermark the image by changing the texture of some background surfaces in the image; a sofa

could have different appearances in several images — this could be accomplished by changing the

texture of the sofa cover (leather, uniform colored cloth, etc.). Note that this method of marking

images assumes that the owner can manipulate the appearances of the objects in the image. Clutter

or scene noise refers to (small) objects which appear in the image. For example, in one image of an

office there could be a cup in the corner of a desk and in the second image the cup could be different

or replaced by another object — say a book. The owner of an image could use this method to mark

differences between small numbers of images given to different users. Other examples of clutter

used in watermarking are visible logos used by television broadcasters to mark their programs.

The image signal corresponds to the perceptually most significant components of an image.

Watermarking techniques that change the lowest or medium frequency coefficients of a discrete

cosine transform of an image could be classified in this category [CKSL96]. Another approach

is rearranging the original work to create the watermark — e.g. in [LMP98] the authors embed

the watermark into the layout of electronic circuits. Watermarks embedded by techniques in this

category usually cannot be removed without significant change of the original work. This feature

makes these techniques potentially much more useful for protecting images than the techniques

that operate on the noise level.

2.2 A Watermarking Method

A widespread method of watermarking printed materials and television images relies on overlaying

logos over images so that the logos become indelible parts of the originals. As an example a

proposal draft could be marked by the large slanted word “draft” printed over each page. Similarly,

network station logos appear in lower corners of television broadcasts. This idea can be applied to
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(a) (b)

Figure 1: (a) “Flat” and (b) “gradual” image masks.

create imperceptible watermarks that can be embedded into digital images. The method employed

here to embed a watermark in the image is known in graphics as “alpha channel compositing”

(combining) [FvDFH96].

Figure 1 shows two masks used to create watermarks. The left image (Figure 1a) shows a “flat”

mask while the right image (Figure 1b) shows a “gradual” mask. Applying the mask changes the

gray values of pixels in the image. Any given image can be viewed as having 256 gray levels from

black (0) to white (255). If the “flat” mask is applied, a brightness change of about 2% can be used

before the watermark becomes visible in the low-frequency areas of the image (the sky in Figure 2a).

In the higher-frequency areas of the image (busy areas such as the leaves of Figure 5a and lamp

of Figure 2a) the possible brightness increase is between 3% and 4%. Applying the gradual mask

(Figure 1b) produces a much “deeper” watermark. In low-frequency areas of the image (the sky

and blurred background of Figure 2a) the brightness difference can be increased to 6% and in the

higher-frequency areas, the brightness difference can be increased to 20%. The gradual shading

and removal of sharp borders of the masks contribute to this approach. An example of applying a

“gradual” mask is shown in Figure 2. The luminance of the sky was increased by 2%, the luminance

of the blurred background was increased by 10-15%, and the luminance of the leaves and the lamp

was increased by 25-30%. An interesting note is that this watermark is clearly visible after lossy
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(a) (b) (c)

Figure 2: (a) The original image with no watermark. (b) The watermarked image. (c) The
difference between the original and watermarked images.

(a) (b)

Figure 3: The (a) flat and (b) gradual masks.

JPEG compression to 96dpi and 15% quality.

The cross-section profiles of the two masks in Figure 3 can be compared by graphing the gray

values across column coordinates. Figure 4 shows profiles of flat and gradual masks of the same size

and varying luminance values. The thin lines represent the gradual masks at 30%, 20%, and 10%

of luminance increase. The thick lines represent the flat masks at 5%, 2%, and 1% of luminance

increase. The spatial image gradient (gray level change per pixel) is fairly similar for the 30%

gradual mask and the 5% flat mask; its value is between 4 and 5 gray levels per pixel, because the

human visual system responds to edges and sudden changes in image brightness. As a consequence,

the gradual mask produces a better (stronger) watermark.
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Figure 4: The graph represents the gray values of cross-section profiles of the flat and gradual
masks of Figure 3 at different intensities.

3 Attacks on Watermarks

Objectives of attacks against watermarks and embedded information include rendering a water-

mark unreadable, revealing the existence of hidden information, or confusing the reader as to the

authenticity of the watermark. Attacks on watermarks may be accidental or intentional. Accidental

attacks may be the result of standard image processing or compression procedures. Illicit attacks

may include dictionary attack, steganalysis, special image processing techniques, or other attempts

to overwrite or remove existing watermarks [JJ98b, PAK98, JJ98c].

Compressing the carrier of the watermark may inadvertently render the watermark useless.

This is especially likely for the bit-wise image domain methods used for watermarking. The orig-

inal message can be reconstructed exactly if a lossless compression method is used. Lossy com-

pression methods may yield better compression, but may not maintain the integrity of the original

image [JJ98].
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Some watermarking methods require a password to embed and detect watermarks and may

be vulnerable to brute-force or dictionary attacks [Fli98, Mrf98]. Historically, the term “dictio-

nary attack” refers to finding passwords by checking a list of terms. With improved processor

speeds, a brute-force approach can find passwords by exhaustive search instead of using a dictio-

nary list [EFF98]. Brute-force and dictionary attacks are general threats to passwords and are quite

successful against poorly chosen passwords. Since the passwords used in watermarking are typically

small by cryptographic standards, they can often be identified by guessing character combinations

until the correct guess is made.

Other attacks may be achieved through the same means used to create watermarks. Image

processing and transformations are commonly employed to develop and apply digital watermarks.

These methods can also be used to attack and disable watermarks. Even with advances in water-

marking technology, watermarks may be forged or overwritten; for example, multiple watermarks

may be placed in an image and one cannot determine which of them is valid [CMYY97]. Current

watermark registration services are “first come, first served”, and someone other than the owner of

a digital work may attempt to register a copyright first. Some watermarking tools are distributed

with over-the-shelf software, such as Adobe PhotoshopTM [Dig]. An exploitation of how to “crack”

such a watermarking tool describes how to watermark any image with someone else’s ID, or to

overwrite valid watermarks with “forged” ones [Afp97]. If humanly imperceptible information is

embedded in a cover, then humanly imperceptible alterations can be made to the cover which

adversely affect this embedded information [JJ98b].

Many owners of watermarked works do not want the watermark to interfere with the use of the

work by others. They therefore require that the watermark be imperceptible to the human sensory

system. (“Human sensory system” is used here as an extension to human visual system - HVS, since

media may pertain to senses other than vision.) This requirement works against the robustness of

a watermark. Nevertheless, watermark users usually advertise the fact that a watermark exists. To

a hacker, this constitutes a challenge to bypass the watermark.

Disabling a watermark or embedded message is fairly easy in cases where bit-wise methods are

used since these methods employ the LSBs of images, which are changed by lossy compression or

small amounts of image processing. Disabling watermarks created through masks and transforms

requires more effort since the watermark is integrated more fully into the cover. A goal of many

transform methods is to make the hidden information (the watermark) such an integral part of the
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(a) (b)

(c)

Figure 5: (a) An original image, (b) the watermarked image, and (c) the enhanced difference
revealing the watermark.

image that the only way to remove or disable it is to destroy the marked image, rendering it useless

to the attacker.

Attacks on transform watermarks are typically aimed against the watermark reader [CL97]. An

attack may cause the reader to recognize a forged or counterfeited watermark [CMYY97]. Images

may also be altered so the reader cannot see a watermark at all. The watermarked images are

manipulated to a degree such that watermark cannot be recognized [PAK98, JJ98b]. Tools such

as unZign and Stirmark can be use to test the robustness of watermarks [Unz, KP97]. These tools

automate and apply image processing techniques and transforms to the watermarked image. The

object is to show how vulnerable watermarks are to minor changes that have little visible effect on

the images, but render the watermark unreadable. An illustration of such a process follows.

Figure 5 shows an example of a mask-based watermark. The image in Figure 5a is watermarked
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(a) (b)

Figure 6: (a) The image distorted by Stirmark. (b) The enhanced difference between the distorted
image and the original image.

using a mask to produce the image in Figure 5b. The watermark is not visible, but the enhanced

image difference reveals it (Figure 5c). An attack on the watermark is conducted by applying

Stirmark against the image in Figure 5b. Figure 6a shows the resulting “distorted” image after

processing with Stirmark. Figure 6b shows the enhanced difference between the original image

(Figure 5a) and the distorted image – the watermark is not visible. Stirmark applied image pro-

cessing techniques of scaling, cropping, resampling, and rotating to interfere with the embedded

mark.

4 Recovery from Attack

In the previous section we demonstrated how watermarks can be disabled using tools such as

Stirmark. In this section we describe a method that can be used to recover watermarks in some

cases. As with many watermark verification techniques, this method requires that the original be

available for comparison. In general Stirmark applies unknown affine transforms to a watermarked

image. The transformation is usually “small”, but effectively hides most watermarks. Our recovery

method applies an inverse transform to the distorted image I ′ to reverse the distortion and recover

the watermark. The method computes the displacement field between the original image I and the

distorted image I ′; the field is then used to compute affine transformation parameters between the

images. The inverse of the transformation is then applied to I ′ resulting in an image in which the

watermark can be detected. The details of the method and some experimental results are given
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below.

4.1 Affine Transforms

Let (x, y) be the pixel coordinates in an image I(x, y) and let the image center be at (0, 0). An

affine transform of I(x, y) is given by
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where (x′, y′) are coordinates in the transformed image I ′(x′, y′) and a − f are the transform

parameters. Subtracting the vector (x y)T from both sides of equation (1), results in an expression

for the displacement (δx, δy) of the point (x, y) due to the transform:
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4.2 Normal Displacement Fields

Let~ı and ~ be the unit vectors in the x and y directions, respectively; δ~r =~ıδx+~δy is the projected

displacement field at the point ~r = x~ı + y~. If we choose a unit direction vector ~nr = nx~ı + ny~

at the image point ~r and call it the normal direction, then the normal displacement field at ~r is

δ~rn = (δ~r · ~nr)~nr = (nxδx + nyδy)~nr. ~nr can be chosen in various ways; the usual choice (and the

one that we use) is the direction of the image intensity gradient ~nr = ∇I/‖∇I‖.

Note that the normal displacement field along an edge is orthogonal to the edge direction. If

an edge element at position ~r is observed at time t, then the apparent position of that edge element

at time t + ∆t will be ~r + ∆tδ~rn. This is a consequence of the well known aperture problem [J97].

Our method of estimating normal displacement field is based on this observation.

For an image frame (say collected at time t) edges are found using an implementation of the

Canny edge detector [Can87]. For each edge element, say at ~r, the image is resampled locally to

obtain a small window with its rows parallel to the image gradient direction ~nr = ∇I/‖∇I‖. A

larger window is created for the next image frame (collected at time t0 + ∆t) we create a larger
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window, typically twice as large as the maximum expected value of the magnitude of the normal

displacement field. The first (smaller) window is compared with the second (larger) window by

sliding the smaller window along the larger window and computing the difference between the

image intensities. The zero of the resulting function is at distance un from the origin of the second

window; note that the image gradient in the second window at the positions close to un must be

positive. The estimate of the normal displacement field (−un) is defined as the normal flow.

4.3 Computing Affine Transformation Parameters

Given an original image I and a distorted image I ′, such that I ′ has been obtained by applying a

unknown affine transform to I, the normal displacement field (the “normal flow”) between I and

I ′ is computed. Using Equation (2), the normal flow at image point (x, y) is obtained as

δ~rn · ~nr = nxδx + nyδy = a1nxx + bnxy + enx + cnyx + d1nxy + fny ≡ a · u (3)

where ~nr = nx~ı+ny~ is the gradient direction at (x, y), a = (nxx nxy nx nyx nyy ny)T , a1 = a−1,

d1 = d − 1, and u = (a1 b c d1 e f)T is the vector of affine parameters. The method used to

compute the normal flow, as described in Section 4.2, is applied. One normal flow value un,i is used

for each edge point ~ri as the estimate of the normal displacement. This produces an approximate

equation ai ·u ≈ un,i. Let the number of edge points be N ≥ 6. We then have a system Au−b = E,

where u is an N -element array with elements un,i, A is an N × 6 matrix with rows ai, and E is

an N -element error vector. We seek u that minimizes ‖E‖ = ‖b − Au‖; the solution satisfies the

system ATAu = ATb and corresponds to the linear least squares solution [Ste73].

Given the estimate u, based on the normal displacement field between images I and I ′, equa-

tion (1) is applied to obtain the inverse affine transform of I ′ resulting in a “corrected frame” I(1).

[The inversion of (1) is obtained implicitly. For each pixel position (x, y) of I(1), the pixel position

(x′, y′) in I ′ is computed (note that x′ and y′ may be non-integers). The gray level for (x, y) is

obtained by interpolating the gray levels of transformed image I ′.] After obtaining I(1) the residual

normal flow between I and I(1) is computed. This residual is used to estimate the affine transform

parameters u′ between I and I(1). If the estimated parameters are “small” we can stop and use

I(1) as the recovered image; otherwise we can use u′ to obtain I(2) from I(1). We say that an affine

transform is small when applying Equation 2 to an image I when we have max{|δx|, |δy|} < ε; ε is
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typically 0.5.

4.4 Experimental Results

In this section, we provide two examples of experimental results. Figure 7 illustrates the recovery

of a commercial watermark and Figure 8 illustrates a masked watermark recovery based on the

attack shown in Figures 5 and 6. Figure 7a shows an original unwatermarked image (I). The

image was watermarked using the version of Digimarc’s PictureMark watermarking filter that is

available with Adobe PhotoShop and distorted using Stirmark to produce the image in Figure 7b

(I ′). The watermark detection process was applied to I ′ and the watermark could not be detected.

The normal displacement field was computed between images I and I ′ (see Figure 7c) and the affine

transformation parameters were estimated as (0.0566 0.0065 − 0.0141 0.0234 3.0402 3.6649)T .

The inverse affine transform was applied to the image I ′ to obtain the image I(1). The residual

normal flow computed between images I and I(1) (see Figure 7d) was used to estimate a new set of

affine transformation parameters as (0.0074 − 0.0000 0.0019 0.0012 0.6409 0.3023)T . The inverse

affine transform was applied to the image I(1) to obtain an image I(2). The residual normal flow

computed between images I and I(2) is shown in Figure 7e. Since the watermark was detected the

process was stopped. Figure 7f shows the recovered image I(2).

Figure 8 illustrates the application of the method to the images in Figures 5 and 6. Figure 8a

shows the normal flow computed between the original (Figures 5a) and the distorted watermarked

image (Figures 6a). The affine transformation parameters were estimated as (0.0255 0.0012

−0.0049 0.0045 0.9685 1.0939)T . The recovered image is shown in Figure 8b. Figure 8c shows the

enhanced difference between the recovered image and the original image displaying the watermark.

5 Conclusion and Future Direction

Digital media are subject to illicit copying and distribution. The owners of such data are cautious

about making their work available without some method of identifying ownership and copyright.

Digital watermarks are currently being used in commercial applications to track the copyright and

ownership of electronic works.
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(a) (b) (c)

(d) (e) (f)

Figure 7: An illustration of the recovery method: (a) An original image. (b) A watermarked
and distorted image. (c-e) Normal flows computed in various stages of the recovery process. (f)
Recovered image in which the watermark can be detected.
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(a)

(a) (b)

Figure 8: (a) The normal flow field computed between the unwatermarked image in Figure 5a
and the distorted watermarked image in Figure 6a. (b) The recovered image. (c) The enhanced
difference between the recovered image and the original image showing the watermark.
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We introduced desirable characteristics of watermarks, various methods of watermarking, and

illustrated an alternative watermarking technique through the use of gradual masks. An important

characteristic of an image-based watermark is it should be robust to common image processing and

compression techniques, as well as to malicious attacks. To achieve this, the watermark should be

placed in perceptually significant regions of the image.

Understanding and investigating the limitations of watermarking applications can help direct

researchers to better, more robust solutions to ensure the survivability of embedded information

such as copyright and licensing information. Methods that test the survivability of watermarks

are essential for the development of stronger watermarking techniques [Unz, KP97]. Using such

methods, as described in [JJ98b] and [PAK98], potential users of digital watermarking can see how

much (or how little) effort is required to make a watermark unreadable by the watermarking tools.

Given the ease of disabling watermarks, we provided an introduction to a method for watermark

recovery after disabling attacks.

Digital watermarking does not prevent copying. Its effectiveness depends on providing evidence

of illicit copying and dissemination by detecting watermarks in stolen images. Individual examina-

tion of suspicious images can be very costly, but it is unavoidable in cases where human intervention

is needed to restore a seriously distorted image in order to detect the embedded watermark.

To date, the use of digital watermarks in images has not been recognized in legal cases for

proving copyright and ownership. The cases that have gone to court have been resolved by physical

evidence (negatives and photographic proofs). However, authors of purely digital media may not

have such tangible evidence as claims of ownership.

An inherent weakness of many watermark approaches is the advertisement that an invisible

watermark exists in a file. If the embedded message is not advertised, casual users will not know

it exists and therefore will not attempt to remove it. Advertising the fact that hidden information

exists raises the curiosity level of hackers who may see it as a challenge to overcome.

Further work is required to develop solutions to these problems and develop more robust wa-

termarking techniques. An area for development is in watermark detection and third party authen-

tication. Public-key steganography has been proposed in [Crav98]. Such an approach may be well

suited for authentication of digital watermarks without relying on the original images or on propri-

etary watermark readers. Attacks against watermarking methods are being carefully considered in

17



current development of watermarking tools [Dig, Brau97]. Potential areas of research are in image

recognition to locate images that have been damaged by attacks, and watermark recovery (and

image reconstruction) from altered or damaged images [DJJ98]. We have provided some insight

into this area and have illustrated that it is indeed possible.
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